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IT systems for healthcare are a complex and exciting field. One the one hand, there
is a vast number of improvements and work alleviations that computers can bring to
everyday healthcare. Some ways of treatment, diagnoses and organisational tasks were
even made possible by computer usage in the first place. On the other hand, there
are many factors that encumber computer usage and make development of IT systems
for healthcare a challenging, sometimes even frustrating task. These factors are not
solely technology-related, but just as well social or economical conditions. This report
describes some of the idiosyncrasies of IT systems in the healthcare domain, with a
special focus on legal regulations, standards and security.
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1. Introduction

Computers are now widespread among almost every aspect of our lives, and in many cases
their introduction brought tremendous benefits. Some tasks were made considerably eas-
ier, some were even made possible in the first place — such as extensive computational
tasks and information search over very large amounts of data. Especially administrative
processes and information exchange of large organizations could not function without
computers anymore. Computers facilitate these tasks by providing information where it
is needed.

A sector that depends very much on information but seems to lag behind these devel-
opments is the domain of healthcare[5]. In terms of computer usage, hospitals are even
seem to be outdone by the public administration: collection of data is mostly done on
paper and is seldomly fed into a computer system. The little data that does reach a com-
puter system usually stays in isolated systems, such as a database for lab analysis values.

However, especially in the healthcare domain, a closer integration of systems and a use
of computer-aided data processing could be very helpful (see section 2.2). Like almost no
other domain, quality of healthcare depends on the availability of data. When a clinical
decision has to be made, all the required information has to be available[4]. Integration
of Information and Communication Technology (ICT) enables faster feedback, remote
monitoring and analysis and above all ensure mobility of individuals across countries.

Neither these benefits come for free, nor can they be achieved without proper knowledge
of the pitfalls and complexities specific to the domain of healthcare. This report tries
to show the most notable characteristics of this domain, with a special focus on legal
regulations, standards and security and privacy aspects.

The report is structured as follows:

Chapter 2 gives an introductory overview of the characteristics and adversities of the
domain of software development for IT systems in healthcare.

Chapter 3 describes the most noteworthy sources of legal regulations concerning the
development of IT systems and software in the healthcare domain.



Chapter 4 explains the importance of interoperability of medical devices and software
in the healthcare domain and introduces the most important data and communication
standards that enable the development of interoperable products.

Chapter 5 gives an introduction to the computer system security from a scientific
perspective. It explains the very high importance of security and privacy considerations
in the healthcare domain and shows by which technical means security goals can be
achieved.

Chapter 6 summarizes the report. It lists the key points to keep in mind when dealing
with software development for healthcare.

Appendix A presents a selection of industry solutions and describes their properties.



2. Healthcare and IT

This chapter examines the distinctive features of processing medical data in computer
systems, how it is possible to benefit from that and identifies the obstacles, namely the
security and privacy concerns. The descriptions of healthcare I'T systems present the
motivations of focusing on the security and privacy aspects in healthcare I'T sector.

2.1. Characteristics of Healthcare IT

Computer systems for the healthcare domain differ greatly from other domains of IT
in certain aspects. The reason for this are the high demands made on these computer
systems — because of the special sensitivity of medical data.

2.1.1. Sensitivity of Medical Data

The term medical data applies to all data that is related to a persons health and medical
history. Data of this kind is considered especially sensitive and in need of protection.
This is understandable, since even fragments of medical data can reveal very much in-
formation. In this, medical data is very side-channel-prone[36]: For example, mere
prescriptions of specific HIV-suppressive drugs clearly indicate that the patient is HIV-
positive, although the prescription of the drug itself is not a diagnosis at all and may
sound harmless and unimportant to someone unfamiliar with the name of the drug. In
general, information about STDs opens up room for speculations on how these were
acquired. And a patient may simply want to keep quiet about a condition he’d rather
deal with himself.

The sensitivity of medical data and medical I'T systems is explained in more detail in
section 5.1.1.

2.1.2. Strong legal regulation

Due to the sensitivity of medical data, healthcare I'T systems are subject to strong legal
regulation: The processing, storage and dissemination of medical patient information
is subject to many laws and regulations, which vary greatly between different countries
and continents (see section 3).



2.1.3. Distributed Nature

As an additional challenge, medical I'T systems tend to be highly distributed since med-
ical treatment is a distributed process as well. Traditionally, distribution of computer
systems would span over a single hospital. Today, however, cooperation between medical
institutions crosses the borders of hospitals and even countries and include very large
institutions as well as single doctors offices. The connection may even reach into the
patients home, as telemedicine solutions become increasingly popular.

As a consequence, rights management and privacy policy definitions for processed in-
formation are not easy to determine: Many users from many domains with different
functions may need access to stored medical data at different times. The roles that the
users play may change at any time. An example for this are context-dependent privi-
leges: The user rights for data access may depend on the context of the situation (i.e.
emergency access).

2.1.4. Heterogeneity of Systems

A lot is to be gained by the introduction of modern IT systems in healthcare — this,
however, does not mean that computer usage is totally new to this domain. In fact,
computer have been used a lot in the healthcare domain, but these solutions are of-
ten legacy systems, independently developed insular solutions for single customers and
incompatible to other systems [43].

Shortcomings of legacy systems The most important problem with many legacy 1T
solutions is the lack of interoperability. The desired level of integration is business
process integration so that administrative and clinical processes can make use of IT
capabilities with very little manual intervention. This, in turn, requires I'T solutions to
be interoperable on the functional level and on the data level. Functional integration
requires the exposure of implemented functionality to the outside of the systems — so it
can be used by other computer systems over a network. Data integration stands for the
availability of interfaces for exchange of data with other systems — and a shared data
model and a shared semantic understanding of exchanged data. These interfaces are
often missing in legacy systems.

Furthermore, legacy systems often suffer from typical software engineering shortcomings
such as poor maintainability and extendability. These problems often prevent further
use when the environment of these systems changes and requires updates and adaptions.

Rip-and-Replace vs. Integration In spite of these problems, legacy systems are of-
ten kept in use as long as possible. Healthcare is a higly specialized domain — and
many legacy solutions are custom developed for their application domain and serve
their purpose well. Special application scenarios may even be beyond the capabilities
of commercial off-the-shelf software and encapsulate domain knowledge and workflow



processes that cannot be easily extracted. Additionally, training personnel for a new
software product may be very expensive.

Therefore, existing IT solutions are often re-engineered and adapted to be integrated
into lager new IT systems instead of replacing them.

2.1.5. Usability requirements

Healthcare is a domain with high cost-pressure and its employees — nursing staff and
physicians — are facing a high workload. Therefore, I'T solutions in healthcare should
integrate into the workflow of staff and slow it down as little as possible. If a new solu-
tions does induce additional efforts, its rewards must clearly outweigh these efforts[6].
As a consequence, products and solutions should fulfill high usability requirements in
interface design and operation.

This is especially important for the design of solutions for access control mechanisms:
These may considerably slow down work by requiring the user to remember many differ-
ent passwords and enter them frequently. As a consequence, these mechanisms are often
circumvented and rendered useless[23]. More thoughtful approaches such as Single-Sign-
On and RFID-tokens could remedy such problems.

2.2. Benefits and Barriers of Healthcare IT

Healthcare is a very complex domain that depends very much on the availability of in-
formation. The main responsibility of a physician it to make decisions on a treatment
for patients. The indispensable foundation for these decisions is the availability of all
relevant information from the patients medical history. This involves the treatment pro-
cess, diagnoses and recorded vital parameters. The physicians task of decision-making
therefore can be seen as gathering and acting on information[25]. Computer can facili-
tate this work tremendously, as gathering, management and presentation of information
is their prime strength (see Electronic Health Records, 2.3.1).

Computer systems can also be very helpful with tasks related to resource planning,
such as creating schedules for long-term treatments in accordance with the available
resources at the hospital. It may be hard for a person to keep an overview over several
timetables, which is fairly easy to manage by computers. The result could be a well tuned
schedule for the patient, and offers the clinics the possibility to maximize the usage of
their treatment facilities. This is a tremendous economical advantage, since medical
equipment can be costly to maintain. A good overview over a patient’s treatment can
also be useful to avoid redundant treatment, which may occur if different treatment
facilities do not have complete information about the patient’s treatment history.

Even though the use of IT systems in could bring many benefits, simplifications and
alleviations (see 2.2) the adoption process is slow and tedious. Various factors can be



identified that impede this adoption process[24]:

One problem encumbering the adoption of healthcare IT technology is the unequal
distribution of costs and benefits of such systems[24]. Health funds pay for patient
treatment, but do not directly reward investments into new technologies. The introduc-
tion of new technology such as electronic health record costs money and possibly takes a
long time to amortize, this is often unaffordable to smaller doctor’s offices. Additionally,
the economical advantages of healthcare IT will likely start to take effect when they
will have been adopted by the majority of healthcare institutions. This may pose an
economical penalty to the ones adopting it first.

Moreover, medical I'T systems are considerably harder to develop, since they are subject
to strong legal regulation. Specifically, medical devices and software have to undergo a
complicated certification process, which is not only expensive but also introduces various
requirements, such as redundancy by dual-channel system design.

A very important requirement on medical IT system is the ability of different systems
to interoperate. Currently, however, many competing standards exist on how medical
systems can be interconnected and exchanges data. Since there is no one-fits-all solution
to this problem, it contributes to the cost and complexity of the design and deployment
of medical IT systems.

However, the most critical issue for the adoption of I'T systems in healthcare are concerns
about how security and privacy can be guaranteed in such systems which is the main
focus of this report. This is described in more detail in section 5.

2.3. Applications

2.3.1. Electronic Healthcare Record

Recording and retrieval of medical information in electronic form is the core application
for information technology in healthcare[25]. The most commonly known concept of this
is the Electronic Healthcare Record (EHR):!

.. we define the electronic healthcare record (EHR) as digitally stored health
care information about an individual’s lifetime with the purpose of support-
ing continuity of care, education and research, and ensuring confidentiality
at all times.[26]

The information typically recorded by an EHR are clinical observations, vital signs, di-
agnoses and examination results, treatment plans and drug prescriptions. As medicine
become more complex, the amount and diversity of information that has to be man-
aged and used in healthcare grows rapidly. Traditionally, this has been done on paper —

L Also referred to as Electronic Health Record or FElectronic Medical Record
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but paper-based solutions are hardly suited to meet today’s needs[25]: It may be hard
to read someone else’s handwriting. Parts of medical records are likely to be missing,
because over time, it becomes impossible to keep all records in one place due to space
restrictions. Also, parts of a record might get lost. Most importantly, if paper docu-
ments should be used in more than one place simultaneously, they have to be tediously
duplicated.

The use of an EHR offers a far more convenient way to handle medical data[26]: In its
ideal form, an EHR keeps data quickly accessible and available to the clinician. Data
can be used in more than one place at a time. Coping with the weight of large, heavy
folders becomes obsolete. Instead, data can be flexibly viewed on mobile, handheld de-
vices. By structuring the data, making it searchable and introducing user-specific view,
data access becomes very flexible.

Apart from direct benefits for the patient, the use of electronic health record also pro-
vides the basis for data collection for clinical studies. However, for this purpose, patient
data confidentiality and privacy considerations have to be the first priority.

A requirement for the successful introduction of EHR solutions is that the use of this
solution should avoid additional workload for its users. They have to be designed in
such a way that they are at least as convenient to use as the paper-based alternatives,
otherwise they are likely to be rejected[25].

2.3.2. Clinical Decision Support

Computer support does not have to be limited to merely providing recorded information
to the physician. It can can synthesize new information, such as suggestions for diag-
noses, treatment options or expected development of a patients medical condition: This
application is called Clinical Decision Support[20].These suggestions are made by
connecting the available data in a patient’s electronic health record and general medical
knowledge. There are various ways the clinicians work can be assisted:

e Lab values can be analyzed for critical patient conditions. If such a condition is
found, an alert is raised.[4]

e Reminders are sent to doctors for ordering preventive measures|25].
e Suggestions or warnings are issued to remind clinicians of compliance with stan-

dardized medical care guidelines[12].

2.3.3. Care Documentation

IT systems in healthcare can also record patient-related information beyond actual vital
signs and examination results as in the classic health record (see section 2.3.1): The
care carried out by the nursing staff has to be carefully documented. This is helpful for
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several reasons: For one thing, nursing processes have to be documented by hospitals
in order to be able to prove that the necessary care and treatment steps have been
performed. Furthermore, every single unit of work has to be documented to be able to
bill the health insurance company of the patient accordingly. When implemented in a
user-friendly fashion, electronic care documentation can be perceived as helpful by the

staff[35].

2.3.4. Laboratory Data Systems

Computer systems for storing, processing and distribution of laboratory data is proba-
bly the oldest most widespread form of computer usage in healthcare. These systems
were very effective since the beginning as typical lab results are the form of data that is
most easily processed by computers: They are numerical values and the different kinds
of measurements are limited to those provided by the lab, thus there is a limited data
model that has to be supported.

The function of laboratory data systems (LDS) traditionally covers handling of lab re-
sults from the point of their creation to the moment they are being accessed and viewed.
Therefore, LDS gather the measurements automatically from the capture devices and
store them in a database. The data is then accessible over the network with viewer
applications at the point of care.

Because of the long history of LDS, many custom-developed proprietary legacy solutions
exist today, that are often closed-off information silos. However, LDS have been facing
new challenges lately: Information silos have to be opened and data has to be accessible
through interoperable interfaces, following open data standards (see chapter 4) — to be
used in applications such as electronic health records (see section 2.3.1). Flexible import
and export of data is also necessary for cases when special analyses have to be outsourced
to more specialized labs and data has to be re-imported from those labs.
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3. Legal regulations relevant to
eHealth

The domain of healthcare - and consequently healthcare I'T systems - is subject to a
great variety of laws and regulations almost like none other. This chapter describes the
most notable sources of regulation relevant to healthcare I'T systems.

Complexity and multiplicity of regulations Laws and regulations are concerning
healthcare IT systems are both numerous and and far-reaching. Both properties ac-
count for the complexity of developing healthcare IT systems and ensuring they are
compliant with the corresponding regulations.

Several causes are responsible for the large amount of regulations. For one thing, many
laws were put into effect when development of healthcare products was hardly interna-
tionally coordinated and normed, therefore numerous country-specific regulations. Fur-
thermore, some regulations apply to healthcare IT systems that initially only targeted
non-computerized medical products. These laws were partly and gradually adapted to
also cover I'T aspects or amended by new additional laws. Lastly, federalism like in the
European Union delegates certain regulatory authority to its member countries, thus
creating local regulations that may have to be taken into account.

For certain types of medical products and I'T systems, the implications of the regulations
and laws are quite profound and demanding, especially in respect to product certification
and the complexity of this process. Even though this is a huge cost driver in product
development, these regulations make sense as lives regularly depend on the concerned
products.

It is notable that for products that to not fall into the highest categories of risk, self-
control mechanisms apply. This means that the manufacturer itself is required to ensure
that his product complies to the corresponding regulations.

3.1. 1SO Standards

International Organization for Standardization (ISO) and International Electrotechni-
cal Commission (IEC) provides best practice recommendations on information security
risks, management and controls through its ISO/IEC 27000-series standards. The stan-
dards cover the fundamental requirements of information management systems, provide
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guidelines and principles for the implementation of such systems. Among the standards,
ISO 27799:2008 and ISO/TR 27809:2007 meant for health informatics. The former pro-
vides guidelines for designing health sector specific information management systems
following ISO/IEC 27002. The later provides control guidelines for patient safety within
such systems.

ISO/IEC Joint Technical Committee 1 (JTC1) deals with all matters of Information
Technology including develop, maintain, promote and facilitate I'T standards by enter-
prises and users concerning the security of I'T systems and information.

3.2. Health Insurance Portability and Accountability Act
(HIPAA)

The US congress promulgated HIPAA in order to ensure security and privacy of individ-
ually identifiable health information. HIPAA deals with security and privacy through
the HIPAA privacy rule (standards for privacy of individually identifiable health infor-
mation) and the HIPAA security rule (security standards for the protection of electronic
health information). The privacy rule ensures the flow of health information needed for
quality care by addressing proper use and disclosure of health information. The security
rule aims at protecting the privacy of individuals’ health information by adopting new
technologies with a goal of achieving improved quality and efficiency of patient care. It
operationalizes the protection mechanisms contained in the privacy rule. This section
provides the summary of the HIPAA privacy and security rules. The HIPAA privacy and
security rules are applied to health care providers and non-health care providers support-
ing the health care providers holding or transmitting health information in electronic
form.

3.2.1. HIPAA privacy rule

The privacy rule protects the following individually identifiable health information held
or transmitted by the covered entities.

e Common identifiers (e.g. name, address, birth date, social security number);
e Past, present or future physical and mental health or condition;

e Provision of health care to individuals;

e Past, present or future payment provision for health care.

However, there are no restrictions to use or disclose health information that cannot
identify an individual in any way.

The covered entities are permitted to use or disclose the health information for the
specific purposes (e.g. treatment, payment etc.). The entities can disclose health in-
formation for research or public interest withholding certain specified direct identifiers.

14



The covered entity must obtain explicit authorization to use and disclose of personally
identifiable health information for purposes other than treatment, payment and relevant
health care operations. While using and disclosing, the covered entities should use and
disclose the minimum amount of information needed to accomplish the intended pur-
pose. In this regard, appropriate policies and procedures should be in place to restrict
the use and disclosure of information. When other entities request for the information,
a proper and explicit trust agreement should be established. The individuals and the
actors must be notified about the privacy practices.

3.2.2. HIPAA security rule

The security rule protects all individually identifiable health information that the covered
entities create, receive, maintain or transmit in electronic form. The security rules cover
the following aspects.

e Ensuring authorized disclosure, integrity and availability of all personally identifi-
able health information;

e Identify and protect against anticipated threats to the confidentiality, integrity
and availability;

e Protect against impermissible use and disclosure of information.

The security rule demands administrative safeguards thats include both the security
management processes and personnel. Proper admission control to facilities and devices
should be maintained. The rule advocates for technical safeguards by including access
control, audit control, integrity control and transmission security.

3.2.3. HITECH

The Health Information Technology for Economic and Clinical Health Act (HITECH)
extends the scope of security and privacy protections available in HIPAA and the act was
signed into law in 2009. In the health care industry so far HIPAA has not been rigorously
enforced, HITECH provides legal liability for non-compliance. Apart from enforcing the
HIPAA rules, HITECH takes into care the notification of breach and access to electronic
health records. HITECH Act requires that any unauthorized use and disclosure would
generate a data breach notification for example patients be notified of any unsecured
breach. The Act provides individuals with a right to obtain their electronic health
records and they can also designate a third party to receive this information.

3.3. The European Union

The regulatory situation in Europe for the handling of medical data is complex, as
there are different sources of regulation. Sources are the European Union as well as the
legislation of the member states. Both issue regulations that apply to data protection
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in general as well as regulations targeted at medical data specifically. The Furopean
Commission is the executive body of the European Union and responsible for proposing
legislation. For questions of data protection, the European Commission has set up the
Article 29 Data Protection Working Party, an independent advisory board. It consists
of the Furopean Data Protection Supervisor and data protection officers from the EU
member states. This board advises the European Commision in questions of data pro-
tection. For regulations on data protection, the European Union issues directives, which
have to be implemented in national laws by the member states.

3.3.1. EU Directive 95/46/EC

The first directive issued by the European Union on data protection is the Directive
95/46/EC[16], which describes minimal standards that have to be guaranteed in the
processing of personal data. The general principle states, that personal data should not
be processed at all, unless the following conditions are met:

e Data processing is limited to certain purposes, such as given consent by the data
subject or the necessity to fulfill a given contract with the data subject.

e To promote transparency, the data subject has the right to be informed about the
processing of his personal data.

e Data processing has to be proportional to it’s purpose: the more sensitive data is,
the more effort hast to be made to ensure privacy and anonymity.

3.3.2. EU Directive 2002/58/EC

Since the first EU data protection directive in 1995, a lot of development took place
in the field of telecommunication. Global public communication infrastructure makes
wide range of electronic communications over the Internet possible. Not only it opens
new possibilities for the citizens, governments and enterprises but also rises new risks
of unauthorized use and disclosure of data. The transmission of personal data over the
communication infrastructure for cross-border services may aggravate the situation. The
uptake of the e-government services partly depends on the user that their privacy would
not be compromised.

Directive 2002/58/FEC complements the previous directive from 1995 with regard to
new telecommunication technologies. It concerns the processing of personal data and
the protection of privacy relevant to the electronic communication infrastructures and
services. Only the overview of security and privacy related articles will be given here:

e The electronic communication service providers in conjunction with the network
providers must take technical and organizational measures to safeguard the se-
curity of their services and networks. In case of breach of network security, the
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providers must inform the subscriber concerning such risks and any possible reme-
dies including the indication of likely costs involved.

e The regulations of the member states must ensure the confidentiality of the com-
munication and related traffic data prohibiting listening, tapping, storage, or any
type of interception or surveillance other than the user, without user’s consent and
except the legally authorized entities to do so in accordance with law.

e The traffic data processed and stored by the providers must be erased or made
unanimous when it is no longer needed for the purpose of the transmission of a
communication. The provider can process the data (e.g. for marketing purpose)
only with subscribers’ or users’ consent.

Health-related data specifically is subject to stricter regulations (Article 8). It’s pro-
cessing is generally forbidden, unless the data subject has given it’s consent or data is
handled by medical personnel for treatment or preventive purposes.

3.3.3. EU Directive 93/42/EEC

The EU directive 93/42/EEC! states criteria to define medical devices. For systems and
devices that fall under these definition, the directive states requirements that have to be
met.

Medical devices in the sense of the directive are devices that serve the following purposes:
e Diagnosis, prevention, monitoring, treatment or alleviation of disease,

e Diagnosis, monitoring, treatment, alleviation of or compensation for an injury or
handicap,

e Investigation, replacement or modification of the anatomy or of a physiological
process,

e control of conception

The important aspect for I'T systems is that software of medical devices is explic-
itly included in this definition.

Every device classified a medical device under the above criteria has to bear a CE ? mark
that indicates conformity with the requirements on medical devices of this directive.
These requirements are defined in Annex I of the directive and include:

e Device may not compromise the clinical condition or the safety of patients when
used in the intended way

Thttp://eur-lex.europa.eu/LexUriServ /LexUriServ.do?uri=CELEX:31993L0042: EN:HTML
2CE stands for conformité européenne
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e Risks have to be minimized (elimination of risks through security by design, alerts
have to warn about dangerous conditions, users have to be informed about residual
risks)

Further detailed requirements concern sterility, used materials in manufacturing, influ-
ence or emittance of radiation etc.

Devices are classified into risk categories I, Ila, IIb and III depending on the typical
duration of use, degree of invasiveness and inherent risk. Category III indicates the
highest risk.

The requirements for the attainment of a CE mark depend of the risk category the device
is classified into. Class III1-devices must be approved by the corresponding authority in
a EU country prior to market placement and may involve clinical trials.

3.4. National regulations

This section elaborates some of the national regulations supporting security and privacy
medical data and relevant infrastructures.

Scope It would be out of reach for this report to elaborate the national regulations
in all european countries. Instead, we focused on the regulations of the home countries
of the authors of this report, Germany and Norway. We additionally included Austria,
since with the austrian e-Card system it has a notable eHealth architecture in place.

3.4.1. Germany

Data protection in general and medical data protection in particular are regulated by
several laws.

Bundesdatenschutzgesetz (BDSG) The most universal source of regulation in ger-
man federal law is the Bundesdatenschutzgesetz (BDSG, Federal Data Protection Act).
The BSDG is the main implementation in national law of Directive 95/46/EC. The key
points of the BDSG state:

e The law defines the term personal data. Data is personal data if it can be used to
identify a person. It does not have to contain a name to qualify as personal data.

e All processing of personal data is forbidden unless either explicitly allowed by the
BDSG or by consent of the data subject.

e The principle of data parsimony and data avoidance require that gathering of data
should be kept to the necessary minimum or avoided completely where possible.
Where data has to be collected, is should be anonymized as far as possible.
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e Especially protected is data such as racial and ethnical provenance, political opin-
ion and health-related information. This kind of data may only be processed in
organizations pre-approved by the responsible data protection officer.

e Every organization with more than 10 members must appoint a data protection
officer.

e Subjects of personal data have extensive rights to be informed about stored per-
sonal in organization, and can demand correction or deletion any time.

Patient-physician confidentiality Medical data is also protected by the patient-physician
confidentiality. This regulation forbids medical personnel to divulge any information
about their patients. German penal law §203 StGB allows up to a year of prison sen-
tence for unlawful divulgement of such information.

Health-card regulations Germany’s health care system is subject to a lot of regulation
by law. Accordingly, the health insurance cards in Germany and the planned introduc-
tion of the health card are regulated in paragraphs §291 and §291a in SGB V (social
law, book 5).

Medical products act In Germany, the EU Directive 93/42/EEC (see section 3.3.3)
is implemented in national law by the Medical Products act (Medizinproduktegesetz).

3.4.2. Norway

The following acts and regulations support the relevant security and privacy situations
in medical sector of Norway: Regulations on the use of Information and Communication
Technology, Personal Data Act, Personal Data Regulations. The key points of these
regulations are presented as follows:

e The organization must establish procedures to ensure protection of equipments,
systems and information from damage, misuse, unauthorized access and modifica-
tion. The procedures should include the guidelines for granting, changing, deleting
and control authorization for access to ICT systems.

e Personal data refer to any information and assessment that may be linked to a
natural person. The information security aspects of personal data consider the
assurance of confidentiality, integrity and availability of data.

e Measures must be taken to protect unauthorized access to personal data where
confidentiality is necessary. In this regard, techniques for identification, authen-
tication and authorization must be used to protect the sensitive personal data.
Proper access control mechanism must be in place.
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e Personal data when transferred electronically beyond the physical control of data
controller must be protected through encryption or other means to prevent unau-
thorized access, use and disclosure of data. Data should not remain in cleartext
at Gateways.

e Measures should be taken to prevent unauthorized alteration of personal data.

e Security measures must prevent unauthorized use of information systems. The
measure should include the detection of any attempt of misuse. In this regard,
temper-proof logs are needed.

e Above all, all the measures should be documented.

3.4.3. Austria

The e-Card system in Austria is based on legal regulations in the Code of Social Law
(Allgemeines Sozialversicherungsgesetz, ASVG), namely by the 56th amendment to the
ASVG, §31. It provides the regulatory basis for the development of citizen e-Card sys-
tem in Austria. The norm defines data that should be stored on those cards for fulfilling
their purpose as authentication tokes to personal data and services. This data includes
name, date of birth, gender and insurance number. Other personal information such as
medical diagnoses and health-related data or financial information are forbidden to be
stored on the e-Cards.

For privacy aspects, the norm refers to the Austrian data protection regulations as well
as the EU directive 95/46/EG (see section 3.3.1).
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4. Medical data standards

Standards play a tremendously important role in healthcare IT, as interoperability be-
tween systems depends directly on them[42]. The benefits described in section 2.2 can
only be achieved when systems are open, interoperable and extensible as opposed to
monolithic, closed-off information silos.

4.1. Interoperability

Interoperability between systems has to be established on three different levels (see [32],

[42]):

e Technical interoperability describes interoperability on the physical level. This
involves mechanically and electronically compatible hardware interfaces.

e Syntactical interoperability refers to structural aspects of communication, such
as compatible data exchange protocols and data containers.

e Semantic interoperability means to share the same understanding of the mean-
ing of data. When systems are interoperable on the semantic level, every relevant
piece of data is connected to a concept of its meaning an can be processed accord-
ingly and in a sensible way.

In order to build interoperable systems, their interfaces have to be designed according
to standards that describe their properties on all three levels. As usual in IT systems
design, this can be done with a layered approach: The interfaces does not have to be
described by a single standard that describes all three levels, instead a combination of
different standards can be used as it is commonplace with network protocols.

4.2. List of Standards

The list of standards presented in this section covers the most common standards used
in medical informatics today, as could be identified from the reviewed literature (see

[17],[42]).
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4.2.1. openEHR

openEHR[17] started out in 1992 as an EU research project under the name Good Eu-
ropean Health Record and is currently maintained by the openEHR non-profit organisa-
tion®.

Archetypes The most distinctive feature of the open EHR standard is the introduction
of the so-called archetypes[9]. In this approach, expressions of clinical information are
modeled in a two-level concept — similar to meta-modeling?. On the first level, a rela-
tively simple meta-model is defined, which contains only a few elements.

Using the elements of this meta-model, archetypes can be defined to represent domain-
specific concepts such as clinical observations. This is done by assembling and naming
elements from the meta-model, connecting them and putting constraints on them. In
addition to naming, elements of an archetype can be linked to other semantic data
standards. Archetypes can be defined using the Archetype Definition Language (ADL)
introduced by openEHR.

For actual representations of data, these archetypes can then be instantiated to represent
a dataset.

4.2.2. EN 13606

EN 13606 is a communication standards for medical information in electronic health
records and focuses on interfaces for data exchange and structured data packaging for
communication. Information exchange can take place between entities such as clinical
applications, central data repositories and software components. Health records can be
transmitted as a whole or in fragments.

For data representation, EN 13606 relies on the openEHR framework (see section 4.2.1).

4.2.3. ISO/IEEE 11073

The ISO 10073[40] family of standards describes protocols and data formats for commu-
nication between electronic medical devices. It focuses on bedside devices that are used
in acute care settings, and is therefore designed with the following aims:

e Real-time interoperable plug-and-play of devices
e Simple implementation of protocol stacks

e Resource-efficient message processing

"Homepage of the openEHR Community: http://www.openehr.org/
2An example for meta-modeling is the UML, which is itself modeled by the Meta Objects Facil-
ity (MOF)
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e Handling of frequent network configuration changes
The set of standards encompasses:

e An object-oriented data model (Domain Information Model (DIM), ISO 1173-
10201), to define terms and services to be used in the communication protocol.

o A standardized nomenclature (ISO 11073-10101): A set of numeric codes to iden-
tify communicated items.

e Application profiles, which restrict the nomenclature and data model to specific
communication needs.

4.2.4. LOINC

LOINC (see 3) stands for Logical Observation Identifiers Names and Codes and is a
naming and coding system for clinical observations. LOINC is published in a publicly
accessible database and is maintained by Regenstrief Institute (Indianapolis, USA).
Every observation is encoded in its own record and should contain the following infor-
mation:

e Analyte: observation subject
e Observed property / measurement metric

e Time information

System: kind of sample

Scale: quantitative, ordinal, nominal or textual

LOINC is especially well suited to express the results of laboratory results. It does not
explicitly cover acutal diagnoses, which are usually described and encoded by the ICD
coding system (International Statistical Classification of Diseases and Related Health
Problems.)

The LOINC coding system is used by other standards to encode data, such as Health
Level 7 (see section 4.2.6) or CDA (see section 4.2.7).

4.2.5. Snomed CT

Snomed CT* stands for Systematized Nomenclature of Medicine — Clinical Terms and is
a terminology standard consisting of medical concepts which aims at achieving semantic
interoperability. Each concept is assigned a numeric, unique code consisting of six to
eighteen digits.

Example: 22298006 stands for "myocardial infarction”

3LOINC User’s Guide, June 2010, see http://loinc.org/downloads/files/LOINCManual.pdf
4Presentation by Kent Spackman, Chief Terminologist at IHTSDO:
http://www.ihtsdo.org/fileadmin/user_upload/Docs_01/SNOMED _Clinical_Terms_Fundamentals.pdf
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Concept Hierarchy Snomed CT is structured by a acyclic graph, which is formed
by the concepts as nodes and connections between nodes. A connection indicates a
specialisation /generalisation relationship between two concepts. For example, a wviral
pneumonia in generalized to a infectious pneumonia, which in turn is a specialisation of
pneumonia, which is in turn a specialisation of a lung disease.

Snomed CT is used by other standards such as HL7 (see section 4.2.6) for providing
semantic interoperability.

4.2.6. Health Level 7 (HL7)

Health Level 7 is a non-profit organisation founded in 1987 that develops a group of
standards for communication of clinical information. These standards include:

e Message protocols (HL7 v2.x, v3)
e Conceptual standards (e.g. HL7 RIM)
e Document standards (e.g. HL7 CDA, see section 4.2.7)

e Application standards (e.g. HL7 Clinical Context Object Workgroup CCOW)

HL7 Message Protocols Message protocols in HL7[17] are designed to be triggered by
events. A trigger event is an event in clinical work (such as a patient admission). A trig-
ger event generates a request message that is sent to another system. There, data for the
reply to the request is gathered and the reply message is assembled, e.g. in EDI® format.

The older message protocol HL7 version 2 is the most widely implemented standard
and exists in different subversions ranging from 2.1 up to 2.6, which are backward com-
patible. The encoding uses textual delimiters but no XML. HL7 v2 defines a message
exchange for many tasks in clinical work processes. However, these messages are not
based a commonly agreed data model and therefore leave the definition and semantics
of data fields vague. This allows for great flexibility on the one side, but adherence to
HL7 v2 cannot guarantee interoperability without further bilateral agreements.

To improve this, HL7 v3 introduces the Reference Information Model (RIM)S. This
model contains concepts and data entities that are communicated in message exchange
and shows semantic connections connections between those entities. It is used along
with medical data standards such as LOINC (see section 4.2.4) or SNOMED CT (see
section 4.2.5) to encode data in messages in an unambiguous way.

5 Electronic data interchange, set of standards
SThe Reference Information Model has been criticized to be blurring the line between a data model
and an ontology. However, this criticism[22] helps to may help to clarify the concept of the RIM
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Clinical Context Object Workgroup The Clinical Context Object Workgroup” (CCOW)
is a standard that supports the creation of a unified view on clinical data that is located
in separate applications. CCOW is linked with single-sign-on solutions in such a way
that a signing on to on local application automatically signs the user into other appli-
cations to have access to their data and functionality. Similarly, selection of a specific
patient in one application triggers selection of the same patient in all other applications.

4.2.7. Clinical Document Architecture (CDA)

The Clinical Document Architecture[17] defines a XML-Markup-based document stan-
dard for the exchange of clinical information assembled into documents. It structural
elements are based on data types of the Reference Information Model of HL7 v3 (see
section 4.2.6).

CDA documents can fulfill three different levels of machine readability and processability.
On the first level, CDA documents consist of a header (derived from the RIM) and a
body, that may contain formatted text. This level only offers transmission for human-
readable content without further interoperability. On the second level, the document
body is structured into acts of observation that are compliant with the RIM. On level
three, all data fields are semantically encoded to provide full machine processability.

"http://www.hl7.org.au/CCOW.htm
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5. Security, Safety and Privacy in
eHealth

The biggest challenges in broadening the use of I'T systems in healthcare are probably
the concerns about security and safety when computer systems are to be trusted with
medical information!.

Security describes the the property of a computer system of being immune to deliberate
attacks and manipulation attempts from outside of the system. This explicitly
includes the aspect of data privacy.

Safety denotes the property of a system to function according to its specification under
all operating conditions. This may also require fault tolerance to mask internal
failures of the system so they don’t affect the observable behavior of the system.

5.1. Challenges

Making computer systems in healthcare safe and secure is the main challenge in system
development and mainly arises from the following reasons:

5.1.1. Sensitivity of Medical Data & IT systems

The term medical data applies to all data that is related to a persons health and medical
history. Data of this kind is considered especially sensitive in three different aspects: It
needs to be protected from unauthorized access (privacy), has to be correct (safety) and
available at all times (availability).

Security and Privacy requirements It is commonly agreed that medical data is among
the most personal and sensitive information of people and in need of protection. This is
understandable, since even fragments of medical data can reveal very much information.
In this, medical data is very side-channel-prone: For example, prescriptions of specific
HIV-suppressive drugs clearly indicate that the patient is HIV-positive. In general, in-
formation about STDs opens up room for speculations on how these were acquired. And
a patient may simply want to keep quiet about a condition he’d rather deal with himself.

ILarge parts of definitions in this chapter are taken from the lecture notes of the ”System Security”
lecture held by Jirgen Kleinéder in 2007/2008 at University Erlangen-Niirnberg
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In general, the divulgement of medical data can have severe consequences. Some diseases
still carry a social stigma and the spreading of such information can have serious impli-
cations for the social life of a person[31]. The consequences can be even more serious
in the professional life, as medical issues may considerably worsen job chances. In most
country laws prohibit the discrimination of job applicants because of their health status,
however, in practice, enforcement of these laws is difficult. These laws do not apply to
private health insurance companies, which may decline a customer because of his health
status.

The following two incidents point out very clearly how seriously medical data can be
abused when it falls in to the wrong hands:

A nurse had been working in Finland on fixed-term contract between 1989
and 1994. During the period she was infected with HIV and in 1995 she had
been refused her contract renewal. Later it transpired that her colleagues at
the hospital had had access to her patient records.?

The Real IRA wused records at the Royal Victoria Hospital to target policemen
and their families for murder. An employee had been suspected.’

Safety requirements When a patient’s medical treatment depends on computer sys-
tems, malfunctions of these systems can have very severe consequences. Systems can
be indirectly (i.e. supplying information to a physician) or directly (treatment devices)
involved in the treatment process. Therefore, safety both refers to correctness of data
and correctness of function.

A striking example of malfunction of a treatment device is the incident that occurred in
the 1980s with the Therac-25 radiation therapy machine[29]. This machine supported
two different modes of operation, one of which used an unobstructed low-power beam
— and another mode where a high power beam was turned into X-rays by moving a
target, disperser and a shape limiter into the beam. Due to a race condition in the
control software, these devices were not always moved in to the beam. In these cases,
the machined applied a radiation dose up to 100 times higher than intended, causing at
least three patients to die directly from radiation poisoning and injuring several more.

Availability requirements Another important requirement on medical I'T systems is
the availability of functionality and data. Availability is challenging, because measures
taken to provide security and privacy may possibly slow down system performance and
interfere with the design goal of availability.

2ECHR (the European Court of Human Rights) finds Finland in breach of patient confidentiality,
Helsinki Times, 21 July 2008.
3 Dissident operation uncovered, BBC News, 02 July 2003.
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5.1.2. Public skepticism

In addition to difficulties with the various regulations, there is a lot of skepticism in the
public perception of I'T in healthcare, as can be observed in the current discussions in
Germany about the introduction of a generic health card (” Gesundheitskarte”, see A.2).
This may partly be due to lack of knowledge and understanding of computer systems,
but is definitely fueled by data scandals that regularly occur. In a national survey con-
ducted in US in 2005 stated that about 67% citizens showed medium to high level of
concerns about the privacy of their medical records [34]. In another survey in response
to a query about online health information, about 50-80% Americans responded that
they were very concerned about identity theft or fraud and implications of unauthorized
access to medical information [34]. This clearly identifies the need for protecting medical
data and IT infrastructures.

5.2. Security & Safety Threats

When designing a system with security and safety properties, the most important pos-
sible sources of attacks and faults have to be evaluated.

In general, the safety of any computer system is threatened by hardware errors that
may occur in its hardware components or maloperation. Medical devices are often used
in rough environment, such as bedside devices or systems in an OR, which may require
hardware components with higher physical tolerance against environmental stress com-
pared to office computer systems. To tackle hardware faults that may for example result
in wrong measurement values or wrong treatment parameters, medical devices often use
a dual-channel design, where communication links exist double to detect and correct
wrong transmission.

Deliberate tampering with medical equipment to cause malfunction is however a minor
concern.

The security of IT systems — particularly data privacy — in healthcare is threatened
on many levels because they are often highly distributed systems with many users and
many communication links between system components. There is also a clear motivation
for data theft: Insurance companies are very much interested in almost any statistical
information about distribution of diseases to calculate their rates for private health
insurance contracts. Also information about the health of an individual may be of
interest: Employees may simply spy on their colleagues, and again, insurance companies
may want to learn in advance if an applic