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The Structure of Industrial SAT Instances

Tobias Friedrich and Andrew M. Sutton

Hasso Plattner Institute, Prof.-Dr.-Helmert-Str. 2-3, 14482 Potsdam
{tobias.friedrich,andrew.sutton}@hpi.de

Abstract

Many computer science problems can be encoded as
propositional formula and solved by determining their
satisfiability (SAT). Despite negative worst-case com-
plexity results, many large industrial SAT instances
can be solved efficiently by modern solvers. The goal
of this project was to study the structure and hard-
ness of industrial SAT instances as well as random
SAT instances generated from non-uniform distribu-
tions. Our goal is to determine what properties are
essential for efficient SAT solving.

1 Introduction

Propositional satisfiability (SAT) is one of the most
fundamental problems in computer science. Many
practical questions from different domains can be en-
coded as propositional formula and solved by deter-
mining the satisfiability of the resulting formula. A
propositional formula is constructed from a set V of n
Boolean variables by forming a conjunction

F = C1 ^ C2 ^ · · · ^ Cm

of m disjunctive clauses where

Ci = (`1 _ `2 _ · · · _ `ki).

where `j 2 {v,¬v} for some v 2 V . Here ¬v de-
notes the logical negation of v. The goal of the deci-
sion problem is to decide if there is an assignment to
all variables of V so that F evaluates to true. SAT is
a central problem in theoretical computer science, but
it is also an important practical problem since many
difficult combinatorial problems reduce to it.

SAT instances and distributions. A distribution of
SAT instances is typically parameterized by n and m
and is described by a categorical distribution over all
formulas over n variables and m clauses. The most
heavily studied distribution of SAT instances is the

uniform distribution. The uniform distribution is the
distribution Un,m of all well-formed CNF formulas on
n variables and m clauses where each formula has the
same probability of being selected.
Most theoretical work on SAT instances has focused
almost exclusively on this uniform distribution Un,m.
Uniform random formulas are easy to construct, and
have shown to be accessible to probabilistic analysis
due to their statistical uniformity. Indeed, a long line
of successful research has relied on the uniform distri-
bution, and from it, several sophisticated rigorous and
non-rigorous techniques have developed for analyzing
random structures in general.
Nevertheless, a focus on uniform random instances
comes with a risk of driving SAT research in the wrong
direction [9] because such instances do not possess the
same structural properties as ones encountered in prac-
tice. It is well-known that solvers that have been tuned
to perform well on one class of instances do not nec-
essarily perform well on another [3], and studying the
algorithmics of solvers on uniform random formulas
can lead research astray.
The empirical SAT community has expanded their
view to study industrial instances. Industrial in-
stances arise from problems in practice, such as hard-
ware and software verification, automated planning
and scheduling, and circuit design. Empirically, indus-
trial instances appear to have strongly different proper-
ties than formulas generated uniformly at random, and
as might be expected, SAT solvers behave very differ-
ently when applied to them [7, 10].
Furthermore, a number of non-uniform random distri-
butions have been recently proposed. These models
include regular random [4], geometric [5] and scale-
free [1, 2]. The scale-free model is especially promis-
ing because the degree distribution (distribution of
variable occurrence) of instances follows a power-law
and this phenomenon has been observed on real-world
industrial instances.

Project aim. The goal of this project was to utilize
the parallel computing power of the 1000 node cluster
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of the Future SOC Lab to (1) measure the empirical
degree distribution of large industrial instances and (2)
generate a massive set of large random non-uniform
(scale-free) formulas and run a SAT solver on them to
check their satisfiability and hardness.

2 Industrial instances

We measured the empirical degree distribution of
300 instances from the main track of the SAT Race
2015 competition (http://baldur.iti.kit.
edu/sat-race-2015/). In contrast to other SAT
competitions, SAT Race has a focus on application in-
stances instead of synthetic instances. For each for-
mula, we count the occurrence of each variable and
calculate the empirical cumulative degree distribution.
We observed that the degree distribution of several
groups of formulas related to bounded model check-
ing often exhibited a power-law. In Figure 1 we
plot two representative groups: hwmcc10 (hardware
model checking) and SAT dat (IBM formal verifica-
tion suite). We also compared these with the degree
distributions of a random scale-free instance (see Sec-
tion 3) with n = 106 variables, m = 4.5⇥106 clauses,
and power law exponent � = 2.75, as well as a uni-
form random formula (n = 106, m = 4.5⇥ 106). The
tail of the distributions that appear linear in the double
log plot are following a power-law.

100 101 102 103
10�4

10�3

10�2

10�1

100

# occurrences

P
r

hwmcc10 (indust.)
SAT dat (indust.)
power-law rand.
uniform rand.

Figure 1: Cumulative variable occurrence distri-
butions of two industrial categories from SAT Race
2015 compared to a random scale-free k-CNF formula
(n = 106 variables, m = 4.5 ⇥ 106 clauses, power
law exponent � = 2.75) and a uniform random for-
mula (n = 106, m = 4.5 ⇥ 106). The parameters for
the industrial instances range from n ⇡ 8.8 ⇥ 104 to
n ⇡ 1.5 ⇥ 106 and m ⇡ 2.6 ⇥ 105 to m ⇡ 6 ⇥ 106.
The distributions of the industrial instances are much
closer to the random power-law formula than to the
uniform random formula.

3 Non-uniform random instances

In this section, we report on results for the scale-free
instance distribution. In particular, a scale-free for-
mula F on n variables and m clauses of length k is
constructed as follows. We define a set of n weights

wi :=
⇣n
i

⌘ 1
��1

, for each i 2 [n],

where � > 0 is a parameter called the power-law ex-
ponent. Let V = {v1, v2, . . . , vn} denote the set of
variables. Rather than picking each variable uniformly
at random to construct a clause, we select variable vi
with probability

pi =
wiPn
j=1 wj

.

Each of the m clauses is then sampled independently
at random using {pi : i 2 [n]} to sample the variables
as follows:

1. Select k variables independently at random from
the distribution {pi : i 2 [n]}. Repeat until no
variables coincide.

2. Negate each of the k variables independently at
random with probability 1/2.

Thus each such formula is generated at random, but
the resulting degree distribution follows a power-law
with exponent �.
We used GNU Parallel [11] to distribute a large num-
ber of jobs over the cluster. Each job was responsi-
ble for generating a set of random scale-free formulas,
and then attempting to solve each within some prede-
termined time limit. In an interest to eliminate statisti-
cal fluctuations that sometimes arise at small problem
sizes, we set n very large, specifically n = 106. For
each power-law exponent � = 1.5, 1.6, . . . , 3.5 and
each m such that m/n = 1/10, . . . , 10 we generated
50 scale-free formulas in the above manner, and ran
the CDCL SAT solver MiniSAT [8] with a time out
of 15 minutes (900 seconds). If the satisfiability of the
formula cannot be determined within this time, the for-
mula is marked as “hard”, and its satisfiability state is
unknown.
Our main goal for this part of the project was to deter-
mine the nature of the so-called phase transition from
satisfiable to unsatisfiable formulas. Specifically, we
are interested in two major phenomena. First, we want
to determine the location of the threshold as a func-
tion of both constraint density (measured by m/n, or
clause to variable ratio) and power-law exponent �.
Second, we want to measure where the hard instances
are. In the uniform case, for example, it has been sug-
gested that hard formulas lie at the phase transition [6].
To observe the location of the phase transition as a
function of constraint density and power-law expo-
nent, we report a representative phase diagram on the
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Figure 2: Phase diagram (left) and timing contour plot (right) for scale-free 3-SAT with n = 106. We see a phase
transition from unsatisfiable ( ) to satisfiable ( ) and a patch of very hard instances ( ), close to the phase transi-
tion for higher m/n and �. The heat map (right) reports mean solver time on the formulas (blue=fast,red=slow);
solver run time strongly increases around the phase transition.

left in Figure 2 for clause length k = 3. In this pic-
ture, each point corresponds to a set of 50 formulas at
a given density and scale parameter. If all 50 formulas
were unsatisfiable, a red cross ( ) is drawn. If some
formulas are satisfiable, a green dot ( ) is drawn with
the size of the dot corresponding to the fraction of sat-
isfiable instances. Note that the threshold appears to
be sharp, and in most cases, either all formulas were
satisfiable, all were unsatisfiable, or all were hard.
To understand the location of hard formulas, we report
the timing data as a contour plot of the mean solver
time (in seconds) required by MiniSAT as a function
of the (�,m/n)-plane.

4 Conclusions and outlook

With this project we were able to assess the shape
and location of the phase transition in a massive set
of random formulas generated by a non-uniform dis-
tribution. We identified the troubling spots of the dis-
tribution in terms of constraint density and power-law
exponent.
Regarding the technical requirements: Scheduling
jobs on the FSOC cluster turned out to be a non-trivial
task. We look forward for the new batch scheduler im-
plemented in the next round of the Future SOC lab.
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[1] C. Ansótegui, M. L. Bonet, and J. Levy. On the
structure of industrial SAT instances. In 15th CP,
pp. 127–141, 2009.
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Abstract 

The goal of our project is to identify perceived risks 
and emotions of autonomous driving based on Twit-
ter data (i.e. Tweets). While autonomous driving is 
not only a vision anymore but becoming part of our 
daily live, pros and cons are discussed controversial-
ly. Fears and resistance to autonomous driving may 
be justified in some areas, in others they emerge 
without sound reasons. For stakeholders of autono-
mous driving, knowing people’s opinion is valuable 
as they can react to unfounded fears and try to pre-
vent resistance to autonomous driving. In order to 
provide them with suitable data, we extracted Tweets 
from Twitter and applied different text mining algo-
rithms to them. While we were able to gain useful 
results using the native SAP HANA and R algorithms, 
we are still facing issues with three PAL algorithms. 
Therefore, we apply for a follow-up project.1 

 

 

                                                           
1 For further information, please read our application 

for the follow-up project at HPI future SOC lab. 

1 Introduction 

Today, people from all over the world are able to 
interact via social networks – e. g. Twitter. They 
exchange unstructured information including texts 
and pictures concerning a huge variety of topics. 
Companies have discovered that social media data 
may be valuable for them if they either achieve to 
extract information relevant to their business or use 
social media to transmit their news to potential cus-
tomers [1]. An inconceivable amount (volume) of 
unstructured (variety) data thus is generated and 
stored every day (velocity) [2]. Therefore, social 
media data can be considered as big data. Hardware, 
applications, and algorithms are evolving which 
allows the analysis of these huge amounts of unstruc-
tured data, e. g. in-memory databases and specialized 
machine learning algorithms that can be used for text 
mining. 
In most industries, the digital transformation is im-
minent. Thus, knowledge about public sentiments 
towards digitized products, such as autonomous driv-
ing cars, is invaluable for industry as well as for 
research. While some people are excited by the idea 
of autonomous driving, others feel concerned or even 
afraid about it. It has been shown in different fields 
that concerns and anxiety may lead to resistance to 
the use of new technologies, which companies may 
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want to prevent [3]. Therefore, they may use infor-
mation extracted from social networks as this allows 
them real-time access to opinions of potential cus-
tomers. Gathering this information from traditional 
surveys takes a lot of time and suffers from low re-
sponse rates [4, 5]. Manually observing and evaluat-
ing all social media conversations is almost impossi-
ble due to the enormous and still increasing amounts 
of data generated each day [6]. 

2 Project Goal 

We aim to contribute to the analysis of unstructured 
data, especially data originating from social networks 
and, therefore, improve the application of text mining 
algorithms. 
The extraction of data from social networks as well 
as the analysis of the data with text mining tools is an 
emerging field. We applied different native SAP 
HANA, SAP HANA Predictive Analysis Library 
(PAL) and R algorithms to a data sample comprising 
data from Twitter concerning autonomous driving. 
We then compared and evaluated the results of each 
algorithm we applied. 

3 Project Design 

Our project comprised the steps described in Figure 
1, which we performed for each of the algorithms we 
examined. 

 
Figure 1: Project steps (Source: Own illustration) 
First, we conducted some preliminary preparing steps 
like the generation of a text mining index, embedding 
the PAL, installing R libraries, and adding authoriza-
tion roles needed for applying the algorithms. Sec-
ond, we customized the algorithm by setting the 
parameters, e. g. the number of considered neighbors 
for the K Nearest Neighbor algorithm or the kernel of 
the Support Vector Machine algorithm. Third, we 
applied the algorithm to the training data (cp. section 
3.1). Fourth, we evaluated the results, mainly by, for 

example, analyzing how many Tweets of the training 
data have been categorized correctly by the algo-
rithm. In further iterations, we changed the parame-
ters and applied the trained algorithms to the main 
data sample. 

3.1 System configuration 
We were provided with a SAP HANA SPS10 with 1 
TB RAM and 32 Cores (CPU). Additionally, we 
were provided with the SAP HANA Predictive Anal-
ysis Library (PAL) and access to an R Server. Our 
main tool for applying algorithms was the SAP 
HANA Studio, Version 2.0.11 which is Eclipse-
based. 

3.2 Underlying Datasets 
We used two datasets which we collected in previous 
work on which we applied text mining algorithms: a 
training data set for evaluating and configuring the 
algorithms and a much more extensive dataset for 
getting substantive results. 
The training data was provided in a csv-file compris-
ing 7,500 Tweets about autonomous driving, which 
have been classified manually before so that they can 
be used to train the algorithms. They have been as-
signed to the classes “benefit” (750 Tweets), “neu-
tral” (6000 Tweets), and “risk” (750 Tweets). When 
applying the algorithm on these, the quality of the 
results can be judged by comparing the actual classi-
fication of the Tweets with the results of the algo-
rithms applied. More precisely, a (random) subset of 
the training data is used for training the classifier, 
while the remaining data is used for the evaluation. 
While importing the training data and the main da-
taset into tables in SAP HANA, we were facing sev-
eral issues. Therefore, we had to modify the structure 
of the files to be able to import the data. 
The first problem was that the csv-file was comma-
separated, which led to an error if a Tweet contained 
a comma. It was not possible to specify in the import 
dialogue of SAP HANA Studio that strings are en-
closed in parentheses so that commas in the Tweets 
would not be parsed as separators. Therefore, we 
changed the separator of the csv-file from comma to 
the tabulator character. If a Tweet contained a tabula-
tor character, it was replaced with a simple space 
character. We chose the tabulator character as we did 
not expect that to change the meaning of the Tweet. 
This is important since Text Analysis of SAP HANA 
does not treat texts as a simple bag of words but uses 
a more sophisticated analysis of the sentence struc-
ture. The second problem occurred when we tried to 
import the main dataset with SAP HANA Studio: 
The application crashed while uploading the data. 
Therefore, we implemented a Java application that 
uses the JDBC connector of the SAP HANA database 
to insert the Tweets. 
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3.3 Applied Algorithms and Results 
In total, we examined six algorithms so far as shown 
in Figure 2. We examined two native SAP HANA 
algorithms: Text Mining based on the K-Nearest 
Neighbor (KNN) and Text Analysis using Voice of 
Customer (VoC). Furthermore, we examined three 
PAL algorithms: Naive Bayes, Support Vector Ma-
chine (SVM), and C4.5 Decision Tree. At last, we 
examined one R algorithm for SVM. 
For each algorithm, we first used the training data to 
evaluate the performance of the classifier. As this 
evaluation was our main focus we will only refer to 
the results using the training dataset in the following. 
For an overview of the results please see Table 1. 
 

 
Figure 2: Test Environment (Source: Own illus-
tration) 
Some Tweets cannot be classified by Text Mining 
(KNN). When we left them out, Text Mining (KNN) 
classified 90 % of the Tweets correctly. If we includ-
ed them, Text Mining (KNN) still classified about 85 
% correctly. 
Unlike the other algorithms, Text Analysis (VoC) 
does not assign the Tweets to the classes “benefit”, 
“neutral”, and “risk” but it uses the following classes: 
“MinorProblem”, “MajorProblem”, “WeakNega-
tiveSentiment”, “WeakPositiveSentiment”, 
“StrongNegativeSentiment” and “StrongPositiveSen-
timent”. So the results are not directly comparable 

with those of the other algorithms, but we can tell 
that they are still useful for extracting meaning from 
the Tweets. 
The PAL algorithm C4.5 Decision Tree is not useful 
for analyzing Tweets, as it generates a branch out of 
each Tweet so that we do not get a meaningful deci-
sion tree as result. This is due to the fact that it ex-
pects several columns for input, while Tweets are 
only stored in one column. 
Applying the PAL algorithms Naive Bayes and SVM 
leads to similar results. We tested both with a subset 
of the training data: Out of about 250 Tweets which 
have been pre-classified as “risk”, only one has been 
found. Out of about 250 Tweets assigned to the class 
“benefit”, only 15 have been identified. We noticed, 
that if the training dataset is not well-balanced, i.e. it 
does not contain 1/3 of each, “risk”, “neutral” and 
“benefit”-classified Tweets, it will tend to assign 
Tweets to the group that has been overrepresented in 
the training data. This has to be taken into account 
when working with these algorithms. It may lead to 
erroneous results. So we conclude that the quality of 
the analysis using these algorithms is not quite pre-
cise. We believe that this is due to the fact that we 
could not use the text mining index, which is a Doc-
ument-Term-Matrix, to train these algorithms. 
With SAP HANA SPS11, further algorithms will be 
available like Random Forests, Area-Under-Curve, 
and Predict With Tree Model. As we are currently 
working on SAP HANA SPS10, we have not been 
able to examine those yet. 
Using R, a Document-Term-Matrix can be created on 
the R Server when using the package RTextTools. 
Unfortunately, the Document-Term-Matrix can only 
be used inside R since we have not been able to 
transfer the matrix back to the HANA database. The 
problem is that we do not know the dimensions of the 
Document-Term-Matrix, which will be created by R, 
in advance. Although, we still are facing technical 
issues when applying the algorithm to the data, our 
first impression is that the classification using SVM 
in R leads to acceptable results with more than 72 % 
of correct classifications on a subset of the training 
data. 
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Table 1: Overview of algorithms applied and results (Source: Own presentation) 

4 Conclusion and Outlook 

While we had collected our datasets before starting 
the project, we were facing a lot of issues before we 
have been able to apply the algorithms on our data, 
such as missing or incomplete add-ons, missing au-
thorizations for using the features offered by the add-
ons or issues when trying to upload the data without 
preprocessing. Unfortunately, the error messages did 
not always make clear what the cause of an issue 
was, so we spend a lot of time in trying out and find-
ing out how to configure our system and to prepare 
our datasets. 
From our first sampling we can tell that using SAP 
HANA native Text Mining (KNN) led to the best 
results. The results using Text Analysis (VoC) of 
native SAP HANA led to useful results as well but it 
is difficult to compare these results with the classifi-
cation approach. The PAL algorithms Naive Bayes, 
SVM, and C4.5 Decision Tree did not lead to ac-
ceptable results. The classification with the SVM on 
the R server led to good results, however, we were 
only able to test the application very shortly and 
identified minor issues, which we have not been able 
to fix so far.  

Our next steps will be to proceed with and refine the 
application of text mining algorithms, especially 
going more into detail using the R algorithms on the 
one hand. Furthermore, we plan to apply the algo-
rithms, which provide reasonable results, to the main 
dataset. On the other hand, we aim to extend our 
analysis by examining the possibilities provided by 
entity and facts extraction included SAP HANA text 
analysis. 
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Abstract 

Goal of the project ActOnAir is the personal guid-
ance of individuals who suffer from asthma and need 
to reduce their exposure to air pollutants. For this 
purpose bio-signals and environmental data are cap-
tured and analyzed with different data mining tech-
niques. Resulting classification models can then be 
used for real-time predictions of health risks. This 
contribution describes the data mining components 
which are implemented on the in-memory platform 
SAP HANA. 

1 Introduction 

The project ActOnAir has already been introduced in 
a previous report [1]. This earlier paper described the 
research question and the architecture of the overall 
IT system. A brief summary of these topics is added 
in this publication for completeness.  
Focus of ActOnAir is a personal guidance of asthma 
patients to reduce their risk for asthma attacks. The 
design objectives of the overall hard- and software 
system are: 
x The burden of individuals suffering from asthma 

shall be captured in a comprehensive and de-
tailed way. The personal exposure of patients to 
air pollutants and environmental factors is meas-
ured in short time intervals and correlated to up-
to-date individual health factors. 

x Personal guidance to patients shall be provided 
in real-time. It is tailored to the constitution and 
the current situation of the individual.  

These objectives were starting point for the identifi-
cation of detailed requirements for the IT system and 
the subsequent design of its overall architecture as 
described in [1, 2]. In summary, the ActOnAir sys-
tem consists of five major components:  

x Mobile Sensor Box for the capture and transmis-
sion of the individual exposure of persons to air 
pollutants  

x Sensor Integration and Geo Sensor Network for 
the processing and storage of heterogeneous sen-
sor data  

x Data Mining and Forecasting for the identifica-
tion of frequent sequential patterns for health-
related factors and the derivation of forecast 
models 

x Mobile Application for the recording of personal 
health symptoms and the provisioning of real-
time forecasts for health risks 

x Mobile Cloud Computing Services for the provi-
sioning of common services, like user manage-
ment and authorization 

In the following we focus on the component for data 
mining and forecasting. First, the data mining ap-
proach is introduced. Then its implementation upon 
the SAP HANA platform is described. 

2 Data Mining Method  

As a starting point we follow the Pattern Based Deci-
sion Tree method of Lee et al. [3]. Here sequential 
pattern mining is integrated with classification 
through decision tree mining. Figure 1 illustrates this 
approach.  
First, patient information and health data are com-
bined with environmental measurements into patient 
datasets. These are then prepared for data mining. 
Important steps are a possible segmentation of patient 
data into buckets with similar health characteristics 
and the discretization of sensor measurements. For 
example, the values for relative humidity could be 
split into four different bins.     
As a next step sequential pattern mining is used to 
identify frequent sequences of environmental factors 
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and bio-signals before moments with and without 
asthma attacks.  
These frequent sequential patterns are then treated as 
features to characterize the input patient datasets. 
From these feature sets decision trees are derived for 
different patient segments or individuals.  
 

 
 
 
Finally, the decision trees serve as a set of rules pro-
visioned to the smartphone applications of end-users. 
With their help actual measurements of environmen-
tal factors and individual health symptoms can be 
evaluated in real-time. Situations with high risk for 
forthcoming asthma attacks can then be directly iden-
tified. 

3 Sequential Pattern Mining 

In the analyses for ActOnAir we consider sequences 
𝑆 =  〈𝑠1, 𝑠2, … 𝑠𝑛〉 of temporally ordered values for 
environmental factors and individual bio-signals.1 As 
a starting point one entry per day is used for all con-
sidered factors. For example, a sequence of length 
three for temperature contains the discretized temper-
ature values for three subsequent days, e.g.  
〈𝑐𝑜𝑙𝑑, 𝑚𝑒𝑑𝑖𝑢𝑚, ℎ𝑖𝑔ℎ〉. Depending on the nature of a 
particular influence factor, the chosen daily entry can 
be determined differently, e.g. as an average, a mini-
mum or maximum, or through accumulation.  
For a specific patient and a particular influencing 
factor all sequences of length n, e.g. n = 3 days, be-
fore days with an asthma attack are collected within a 
dataset for high-risk sequences 𝐷ℎ. Sequences of 
similar length before days without attacks build a 
dataset 𝐷𝑙  of low-risk sequences. This selection and 

                                                           
1 Only sequences with events made out of single 

items are considered here. 

distribution of sequences is carried out for all consid-
ered environmental factors and bio-signals. Sequen-
tial pattern mining is then performed for all factors 
separately within high- and low-risk segments, i.e. 
based on the corresponding datasets 𝐷ℎ and 𝐷𝑙 , re-
spectively.  
In our approach we search for frequent sequential 
patterns with length from one to n. For sequences 
with length 1 < 𝑚 ≤ 𝑛 we also consider patterns 
containing at most 𝑚 − 1 arbitrary entries. In this 
way it can be found out, whether certain health fac-
tors are effective over a period of several days. For 
example, an extraordinary exposure to particulate 
matter on a certain day is likely to increases the risk 
for an asthma attack for several forthcoming days – 
even if days after the high exposure are spent in an 
environment with a low concentration of particulate 
matter.  
A common measure for the significance of a frequent 
sequential pattern S is its occurrence or support, de-
noted by 𝜎 (𝑆, 𝐷). It amounts to the total number of 
input-sequences in the database D that contain S as a 
subsequence (see e.g. [4]). Important for the rele-
vance of a sequence S are the measures confidence 
and lift. In our case confidence describes the condi-
tional probability that a sequence within the complete 
dataset 𝐷 = 𝐷ℎ + 𝐷𝑙 , which contains S as a subse-
quence, is found within the set of high-risk sequences 
𝐷ℎ. Expressed through the support of S this means [4, 
5]:  

𝐶𝑜𝑛𝑓 (𝑆) =  𝜎 (𝑆, 𝐷ℎ)
 𝜎 (𝑆, 𝐷ℎ + 𝐷𝑙) 

Lift measures to what extent the occurrence of se-
quences with S as subsequence is independent from 
the occurrence of sequences within the high-risk da-
taset 𝐷ℎ, i.e. [5]:  

𝐿𝑖𝑓𝑡 (𝑆) =  𝜎 (𝑆, 𝐷ℎ)
 𝜎 (𝑆, 𝐷ℎ + 𝐷𝑙) |𝐷ℎ + 𝐷𝑙|

|𝐷ℎ|  

Here |𝐷ℎ/𝑙| denotes the total number of input-
sequences in 𝐷ℎ and 𝐷𝑙 , respectively. Based on the 
measures support, confidence and lift a meaningful 
selection of most relevant frequent sequential pat-
terns within the high-risk and low-risk datasets can 
be carried out. Further ways of efficient pattern prun-
ing can be found in [4, 5, 6].   

4 Decision Tree Mining 

Following Lee et al. [3], the selected frequent se-
quential patterns for all factors are interpreted as fea-
tures. The measured sequences before days with and 
without asthma attacks are considered as transac-
tions. These are then characterized by the presence or 
absence of the identified features – which can be in-
terpreted as attributes of the transactions. In addition, 
with one specific attribute it is described whether an 

Figure 1: Data Mining Method 
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input-sequence belongs to a high- or low-risk da-
tasets, respectively.   
The transactions and their corresponding attributes 
are then taken as input for decision tree mining. The 
attribute high-risk is set as a target for the mining 
process. The resulting tree itself is a binary tree. Each 
node queries the presence of a frequent sequential 
pattern. A schematic example is shown in Figure 2.  
 

 
 
 
The decision trees are then used for forecasting. They 
are provided to the smartphones of patients. Here 
they are used for the real-time evaluation of actual 
measurements of environmental factors and bio-
signals. As a result, a patient knows whether she is in 
a state of high or low risk for forthcoming asthma 
attacks. 

5 Implementation upon SAP HANA 

The module Data Mining and Forecasting is built 
upon the in-memory platform SAP HANA. Figure 3 
shows a sketch of the underlying architecture. The 

performance of SAP HANA is beneficial for the ex-
pected high data volumes: If 5% of asthma patients in 
Germany would use the application and collect sen-
sor data four times an hour, the approximate data 
volume would sum up to about 10 GB per day or 
several TB per year.  
Currently the mining process is carried out asynchro-
nously, i.e. independent from the real-time evaluation 
of health risks. Nevertheless short response times are 
needed for initial explorative analyses to identify 
optimal mining parameters, like binning and segmen-
tation, as well as for systematic improvements of 
forecasting models. 
A light weight application for overall data processing 
and interactive mining steps, e.g. data binning and 
pattern pruning, has been implemented with SAP 
HANA Extended Application Services and SAP UI5. 
Data intensive calculations and data querying are 
handled through appropriate interfaces in the data-
base using the SQL engine and the Application Func-
tion Library with the Predictive Analytics Library 
(PAL) [7]. As general guideline de-normalized data 
models have been chosen; write operations were 
avoided; data intensive application logic has been 
largely embedded into the database; stored proce-
dures have been parallelized wherever applicable.  
Examples for virtual tables are indicated in Figure 3 
for person segments, attribute bins and attribute ta-
bles. Also several opportunities for parallelization 
exist: The functional components for binning, seg-
mentation, data pre-processing, pattern identification 
and sequential pattern mining can be executed inde-
pendently in parallel for different sensor types and 
individual patients. 

Figure 2: Decision Tree 

Figure 3: Architecture Data Mining and Forecasting 
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Data preparation as well as the identification of in-
put-sequences before days with and without asthma 
attacks is carried out upon HANA itself. For sequen-
tial pattern mining an R implementation of the 
SPADE algorithm is applied [8]. While the R code is 
embedded in form of a corresponding RLANG pro-
cedure, the execution is carried out upon an external 
R environment. The input-sequences are passed to 
RLANG procedures through virtual tables. These are 
transformed into appropriate R data frames. Those 
data frames are then read into corresponding transac-
tion objects [9]. They serve as final input for the 
cSPADE algorithm [8]. As input parameters we use 
in particular [8]: 
 

support 0 
maxsize 1 
maxlen 3-5 
maxgap 1 
maxwin 1 

 
 
The chosen values reflect the consideration of asthma 
related factors within a window of 3-5 days before 
asthma attacks and one attribute value per day. Pat-
terns with arbitrary entries for specific days are cal-
culated through appropriate summations. After iden-
tified frequent sequential patterns have been ob-
tained, pattern pruning is currently carried out inter-
actively. Here the measures support, confidence and 
lift are used as key criteria. 
For decision tree mining the CART algorithm of PAL 
[7] has been used. As outlined in Section 4, a table 
with transactions and corresponding attribute values 
is used as input. It is obtained by comparing frequent 
sequential patterns with input-sequences. This can be 
done efficiently by using the SQL LIKE operator. 
Target column for the CART algorithm is the attrib-
ute value for an asthma attack. It describes whether 
an input sequence belongs to a high- or low-risk da-
taset. As output the algorithm provides a table con-
taining the PMML tree model. The model is finally 
transmitted via an OData interface to the mobile ap-
plication of an end-user.    

6 Status & Next Steps 

In March 2016 the status of the overall ActOnAir 
system is as follows: The data communication plat-
form of the mobile sensor box is available. It can 
now be tested with various sensors. The sensor for 
particulate matter is still in development. An asthma 
diary – which is the main component of the mobile 
end-user application – is completed for iOS. The 
component Sensor Integration and Geo Sensor Net-
work provides all basic services for data integration 

and storage. It has been successfully tested by pro-
cessing weather data and measurements of air pollu-
tants from publicly available services.  
All essential parts of the component for data mining 
and forecasting have been implemented. This in-
cludes functional components for binning, data pre-
processing, event and pattern identification, sequen-
tial pattern mining, sequence classification and deci-
sion tree mining. Functional and performance tests 
have been carried out with generated test data con-
taining about 2 million datasets. Integration testing of 
the components Data Mining and Forecasting and 
Sensor Integration and Geo Sensor Network has been 
successfully accomplished for migraine data [10]. 
Also the handover of decision trees to mobile appli-
cations in the form of PMML documents has been 
verified. 
The most important next step is a test with realistic 
data from asthma patients and environmental measur-
ing stations. For this purpose the mobile asthma app 
is planned to be distributed to test persons, starting 
end of April 2016. For data mining and forecasting 
machine learning concepts for an automated optimi-
zation of the data mining approach will be investigat-
ed. The complete system is planned to be available in 
Q3 2016. 
Supported by the Federal Ministry for Economic  
Affairs and Energy 
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Abstract

The biomedical scientific literature is a rich source
of information not only in the English language, for
which it is more abundant, but also in other languages,
such as Portuguese, Spanish and French. We created
the first freely available parallel corpus of scientific
publications for the biomedical domain. Documents
from the Biological Sciences and Health Sciences cat-
egories were retrieved from the Scielo database and
parallel titles and abstracts are available for the fol-
lowing language pairs: Portuguese/English (about
86,000 documents in total), Spanish/English (about
95,000 documents) and French/English (about 2,000
documents). Additionally, monolingual data was also
collected for all four languages. Sentences in the par-
allel corpus were automatically processed using the
HANA database given its support for text analysis for
various languages. The corpora are currently being
used in the biomedical task in the First Conference on
Machine Translation (WMT16).

1 Introduction

Access to the biomedical literature is available on-line
via systems such as PubMed R�1, that allow researchers
to browse and search for publications of their interest.
But articles published in local research journals are ac-
cessible only for researchers fluent in the original lan-
guage of the article, for instance, articles available in
databases such as Scielo2, which has a focus on Latin
American publications.
Machine translation (MT) can provide a solution to in-
crease the access to the biomedical literature [9] and
to health information in general [4]. Although there
has been much work in this field [1], the automatic
translation of scientific publications has not received
much attention of the community, in part because of

1
http://www.ncbi.nlm.nih.gov/pubmed

2
http://www.scielo.org/

the difficulty of getting parallel collections of docu-
ments. PubMed is the largest database for scientific
publications in biomedicine, however, only titles are
available in more than one language in PubMed [10].
Me and some colleagues (Dr. Aurélie Névéol (LIMSI-
CNRS, France), Dr. Antonio Jimeno (IBM research,
Australia)) created the first freely available parallel
collection of scientific publications for the biomedical
domain [8]. The documents were derived from Scielo,
a database of open access scientific publications with
a focus on developing and emerging countries, and es-
pecially on Latin America. Scielo currently includes
publications in a variety of domains, such as agricul-
ture, engineering, biological and health sciences. It in-
cludes abstracts and full texts for publications, mainly
in Portuguese and Spanish, but also in English, French
and German.
The intended purpose of this parallel corpus is to
train and evaluate MT systems. To this end, we
created parallel corpora for three pairs of languages:
Spanish-English (ES/EN), French-English (FR/EN)
and Portuguese-English (PT/EN). These collections
are used as training data for the biomedical shared
task3 in the First Conference on Machine Translation
(WMT16). Examples of the sentences for all language
pairs, i.e., ES/EN, FR/EN and PT/EN, are shown
below:

La especie más frecuente aislada de pacientes de
ambas regiones fue L. paracasei ssp paracasei 1.
Lactobacillus paracasei ssp paracasei 1 was the most
frequently isolated species in both regions.

Le seul traitement validé pour soigner cet état est
l’immunothérapie passive avec des sérums antiven-
imeux d’origine animale sûrs et efficaces.
The only validated treatment for this condition
is passive immunotherapy with safe and effective
animal-derived antivenoms.

3
http://www.statmt.org/wmt16/

biomedical-translation-task.html
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Figure 1: Work-flow of the construction of the parallel collection of biomedical publications.

Avaliação da força muscular periférica de pacientes
submetidos à cirurgia cardı́aca eletiva: estudo longi-
tudinal.
Evaluation of peripheral muscle strength of patients
undergoing elective cardiac surgery: a longitudinal
study.

2 Methods

The work-flow for the creation of the parallel corpus is
illustrated in Figure 1 and its phases are summarized
below.
We developed a crawler for the Scielo web site and
retrieved articles periodically from Scielo. We down-
loaded the page of each article and parsed the HTML
code in order to extract the title and the abstract of each
publication. Titles and abstracts were subsequently
stored and indexed in the SAP HANA database. All
publications are available under either the Creative
Commons Attribution-Noncommercial 3.0 Unported
(cc-by-nc) or Attribution 3.0 Unported (cc-by) li-
censes, which makes all documents suitable for redis-
tribution and research purposes.
We used the HANA database to perform language
recognition in the texts and their segmentation into
sentences. Although the language of the publication
is usually identified in the Scielo URL, we noticed
that there are many situations in which the abstract
is in one language and the title in another, making
the language recognition step necessary. For instance,
the document S0874-489020100003000064 contains
the abstracts available in French, Spanish and English,
four different HTML pages, but the title is always in
Portuguese in all of them. The sentence splitting pro-
vided by HANA compared favorably to the OpenNLP
library5 on a sample of documents. Further, as stated
above, HANA could also be used for language recog-
nition and provides support of various languages, in-
cluding the ones we focus on in this work.

4
http://www.scielo.mec.pt/scielo.

php?script=sci_abstract&pid=

S0874-48902010000300006&lng=pt&nrm=iso&tlng=

pt

5
https://opennlp.apache.org/

For both “Biological Sciences” and “Health Sciences”
categories, we retrieved from the database pairs of ti-
tles and abstracts available in both English and one
of the other three languages we consider, i.e., French,
Portuguese or Spanish. These constitute the whole col-
lection of parallel documents, which was subsequently
split in training and test datasets. Scielo contains many
entries only available in one of the languages or in
languages other than English, e.g., in both Portuguese
and Spanish, given that the focus of the database is in
the Latin American journals. These documents con-
stitute our monolingual corpus, given that in-domain
monolingual corpora are also a valuable resource for
training and evaluation of language models, one of the
components of statistical MT systems [5].
We automatically aligned sentences from titles and
abstracts for the language pairs using the Geomet-
ric Mapping and Alignment (GMA) tool6. Me and
my colleagues manually checked the automatic align-
ment generated by the GMA tool to ensure the qual-
ity of the corpora. Statistical MT tools need to rely
not only on parallel collections of documents, but also
on parallel collections of aligned sentences. We ran-
domly selected 100 publications (titles and abstracts)
for each category, i.e., Biological Sciences and Health
Sciences, and for each of the three pairs of languages,
i.e., PT/EN, ES/EN and FR/EN, and manually vali-
dated them using the Appraise tool7. One of my col-
leagues (Antonio Jimeno Yepes) trained a statistical
MT system using Moses8[6] on the parallel corpora
to demonstrate the capabilities of the proposed corpus.

3 Results

The corpus is currently available for download9 in the
BioC XML format [2], a format which is becoming a
standard in the biomedical natural language process-
ing (BioNLP) community. Using this format also en-
sures the integration of our corpus with tools and other
corpora as well as making use of any of the available

6
http://nlp.cs.nyu.edu/GMA/

7
https://github.com/cfedermann/Appraise

8
http://www.statmt.org/moses

9
https://drive.google.com/folderview?id=

0B3UxRWA52hBja0t2azlkN3d2elk&usp=drive_web
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Figure 2: Size of the training datasets for each category, language pair, across language pairs and monolin-

gual corpora. (The figure is not in scale.)

BioC implementations (e.g. Java, Python or C++).
The documents are split by sentences according to the
analysis we obtained using the HANA database.

As discussed above, the training data is currently be-
ing used in the scope of the biomedical task in the
WMT16 challenge. Besides the training data, we also
released a parallel corpus of MEDLINE titles, simi-
lar to the dataset used in our previous work [3], the
monolingual documents obtained from Scielo and all
alignment output on the sentence and word level that
we obtained from the GMA tool.

Due to the focus of the Scielo database on journals
from Latin America, the number of documents is much
larger for Portuguese and Spanish compared to French,
for both categories and for both the parallel and mono-
ligual datasets. Indeed, the number of parallel docu-
ments for FR/EN and the Biological Sciences category
was so low that we do no provide any training and test
datasets for it. Alternatively, it is possible to train a
MT system for the Biological Sciences using docu-
ments from the Health Sciences, or even completely
ignore categories and use a single system trained on
the whole dataset for a given language pair.

Regarding percentages of titles and documents in the
training data, more abstracts are available in compari-
son to titles. This aspect is due to the high number of
documents in Scielo that have their abstract translated
to other language but not their titles, such as document
S0874-48902010000300006 cited above. This is cer-
tainly a good feature of our corpus, given that previ-
ous parallel corpora of biomedical publication were re-
stricted to MEDLINE titles [7, 3]. On the other hand,
the monolingual datasets are mainly composed of ti-
tles, due to the same reason stated above, i.e., the ex-
istence of many articles whose titles were been trans-
lated to other languages. Finally, we officially released
only parallel datasets that include English in the lan-
guage pair. However, there are some documents which
are available for other language pairs, such as ES/PT,
ES/FR and FR/PT, as illustrated in Figure 2.

4 Future work

As further work, we could evaluate the contribution
of additional, in and out of domain, available corpora
to improve MT results. We plan to make the train-
ing set available in community challenges (e.g. ACL
WMT’16) so the research community can experiment
with additional translation methods. Finally, it would
be interesting to use this corpus in a task that could be
used in a practical context and I have plans to explore
the corpus for MT experiments, including implemen-
tation of MT algorithms in HANA.
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Abstract

Nowadays, ever growing amounts of medical data
can be produced in a short period of time and need
to be analyzed to acquire insights. Cloud comput-
ing has gained in importance, as its shared com-
puting resources are accessible by everyone. How-
ever, the analysis of data in the cloud requires
its transfer from local systems to shared cloud re-
sources, which involves a significant amount of
time depending on the data size. In addition, legal
requirements due to data privacy can pose obsta-
cles for using cloud systems especially in the area
of life sciences, as projects here often deal with
sensitive patient data.
With our Analyze Genomes cloud computing plat-
form, we aim at addressing these requirements
by integrating existing decentralized computing re-
sources to form a federated in-memory database
system. It enables research facilities to consume
managed software services whilst sensitive data re-
mains stored and processed on their local hardware
resources.

1 Project Idea

With the ongoing technical advances in laboratory
equipment, more and more fine-grained biologi-
cal and diagnostic data is generated in a shorter
period of time. Due to their increasing volume,
these data sets cannot be analyzed manually any
longer but instead require computational analysis
workflows. In the scope of our Analyze Genomes
project, we have set up a federated cloud platform
that provides such analysis workflows and addi-
tionally combines the results with scientific data
from distributed data sources [1, 3].
Nowadays, the use of cloud services requires users
to transfer local data in advance to the shared
computing resources of the cloud service provider.

On the one hand, with increasing amounts of data
being produced, loading up data to shared re-
sources results in a significant delay in processing
and analysis. On the other hand, most small- and
mid-sized labs have to outsource computational
analysis of their experiment results to optimize
workflows. Furthermore, international collabora-
tions between research centers are important for
finding new scientific insights. However, these
take place only to a limited extend and face var-
ious IT challenges nowadays, e.g. heterogeneous
data formats and requirements imposed by legal
and privacy regulations.

2 Current Project Status

In the past Future SOC lab periods, we focused
on an approach we call Federated In-Memory
Database (FIMDB) to leverage the usage of our
cloud services at local clusters of research facili-
ties [2]. We have defined a cloud setup integrating
decentralized computing resources from a research
facility whilst we as a service provider manage al-
gorithms and applications that are executed on
our remote system. This way, sensitive data re-
mains at local sites. In the following, we document
our current progress in and experience gained from
developing a FIMDB system.

2.1 Reorganization of the Worker Frame-

work File Structure

The changes made to our infrastructure so far to
include the cluster of a Berlin research facility in-
volved changes to the database landscape and user
administration. However, with data and comput-
ing resources being potentially located outside our
own computing facilities, we need to extend the
internal worker framework structure and mecha-
nisms as well.
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Figure 1: Adapted file structure for the An-

alyze Genomes cloud platform. Files are

now located according to be shared glob-

ally across all computing nodes, within only

a pool of them, or with no one else.

The worker framework consists of: binaries and
executables for the worker routines, third-party
tools, temporary directories with intermediate
processing results, and additional files required for
execution. All this was located in one file system
shared across all nodes of our computing cluster
using Network File System (NFS).
By including computational resources from exter-
nal sites, however, local data for analysis must re-
side at the research facilities’ computing clusters
all the time. In addition, it must remain shared
within the computing cluster of the research fa-
cility to enable distributed processing. This ex-
tended setup demanded for a change in our current
file system structure as outlined in the following.
Instead of one single location for all files, we re-
organized our file system structure into the three
categories of directories global, pool, and local as
depicted in Figure 1.

Global directories are shared across all com-
puting nodes, including clusters from individ-
ual research facilities and service providers.
It contains amongst others the subdirectories
bin, log, and share. bin contains all ex-
ecutable files of our worker framework, e.g.
it contains executables of the workers them-
selves and third-party binaries that are used
for analysis pipelines. In addition, most of
the third-party tools require other data files,
e.g. for reference genomes, for their execu-
tion, which are located in the share subdi-
rectory. Any logs written by workers during
execution of a pipeline across all computing
nodes will be written into log files located in
the log subdirectory.

Figure 2: Adapted scheduling architec-

ture of the Analyze Genomes cloud plat-

form. Coordination of pipeline execution

now splits up into the three components of

Pipeline Executor, Scheduling Algorithm,

and Resource Allocator.

Pool directories are shared across compute
nodes that belong to a certain pool, e.g.
a research facility’s computing cluster. At
the moment, each research facility can only
belong to one pool at the same time.
The directory also contains a log, bin,
working_directory, and user_files direc-
tory. The log directory contains all logs writ-
ten by workers during execution of a pipeline
that is executed exclusively with computing
resources of that pool. The bin directory
contains all files that are required for execu-
tion of the analysis pipeline but must reside
at the research facility’s computing resources,
e.g. if a research facility wants to use in-house
tools. The working_directory contains all
files that are created during pipeline execu-
tion, with subdirectories for the correspond-
ing pipeline runs. The user_files directory
contains all files that are uploaded by users,
e.g. experiment results that must be analyzed
with our pipelines.

Local directories are only accessible by a single
compute node and not shared with any other
node. For example, it contains configuration
files for node-specific paths and parameters.

2.2 Extension of Scheduling Procedures

The scheduling routines applied within our Ana-
lyze Genomes worker framework assign tasks to
any worker that is not working on any task. How-
ever, with the extended system setup and its re-
quirements imposed by incorporating computa-
tion nodes of external research facilities, we need
to refine our scheduling mechanisms accordingly.
Figure 2 depicts our extended scheduling archi-
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Figure 3: Scheduling modules can be com-

bined hierarchically as desired, e.g. on a

first level based on membership in a partic-

ular group, on a second level according to

priority, and on a third level according to

task throughput.

tecture. Instead of one single scheduler compo-
nent taking care of the complete pipeline execu-
tion, we have split it up into the three components
of Pipeline Executor, Scheduling Algorithm, and
Resource Allocator.
The Pipeline Executor takes care of the overall
pipeline execution. This component reads the
model description of a pipeline stored as XML
Process Definition Language (XPDL) format and
transforms it into an executable graph structure
of task objects [4]. Once a task is ready for execu-
tion, e.g. because all its preceding tasks have been
finished, the Pipeline Executor creates the corre-
sponding task object. Such a task object contains
parameter information, e.g. if and what reference
genome must be provided, and a wait count in-
dicating how many tasks must be finished before
this one can be executed.
Task objects that are ready for execution are for-
warded to the Scheduling Algorithm. This compo-
nent comprises the overall scheduling logic. Before
the extension of our computing landscape by clus-
ters of external research facilities, there existed the
most common scheduling routines, e.g. shortest-
or longest-task-first and first-in-first-out [5]. The
adapted landscape architecture requires the ex-
tension of our scheduling policies, as we need to
ensure that exclusively specific pools of comput-
ing nodes execute specific pipelines. Therefore,
we split up the available scheduling routines into
modules called group-based, priority-based, and
high-throughput.
These can be combined hierarchically as shown in
Figure 3. For example, on the first level tasks
are scheduled according to their membership in a
particular group to let a user execute his tasks at
the computing nodes of his research facility only.
On the second level, all tasks of the same group
can then be scheduled according to their prior-
ity, e.g. to prefer an important user whose tasks

should be favored for execution above other mem-
bers of that group. On the third level, all tasks
with the same priority can be scheduled according
to their throughput to deal with high system load,
e.g. shorter tasks are favored over tasks that re-
quire more execution time to deal with high load.
Tasks that are scheduled next for execution are
provided to the Resource Allocator component.
This component maintains a list of all running and
idle nodes, including their associations to specific
groups and users. Once a node is idle, it sends a
message via User Datagram Protocol (UDP) to
the Resource Allocator, which identifies a task
that can be executed by that node from its task
list. If properties of task and node match, i.e.
the node is associated to the same group as the
task, the Resource Allocator assigns the task to
this node. If there is no matching task, the node
remains idle until a new matching task is available
and assigned by the Resource Allocator.

3. Conclusion

Sharing knowledge is the key for reproducible re-
search cooperations. While nowadays this is ham-
pered not only by legal restrictions but also tech-
nical challenges, we aim at designing a system
that fulfills technical requirements to enable re-
search sites using cloud services whilst their sen-
sitive data remains physically on local resources.
By using our adapted Analyze Genomes FIMDB
platform, research sites can use their own techni-
cal infrastructure for analyzing their data without
having to set up tools and pipelines for analysis.
By that, delays in processing the data sets due to
either setting up new analysis procedures or trans-
ferring the data to another site are avoided.
In this report, we outlined selected extensions to
our Analyze Genome’s worker framework in or-
der to match requirements that accompany the in-
corporation of computing nodes from external re-
search facilities into Analyze Genomes’ landscape.
This new setup in data sharing required us to com-
pletely rethink the file structure underlying the
worker framework and led to a clear distinction
between files that are shared globally, across a
pool of computing nodes, and locally only. We
have also outlined adaptations to the scheduling
component and policies of the worker framework,
to guarantee that all data owned by a research
facility is stored and processed at their own site.
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Abstract

This paper proposes and outlines approaches to
using SAP HANA to expedite the search process
of Evolutionary Algorithms addressing combinato-
rial optimization problems in dynamically chang-
ing environments. Novel prediction methods are
presented targeting PAL with the aim of antici-
pating forthcoming dynamic change events based
on the evaluation of historical records of previous
change events and of optimization knowledge per-
sisted in HANA. The goal is to be better prepared
for dynamic changes and to react quicker. The
paper also describes strategies for the extraction
and pre-processing of optimization knowledge to
be stored in HANA. Furthermore it is outlined how
knowledge can be suitably selected from HANA and
then injected into the running optimization.

1 Introduction

A wide range of industrial applications yield op-
timization problems which are known to be NP-
hard problem (see, e.g., [5] for a concise intro-
duction to the intractability of optimization prob-
lems). Such problems include, e.g., the Vehicle
Routing Problem (VRP) [15], the Traveling Sales-
person Problem (TSP), the Knapsack Problem
[7] or many other problems in production, ware-
house and transportation logistics. Considering
such NP-hard combinatorial optimization prob-
lems, exact algorithms guarantee to find the op-
timum, but it is widely agreed that in the worst
case, the search requires exponential time. In this
case, the only a↵ordable option is to apply ap-
proximate algorithms, also called heuristics, which
search for good solutions, however, they cannot
guarantee to find the optimum. The focus of this
paper is set on bio-inspired heuristics called Evolu-

tionary Algorithms [6] which mimic the principles
of evolution and natural selection.
In typical real-world scenarios, the optimization
problem must not be considered as static. Instead
di↵erent aspects like the objective function, the
size of the problem instance or constraints may
be subject to changes over time. If any of such
uncertainty is taken into account during the op-
timization process then the optimization problem
is called dynamic. A straightforward approach to
tackling such problems would be to consider each
change as the arrival of a new optimization prob-
lem and to restart optimization from scratch. This
may be a valid approach in some scenarios, e.g.
when changes are severe or during initial itera-
tions of the optimization process. In the majority
of cases, however, the time for re-optimization is
rather limited and one is interested in re-using ex-
isting optimization knowledge to quickly react to
and to recover from a dynamic change.
This paper proposes to exploit the strengths of
SAP HANA to expedite the search process in evo-
lutionary algorithms, in particular addressing op-
timization problems in dynamically changing en-
vironments. Although being very successful in
a wide range of industrial-strength optimization
scenarios, typically evolutionary algorithms suf-
fer a major drawback: they ”forget” their search
history. Therefore, this paper proposes an ap-
proach to resolve this weakness by designing and
developing novel techniques for bio-inspired meta-
heuristics guided through extensive amounts of
optimization knowledge managed by SAP HANA.
Such optimization knowledge includes, e.g., his-
torical logs of visited search areas, environmen-
tal data, and recorded change events. The aim
is to enable the optimizer to predict forthcom-
ing change events by using HANA and its Pre-
dictive Analysis Library (PAL). Furthermore, the
goal is to make the optimizer better prepared for
the prospected changes, to quicker respond to such
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changes and to easier recover from their impact.
The remainder of the paper is structured as fol-
lows: Section 2 briefly introduces to dynamic evo-
lutionary computation and the dynamic Knapsack
Problem, which is further employed for illustra-
tion purposes. Section 3 outlines the design of the
framework architecture and the implementation
of the proposed evolutionary optimizer based on
HANA. Subsequently, a range of prediction strate-
gies as well as knowledge extraction and injection
approaches are discussed in sections 4 and 5. Con-
cluding remarks and an outlook on future work are
provided in Section 6.

2 Dynamic Evolutionary Optimiza-
tion

This section briefly introduces evolutionary opti-
mization using the Knapsack Problem as an exam-
ple of a complex combinatorial problem covering
its static and dynamic variant.

2.1 Evolutionary Optimization

Prior to introducing the Evolutionary Algorithm,
the static Knapsack Problem shall be defined and
henceforth be used to exemplify the strategies pro-
posed in this paper. In its static variant, the 0/1
Knapsack Problem is described by a set of n items
of weight wi and value vi where i 2 {1, . . . , n}. A
candidate solution of the problem is a subset of
items X = {x1, . . . , xn} with xi 2 {0, 1} indicat-
ing if item i is included in the knapsack which has
a capacity of C. The goal is to maximize the to-
tal value of items included in the knapsack such
that the sum of their weights is less or equal to the
knapsack capacity: Maximize f(X) =

Pn
i=1 vixi,

subject to
Pn

i=1 wixi  C, xi 2 {0, 1}.
As the Knapsack Problem is known to be NP �
hard, evolutionary algorithms are one common
heuristics to search for near optimal solutions. In-
spired by the principles of natural evolution, the
main idea behind evolutionary optimization is to
represent solutions of an optimization problem as
a set of individuals called population. The size of
the population shall be denoted as m. An indi-
vidual j 2 {1, . . . ,m} is encoded in a chromosome
Xj representing the individual’s genotype. In the
case of the Knapsack Problem, individual j is en-
coded as n-bit chromosome Xj = (x1j , . . . xnj}
with xij 2 {0, 1}, where xij = 1 means that in
individual j item number i is contained in the
knapsack, and xij = 0 otherwise. The Evolution-
ary Algorithm aims to incrementally improve on
the set of individuals by mimicking the principles
of natural selection, recombination, mutation and
survival of the fittest (cf. [6] for a detailed intro-

duction). One possible implementation is given
below:

s1 Initialize population of m chromosomes.

s2 Evaluate the population: Calculate the fitness
f(Xj) of each individual j.

s3 Select 2 chromosomes as parents from the pop-
ulation.

s4 Form two children (o↵spring) with crossover
probability pc by recombining their chromo-
somes at a random point (otherwise the o↵-
spring are copies of their parents).

s5 Mutate the o↵spring by flipping every bit with
mutation probability pm.

s6 Evaluate the newly created o↵spring.

s7 Replace the current population with o↵spring.

s8 If no stopping condition is met goto step s3.

For the Knapsack Problem, some chromosomes
may potentially violate the knapsack capacity con-
straint. In such cases, one should implement suit-
able repair algorithms or introduce penalty costs
in order to enforce (or to foster) the search for fea-
sible solution (not further outlined here, for the
sake of brevity).

2.2 Dynamic Optimization Problems

In many optimization problems, di↵erent aspects
like objective function, the size of problem in-
stance or constraints may be subject to changes
over time. If any of such uncertainty is taken
into account during the optimization process then
the optimization is called dynamic. Accordingly,
the dynamic knapsack problem extends its static
counterpart by introducing time-dependent vari-
ance: capacity C(t), weights wi(t) and values vi(t)
are considered as dynamic over time t. The goal
is to maximize f(X, t) =

Pn
i=1 vi(t)xi at any time

t, subject to
Pn

i=1 wi(t)xi  C(t), xi 2 {0, 1}.

2.3 From Static to Dynamic Optimization

For dynamic optimization it is interested in re-
using existing optimization knowledge to quickly
react to and to recover from a dynamic change.
The idea is to re-use information from the previ-
ous environment to accelerate optimization after a
change. This implies that algorithms in dynamic
environments are no longer focused on locating a
stationary optimal solution. Rather they need to
remain flexible to be able to track the movement
of peaks through space and time. Or they create,
maintain or control a certain degree of diversity
such that solutions are spread across the search
space which increases the likelihood of having so-
lutions in the vicinity of the new optimum.
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Starting with early work by [4], evolutionary al-
gorithms have ever since been the most common
approach to solving dynamic optimization prob-
lems [3]. Rohlfshagen [10] defined a problem
based on a class of 0/1 dynamic knapsack problem,
which are generated by a small set of real-valued
parameters. Branke et al. [2] analyzed di↵er-
ent representations on dynamic multi-dimensional
knapsack problem. Simões [13] applied diversity-
maintaining techniques and memory strategies to
evolutionary algorithms for the dynamic knapsack
problem.

3 Design Overview

3.1 Framework Architecture based on
SAP HANA

The proposed approach is embedded into a project
working towards a programming and execution
framework for bio-inspired optimization exploiting
the in-memory database of SAP HANA as knowl-
edge store and its analytical engines to explore and
exploit this knowledge. An overview is provided
in Figure 1.
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Figure 1: Architectural Overview

The framework is being implemented as native ap-
plication on the SAP HANA XS Engine. A simu-
lator reads the definition of the problem instance
and parameter definitions of the optimization al-
gorithm, produces a configurable online stream
of change events and forwards the information to
the bio-optimizer (here implemented as Evolution-
ary Algorithms). The pre-processor is responsi-
ble for extracting this raw data from the opti-
mizer, pre-computing it and routing the results to
the associative memory residing in SAP HANA.
The analytics module evaluates the knowledge

store and aims at maintaining solution diversity
and identifying promising albeit unexplored ar-
eas in the search space. Here, the capabilities of
PAL [11] may be exploited to analyze historical
entries in the knowledge store thereby predicting
future movements of optima. Housekeeping tasks
are performed by the maintenance module which
could execute age-dependent or quality-dependent
deletions of solutions and to automatically re-
evaluate solutions at dynamic changes. Finally,
the controller instance monitors and coordinates
the interplay of the modules described above. For
a more detailed description of this framework refer
to [12].

3.2 Implementation Outline for Dynamic
Optimization

Figure 2 illustrates the sequence of a standard
Evolutionary Algorithm (EA) as described in Sec-
tion 2 (s1-s7). If the stopping condition is not
met, the level of diversity is checked and if nec-
essary random individuals are inserted (s8-s10) in
order to maintain diversity.
The EA is extended by associative memory (black,
implementing the pre-processor and knowledge
store in Figure 1) and predictive analysis (gray,
implementing the analytics part of the framework
in Figure 1). At the beginning, the prediction
method and the knowledge memory are initial-
ized (m1, p1). Afterwards all generation extrac-
tion strategies are executed (m2, see Section 5). If
the level of diversity decreases below a threshold,
or if a change is detected that was not anticipated
(thus the predictive part did not prepare the algo-
rithm for this change), the old and new environ-
ment are compared and suitable individuals from
the memory are reinserted into the EA (m3-m5).
The predictive part of the algorithm is organized
in a loop running in parallel to the EA. First the
existing data is evaluated (p3) and the predic-
tion model is updated (p5). Next, the predic-
tive analyses are performed (p6, see Section 4).
Afterwards the algorithm returns to step p3. In
case an upcoming change is predicted, steps m3-
m5 and s8-s10 are triggered to prepare the EA
based on the anticipation by injecting suitable so-
lutions (or sub-populations) to predicted search
areas. Whenever the algorithm detects an actual
change, information on the EA’s performance is
fed back to the predictive part (p4) in order to
measure predictive accuracy.

3.3 Data Modeling using SAP HANA

Figure 3 illustrates an exemplary excerpt of an
associative memory. In Table CapacityByGener-
ation information on the capacity of the knap-
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Figure 2: flow diagram of a standard EA (white), extended by associative memory (black)
and predictive analysis (gray)

Figure 3: Associative Memory Overview

sack is stored per generation. Correspondingly Ta-
ble WeightValueByGeneration stores weight and
value of each item per generation. The extracted
individuals from step m2 (Figure 2) are stored in
Table IndividualsByGeneration. For each individ-
ual its genotype and fitness value are stored. A
reasonable encoding of such genotypical informa-
tion in a HANA database table needs to be identi-
fied. Referencing each item by using foreign keys
would result in a large number of rows and a lot
of redundant information in column GenerID and
Individual. Another way would be to use one col-

umn per item. However, this approach requires
constant updates of the database schema every
time the number of items increases. The table
in Figure 3 uses one column with the genotype
encoded in one string. The first character in the
string references the first item and so on. 1 indi-
cates that the respective item is included in the
knapsack, and 0 otherwise. A flag X is used to ex-
press that the respective item is not contained in
this problem instance (which is dynamic) at the
given generation. This approach requires, that
the amount of items – regardless of the question
whether they are included in a particular genera-
tion or not – is defined in advance. Alternatively,
if the genotype may be encoded as one column
per item. Parent-o↵spring dependencies may be
added to the associative memory as well (not vi-
sualized here).

4 Predictive Analytics in Dynamic
Optimization

In dynamic environments, if an EA does not react
to a change, the performance of the algorithm will
decrease rapidly afterwards. However adapting to
a new environment takes time. Predictive tech-
niques can increase the performance of the EA.
In that way the algorithm anticipates changes and
prepares itself before the change, thus avoiding the
decrease in performance when the change actually
occurs [14]. The advantage of prediction lies in the
ability of active preparation in contrast to passive
reaction (e.g. when using solely memory schemes
or maintaining diversity) [14].
This paragraph reviews work related to predic-
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tive techniques in EA. A state of the art sur-
vey by Branke [9] presents an overview of bench-
mark problems, performance measures and op-
timization approaches for evolutionary dynamic
optimization. The introduced optimization ap-
proaches cover maintaining diversity, memory ap-
proaches (implicit and explicit), multipopulation
and prediction, including advantages and draw-
backs of each approach compared to the others.
Change detection is also addressed, which is a
relevant basis for predictive techniques. For a
recent review of literature especially focusing on
prediction in EA’s for dynamic environments re-
fer to [14]. A mathematical overview of six types
of changes are given in [8]. These types include:
small step, large step, random, chaotic, recurrent
and recurrent with noise. Working with HANA,
PAL [11] is an essential part for predictive analy-
sis. Its functionality is organized in six categories:
preprocessing, classification, statistics, regression,
time series and clustering.

Simões and E. Costa [14] state that ”Simple lin-
ear regression analyzes the relationship between a
response variable y and a single explanatory vari-
able x”, thus transforming a set of data into a
mathematical relation. We plan to use regression
to determine when the next change will happen, as
demonstrated by Simões [14]. Let x be the number
of a change (1, 2, 3, ...) and the response variable
y is the generation where that change occures. If
for example every 20 generations the capacity C

of the knapsack changes (increase or decrease), y
will be (20, 40, 60, ...) and the fourth change is pre-
dicted for generation 80.

Time series in PAL include e.g. exponential
smoothing to calculate a moving average [11]. Ex-
ponential smoothing is suitable to anticipate the
value of a variable. By using regression methods
a fourth change of capacity C in generation 80 is
predicted but it is unknown what the new value of
C will be and whether C will increase or decrease.
This can be done by calculating a moving average
based on the past values of C. So by combining
regression techniques with time series analysis we
plan to anticipate changes in the parameters of the
problem.

As introduced in Section 3.1 clustering algorithms
help analyze the distribution of solutions across
the solution space. For example individuals with
the genotype (1, 0, 0, 1, 1, 1), (1, 1, 0, 1, 1, 1) and
(0, 0, 0, 1, 1, 1) only di↵er in their first two genes,
meaning they are very close to each other, thus
forming a cluster. One of the suitable clus-
tering algorithms in PAL is DBSCAN (Density-
Based Spatial Clustering of Applications with
Noise) [11]. DBSCAN starts with an arbirtrary,
unvisited starting point and forms clusters based
on a scan radius and a parameter dedicating the

minimum number of points required to form a
cluster [11]. So clustering facilitates the analysis
of the distribution of individuals.

5 Extraction and Replacement
Strategies

Extraction and replacement describe the processes
of integrating the SAP HANA database memory
to the EA, like visualised Figure 4.

Figure 4: Integration of database to the EA

Extraction means taking individuals from the pop-
ulation of the EA and storing them in the memory.
Thereby individuals may be replaced in the mem-
ory. The selection of these individuals is called up-
date. Replacement means taking individuals from
the memory and injecting them into the popula-
tion of the EA. In order to maintain the popu-
lation size some existing individuals have to be
replaced. The memory can be integrated implic-
itly as a redundant representation in the EA, or it
could be maintained explicitly as a separate mem-
ory component [9]. The motivation for integrating
a memory to an EA is to compensate for the obliv-
ion of previously found solutions by the EA. This
may slow down convergence and favor diversity.
By reusing information stored in the memory, it
is also possible to reduce the computational time
of the algorithm. Yang has shown that in [9].
Enabling the integration of an explicit memory
also requires the definition of suitable strategies
for updating the memory thereby addressing the
following questions: Which individuals should be
stored in the memory? How many solutions
should be stored in the memory? When should
the memory be updated? Which solutions in the
memory should be replaced? Which solutions of
the memory should be inserted into the EA in or-
der to fasten computational time? Also the con-
tent of the memory has to be defined. Regarding
the content, explicit memories can be divided in
direct and associative memories. Direct memories
only contain solutions from previous generations.
In associative memories various types of informa-
tion are stored together with solutions from previ-
ous generations, for example a list of the occurred
environmental states, or the environment at which
a stored solution exposed a good or very good fit-
ness. Many other conceivable approaches can be
found in [9].
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In prior work, not only the fittest solutions have
been used in the extraction. In order to maintain
diversity, it can be profitable to also store infe-
rior solutions [1]. For the replacement there are
several approaches mentioned in prior work [1]:
1) Compute an importance value for each solu-
tion. The computation process can consider sev-
eral values, for example the fitness value, the age
and the diversity to the solutions in the popula-
tion. Each component can be given a di↵erent
weight. 2) Replace the solution which retains the
maximum variance in the population after it is
deleted. 3) Replace the solution which is the most
similar one to the solution, which should be in-
serted, as long as the new one is fitter than the old.
4) Determine the two solutions with the minimum
distance between each other in the population of
the EA. Then replace the less fit solution. The
above mentioned replacement strategies can also
be used for updating the storage of the memory.
Subsequently, the selection of a solution (resp. an
individual) is described in the context of di↵er-
ent usages of the chosen solution, based on the
database scheme of section 3.3. The necessary
assumptions for an easily comprehensible exam-
ple are: 1) The fitness values in the table Indi-
vidualsByGeneration are the values in the actual
environment, calculated by the analytics module.
2) The actual generation number is five. 3) The
only component used to compute the importance
value is the fitness value of the solution. Regard-
ing this assumptions the importance value of each
solution equals its fitness. In a selection process
the solution with the highest fitness value is se-
lected for being stored in the memory. Referring
to Figure 3 this is individual 0 of generation one.
In an update and in a replacement process the
solution with lowest fitness value is replaced. In
Figure 3, this is individual 2 in generation 0.

6 Conclusion and Future Work

The work presented in this paper is part of a
project which aims at using HANA for the pur-
pose of enabling the optimizer to learn from the
decisions of the past and to make better informed
decisions in the forthcoming iterations of the opti-
mization algorithm. Analyzing the optimization
history shall enable the algorithms to discover
as yet unexplored but promising regions in the
search space. This paper set the focus to the cur-
rently running work which is devoted to develop-
ing approaches to using SAP HANA to expedite
the search process of Evolutionary Algorithms ad-
dressing combinatorial optimization problems in
dynamically changing environments. During the
previous term a first version of a static Evolution-
ary Algorithm using HANA as knowledge store

was implemented and tested in preliminary exper-
iments. Current work is dealing with re-factoring
and extending this algorithm for handling dynam-
ically changing environments thereby adding pre-
diction, extraction and injection methods as intro-
duced in the previous sections.
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Abstract 

This project focuses on the analysis of spatial data 
collected by Telenor Sweden. The project has two 
objectives: 1) developing the methods for spatial data 
analytics, and 2) finding an optimal technology to 
turn research prototype into scalable industrial ap-
plication. The two main findings are as follows. 
Firstly, a smart marketing campaign based on the 
inferences from big spatial data has a high potential 
for the increase of Telenor’s revenues. Based on the 
inference results from historical data, we recommend 
the categories of the users at whom the campaign 
should be targeted. Secondly, with a purpose to ob-
tain recommendations for a feasible implementation, 
we have evaluated the performance of spatial queries 
on cluster and multiprocessor, comparing SQL and 
noSQL databases: PostgreSQL, MongoDB, and Cas-
sandra. 

1 Project Idea 

Spatial Big Data has been accumulated by telecom-
munication operators and has a potential to be turned 
into business insights and then into revenues.  

• The first objective was the development of 
new analytic methods or the application of 
the state-of-the-art solutions to get the an-
swers to a number of questions, e.g. - Which 
is the optimal user mix, given the infrastruc-
ture? - Which is the optimal location for a 
shop, if the mobility of different user catego-
ries is known? At this stage a research pro-
totype was developed.  

• The next challenge was to find a scalable 
implementation to be able to efficiently ana-
lyze realistic-sized databases. We undertook 

a performance evaluation of different data-
bases that handle big data on cluster and 
multiprocessor hardware. 

Our case study has been completed on the spatial 
database covering user mobility in a medium-sized 
Swedish city during a week in 2015. 

1.1 The Tetris Idea for Optimal Marketing 
A major investment a telecom operator makes is the 
infrastructure and its maintenance, the revenues from 
which are proportional to the clientele’s size. There 
are two major problems in the relation between clien-
tele and infrastructure. Firstly, the infrastructure is of 
finite capacity, which makes it impossible to squeeze 
more than a certain number of subscribers into it and 
keep providing reliable service. Secondly, the sub-
scribers use the network unevenly and some antennas 
are left under-used during certain time periods, which 
means a loss of potential revenues. The name Tetris 
comes from the famous computer game, where the 
objective is to fill the glass with figures of different 
shapes in an even manner, not leaving spaces.  
The key observation is that clients have distinct mo-
bility patterns: some are moving in areas with busy 
antennas, while others tend to stay in locations with 
under-loaded antennas. The marketing department of 
Telenor identified six different subscriber categories, 
which can be targeted individually by different mar-
keting campaigns. This means that the subscriber mix 
can be modified in a planned and controlled way.  
Tetris is an analytic strategy to find an optimal use of 
subscribers with the objective to increase the clien-
tele’s size without running into service failures due to 
overloading some antennas during some time peri-
ods. The Tetris strategy is based on linear optimiza-
tion, a class of problems described with an objective 
function (in this case, maximize the number of sub-
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scribers), and restrictions (in this case, finiteness of 
the infrastructure). Out of all possible solutions (all 
the possible mixes of clients), the best one is found, 
which yields the highest value for the objective func-
tion (the biggest number of users possible to be 
served with the present infrastructure). The most 
famous algorithm to solve this class of problems is 
the Simplex algorithm [1], which is also implemented 
in our solution [2]. 

 

1.2  Performance Evaluation of Trajectory 
Queries on Multiprocessor and Cluster 

In this study, we evaluate the performance of trajec-
tory queries on multiprocessor and cluster that are 
handled by 

• PostgreSQL, 
• MongoDB, and 
• Cassandra. 

Moreover, there are computationally distinct types of 
queries and they need to be assessed separately. The 
popular types of queries on spatial data are: 

• Distance query, which returns the points 
that are located less than at some distance l 
from the user’s location [3], [4], 

• K-NN query, which returns the closest 
points to the user’s location [5], [6],  

• Range query, which returns the locations 
that are within the space range [3], and  

• Region query, which returns the region most 
likely to be passed by the user [3].  

2 Used Future SOC Lab Resources 

In single node installation, two types of servers are 
used, 

1. Hardware type 1 at Blekinge Institute of 
Technology with the following characterisa-
tions: Dell powerEdge R320, operating sys-
tem: Ubuntu 14.04.3 LTS x86_64, RAM 
memory is 23 GB RAM, Hard disk size: 
279.4GB 0 disk, the processor (Intel(R) 
Xeon(R) CPU E5-2420 v2) has 12 cores, 
each core is hyperthreaded into 2 cores, 
which results in 24 virtual cores.  

2.  Hardware type2 at Future SOC Lab with 
the following characterisations: Fujitsu 
RX600S5, operating system:  Ubuntu 13.04 
LTS X86_64, the RAM memory is 1024 
GB, Processor (4x Xeon X7550) has 32 
cores, each core is hyperthreaded into 2 
cores, this give 64 virtual cores. 

In multiple node installation, a cluster of four nodes 
was used with all the nodes having the same features:  

Hardware: Dell powerEdge R320, operating 
system: Ubuntu 14.04.3 LTS x86_64, RAM 

memory: 23 GB RAM, hard disk size: 
279.4GB disk, processor (Intel(R) Xeon(R) 
CPU E5-2420 v2) has 12 cores, each core is 
hyperthreaded into 2 cores, this give 24 vir-
tual cores. 

 

3 Findings 

We have obtained the following results: 
1. We proposed a method called Tetris and 

demonstrated that a smart marketing cam-
paign done with the help of Tetris analytics 
has a high potential for the increase of 
Telenor’s revenues. Making inferences 
from data, we recommend at which user 
categories the marketing campaign should 
be targeted. 

2. We have decided on the optimal implemen-
tation. The conclusions are based on the 
performance evaluation of spatial queries 
on cluster and multiprocessor, comparing 
SQL and noSQL databases: PostgreSQL, 
MongoDB, and Cassandra and considering 
four main types of spatial queries. 

3.1 Marketing with Tetris 
Under the assumption that the revenues are propor-
tional to the clientele’s size, the results demonstrate 
the possibility for a dramatic revenue increase, when 
Tetris is used compared to indiscriminative clientele 
expansion. In Figure 1, the revenue increase propor-
tional to the antenna capacity is depicted. The blue 
line is the revenue increase, if the user mix in the 
clientele stays as it currently is. The red line is the 
revenue increase, if the marketing campaign is dis-
criminative and relies on the Tetris’ recommenda-
tions. 

3.2 Not one size fits all!  

The results of the performance evaluation of trajecto-
ry queries on multiprocessor and cluster (depicted in 
Figures 2-5) are summed up to the following:  

1) Cassandra performs better than both Mon-
goB and PostgreSQL to handle queries that 
do not have special geographical features, 
such as sphere, earth coordinates or other. 
An example of such an optimal query is the 
Region query, which involves time only. 

2) Both Cassandra and MongoDB perform 
similarly on queries that have geographical 
features. 

3) MongoDB has a built in function for spatial 
queries, and this speeds up the query re-
sponse time. 

4) Stratio's Cassandra Lucene Index plug into 
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Cassandra speeds up spatial queries. 

In most cases we recommend the implementa-
tion with Cassandra. 

 

 

Figure 1: The revenue increases as the antennas’ 
capacity is increased, based on marketing with 

Tetris (red) vs current mix of clients (blue). 

 

 
Figure 2: Distance query execution time. 

 

Figure 3: K-nearest neighbor query execution 
time. 

 

Figure 4: Range query execution time. 

 

Figure 5: Region query execution time. 

4 Next Steps 

With respect to the methods, a number of dif-
ferent other analytics is being developed in 
around ten ongoing individual research pro-
jects, to mention a few:  

• refine the user categories based on 
mobility clustering,  

• give recommendations for the hospi-
tal to where to drive ambulances in 
the morning and how to move them 
during the week, depending on where 
people are,  

• Assess the client with respect to her 
impact on the network and calculate 
how financially justified the deploy-
ment of the network is in different 
geographical zones. 

With respect to the test-bed for the query effi-
cency, the following databases have not been 
included into the study and are of relevance:  

• graph database (Neo4j), 
• key-value based (Redis), 
• SAP HANA, and  
• Influx DB (for time-series data). 
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Abstract 

Ensemble methods (like random forests, quantile 
forests, gradient boosting machines and variants) 
have demonstrated their outstanding behavior in the 
domain of data mining techniques. 

This project focuses on literature research and de-
velopment of ensemble learning methods, in order to 
propose strong techniques to be considered for fur-
ther extensions of the SAP HANA PAL library.  

1 Project Idea 

In the first five Future SOC Lab periods, the Univer-
sity of Applied Sciences and Arts Dortmund success-
fully addressed the topic Data Mining on SAP HANA 
with their projects Raising the power of Ensemble 
Techniques and Performance Optimization of Data 
Mining Ensemble Algorithms on SAP HANA [1][2]. 
The initial project idea was to compare different 
opportunities, which enable the usage of predictive 
analytical techniques on SAP HANA.  
SAP is offering the Predictive Analysis Library 
(PAL), which contains more than 70 well-known 
algorithms in the fields of classification analysis, 
association analysis, data preparation, outlier detec-
tion, cluster analysis, time series analysis, link predic-
tion and others [3]. 
Starting with basic comparisons between SAP HANA 
PAL algorithms and R algorithms, they proceeded 
with implementing own data mining algorithms in 
different languages on SAP HANA. The final pro-
gramming result is a random forest implementation in 

C++, which was introduced in spring 2014. This kind 
of ensemble learning algorithm was not available in 
the PAL library in these days and thus it gave greater 
opportunities for analyzing data stored on SAP 
HANA. In comprehensive tests, the random forest 
implementation evinced itself as a strong and fast 
algorithm with convincing prediction results. [4] 
The project idea of the recent and upcoming Future 
SOC Lab periods is to support the SAP PAL devel-
opment team from Shanghai directly. In a first step, 
results of the preceding projects are utilized by deliv-
ering the random forest with additional documenta-
tions of the underlying concepts. In a second step, 
comprehensive research analysis of ensemble learn-
ing techniques is performed in order to support the 
PAL development team in the process of selecting 
and implementing ensemble methods for the PAL 
library. 
 
Why Ensemble Methods? 
Predictive statistical data mining has evolved further 
over the recent years and remains a steady field of 
active research. The latest research results provide 
new data mining methods, which lead to better results 
in model identification and behave more robustly 
especially in the domain of predictive analytics. Most 
analytic business applications lead to improved finan-
cial outcomes directly, for instance demand predic-
tion, fraud detection and churn prediction 
[5][6][7][8][9][10]. Even small improvements in 
prediction quality lead to enhanced financial effects. 
Therefore, the application of new sophisticated pre-
dictive data mining techniques enables business pro-
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cesses to leverage hidden potentials and should be 
considered seriously. 
Especially for classification tasks ensemble methods 
(like random forests) show powerful behavior 
[11][12][13] which includes that 
x they exhibit an excellent accuracy, 
x they scale up and are parallel by design, 
x they are able to handle  

o thousands of variables, 
o many valued categories, 
o extensive missing values, 
o badly unbalanced datasets, 

x they give an internal unbiased estimate of test set 
error as primitives are added to ensemble, 

x they are robust to overfitting,  
x they provide a variable importance and 
x they enable an easy approach for outlier detec-

tion. 
 
What are Ensemble Methods? 
The main idea of ensemble methods is to combine a 
set of models, in order to obtain a better composite 
global model, which can reach more accurate and 
reliable estimates or decisions than one single model. 
This base learning algorithm can be a decision tree or 
any other learning algorithm. 
Generally, it can be distinguished between two kinds 
of ensemble methods. Independent ensembles on the 
one hand, consist of models which can be trained 
independently from each other. Thus, the construction 
can be easily parallelized in appropriate multi-core 
environments like SAP HANA. Examples for the 
independent ensemble methodology are bagging and 
random subspace ensembles. [14] On the other hand, 
the models of a dependent ensemble mutually influ-
ence each other and are therefore interdependent. 
Because each model uses the knowledge of the previ-
ous models to adjust its construction, the ensemble 
has to be trained sequentially. Famous representatives 
of dependent ensemble methods are for example 
adaBoost, stochastic gradient boosting and iterated 
bagging. [15] 

2 Used Future SOC Lab Resources 

For this project a SAP HANA instance with the latest 
PAL revision and access to the HANA AFL SDK is 
provided. Access to the development environment of 
the AFL library is necessary for the implementation 
and integration of ensemble techniques into the PAL 
library. 

3 Findings 

The main deliveries of this project are the handover 
of the random forest implementation and correspond-
ing documentation as well as the results of the litera-
ture review on ensemble learning techniques. In this 
analysis, a selection of innovative and state-of-the-art 
ensemble algorithms are investigated and evaluated. 
Each ensemble method is considered with regard to 
its process, availability, application and performance. 

4 Next Steps 

The main objective of this project is to support the 
PAL team in perspective research and development 
tasks. The cooperation between the project team of 
the University of Applied Sciences and Arts Dort-
mund and the SAP HANA PAL team is terminated 
for one year and ends in September 2016. In the fol-
lowing, potential activities for the upcoming project 
period are listed.  
Activity “Support in selecting ensemble methods 
for PAL integration”  
In the recent project period comprehensive research 
was carried out to determine strong ensemble predic-
tion models. The first activity of the upcoming period 
is to support the PAL team in the selection process of 
those models, which should be integrated in the PAL 
library. All analyzed methods will be presented and a 
recommendation on the model selection will com-
plete this part. 
Activity “Support in implementing the selected 
ensemble methods”  
The second activity is to support the PAL team in 
implementing the selected models. It must be deter-
mined, for which models the implementation is ac-
companied and how this process can be supported 
effectively.  
Activity “Identification of a more user friendly 
development environment”  
In the earlier periods, the project team worked with a 
simple editor and without appropriate debugging 
opportunities, which makes coding inconvenient. For 
the next period it is important to set up a more user 
friendly development environment, if the project team 
is instructed to support the programming part as well.  
Activity “Open research tasks”  
There are still open research topics which were not 
considered in the preceding project periods. Thus, 
research on the following topics might be carried out: 
Anomaly detection  
Anomaly detection, also known as outlier detection, 
is a subarea of data mining. The goal is to identify 
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untypical or conspicuous data in a dataset. In prac-
tice, users are facing different problems by applying 
those methods, as for example choosing the right 
method and adjusting its parameters or dealing with 
sparse and bad labeled datasets. This activity com-
prises the identification of advantages and disad-
vantages of those methods, the determination of 
strong algorithms and their implementation on SAP 
HANA. [16] 
Machine learning on sparse data 
Many data mining methods do not work well on 
sparse data [17]. The goal is to carry out research on 
state-of-the-art solutions and to implement a selection 
of those algorithms on SAP HANA. 
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Abstract 

We integrated traceroute data from global-scale 
mapping projects to generate comprehensive Internet 
maps at different abstraction. In the next phase of the 
project, we conducted initial graph analyses with 
respect to identifying important nodes before we aim 
to assess Internet robustness via simulations. 

1 Internet Topology 

The purpose of the Internet as a globe-spanning net-
work is to enable connectivity among the billions of 
connected machines, i.e., each device should be able 
to communicate with every other device. Reliable 
information about the Internet topology is crucial to 
the development of effective routing algorithms, 
security purposes, robustness analyses, resilience 
management, and designing countermeasures against 
global surveillance. 
This project [1] aims at developing methods for cre-
ating and analyzing a large integrated set of Internet 
graphs at the IP-interface level as the basis for subse-
quent examinations. Our analyses include the search 
for bottlenecks and weak points in the entire Internet 
topology as well as in the topological connectivity of 
individual firms and services. 

2 Research Approach 

This project aims at advancing the understanding 
of the Internet topology by integrating empirical data 
into a multi-leveled graph model. The main emphasis 
of our research project is placed on both generating 
and analyzing a combined global-scale Internet graph 
at different topological abstraction levels (i.e., IP-
interface, Point-of-Presence PoP, Autonomous Sys-
tems AS).  

From now on, focus is being placed on the analy-
sis of the generated graphs.  

3 Related Publications 

The Institute of Information Systems at Humboldt 
University Berlin has been conducting research in the 
graph analysis domain for several years [1-9].  
In particular, robustness analyses and vulnerability 
assessments of the Internet at AS-level have been 
conducted. Large-scale graph analysis has also been 
applied on the Bitcoin transaction network.  
Further publications based on the current project are 
under development. 

4 Project Plan 

Our project requires powerful computation capa-
bilities based on the large-scale memory and multi-
core architecture of the HP Converged Cloud and the 
newly implemented SAP HANA Graph Engine. The 
project is structured in four phases.  

The first phase of the project consisted of data ac-
quisition and pre-processing. The second phase was 
concerned with extracting the graph at different 
granularities from the cleansed and combined raw 
data.  

The third phase deals with the actual graph analy-
sis of the extracted datasets, which is computationally 
expensive on such a massive scale. With the help of 
the computational power of HPI Future SOC Lab, we 
will probably be able to examine the centrality 
measures, clustering coefficients, shortest paths, and 
(strongly) connected components. 

The (now updated) fourth phase consist of attack 
and failure simulations of parts of the graphs con-
structed in phases 1 and 2. 
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While the first, second and parts of the third phase 
are already completed, the remaining steps are also 
planned to be carried out on the resources provided 
by the HPI Future SOC Lab [10]. 

5 Project Status and Results 

The project has successfully achieved major mile-
stones of the first, second and parts of the third phase.  

5.1 Phase 1: Data Integration 

During the “IPv6 Launch” on June 6, 2012, major 
ISPs permanently enabled IPv6 for their services and 
since then, more and more traffic has been routed 
with the new system. This is the main reason why 
this work considers data collected during the 
timeframe of June, 7 – June 20, 2012 as observation 
period. 

 An overview of the traceroute data sources that 
have been integrated in our project is given in Table 1. 
 iPlane CAIDA Carna DIMES RIPE 

Atlas 
RIPE 
IPv6L 

Size of 
raw data 

45.9 GiB 86.2 GiB 17.8 
GiB 

30.7 
GiB 

20.3 
GiB 

30.5 
GiB 

Number 
of files 

2,106 1,154 1 7 35 1 

Number 
of 
records 

264.6 mn. 203.3 mn. 67.0 mn. 21.0 mn. 20.9 
mn. 

10.3 
mn. 

Vantage 
points 

299 56 266,604 783 4,780 56 

Destina-
tion IPs 

127,566 195.7 mn. 63.0 mn. 2.3 mn. 39 4,323 

Number 
of traces 

112.9 mn. 105.6 mn. 41.8 mn. 15.1 mn. 4.1 
mn. 

1.8 
mn. 

Table 1: Integrated Traceroute Data Sources 

The acquisition and preprocessing of the data re-
sulted in a final combined dataset with 281.5 million 
unique traces for the observation period.  

To our knowledge this is the largest and most di-
verse dataset in a traceroute-based topology discov-
ery project so far and it establishes a thorough basis 
for the following graph extraction and analysis. 

5.2 Phase 2: Graph Extraction 

In Table 2, the fundamental statistics of the ex-
tracted graphs are shown (for the largest connected 
components, LCC). 

 
 IP Router PoP AS ISP 

Nodes  3,255,088 2,806,857 53,348 33,752 31,030 

Edges 8,544,788 5,039,348 102,591 122,561 113,489 

 IP Router PoP AS ISP 

Avg. 
degree 
!  

5.2501 3.5907 3.8461 7.2624 7.3148 

Table 2: Size Metrics of the Graphs (LCC) 
 

5.3 Phase 3: Graph Analyses 

We present some preliminary results of the graph 
analyses. The purpose of the average degree as a 
summary statistic of the degree distribution is to give 
an idea of how well the graph is connected in terms 
of neighbors. Degrees can also be seen as a centrality 
measure. 

 IP Router PoP AS ISP 

Minimum degree  1 1 1 1 1 

Maximum degree 14,023 13,874 4,329 5,376 6,593 

Avg. degree, k  5.25011 3.59074
1 

3.84610
5 

7.26244
4 

7.31479
2 

Exponent, γ 3.22154 2.13352 2.41165 2.21073 2.23117 

Standard Error 0.02885 0.00524 0.05981 0.01758 0.01698 

k!"#!"  219 23 39 7 6 

Table 3: Results for Degree Metrics 
 
One of the most commonly studied properties of 
graphs is the degree distribution. Figure 1 plots the 
degree CCDF for all topology levels in one diagram. 
There is a strong visual evidence for the power-law 
relationships for the degree distributions on every 
level. 

 
Figure 1: CCDF at different levels 

 
Distance measures investigate graphs from a global 
“flow of information” perspective.  
They are particularly interesting for traceroute-
collected topologies since the measurement approach 
itself resembles path taking through the network.  
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The main drawback of distance metrics is that their 
calculation is very resource demanding. That is why 
some distance metrics could not be calculated so far 
for either the IP or the router graph, even on powerful 
hardware and more than a month of calculation time. 
 

 IP Router PoP AS ISP 

Avg. shortest path 
length, d  

- - 4.2884 3.2060 3.1639 

Diameter, d!"# 46 45 15 7 7 

Avg. Eccentricity, 
ε  

- - 9.5710 5.5504 5.5476 

Radius - - 8 4 4 

Table 4: Results for Distance Measures 
 

5.4 Use of Hardware Resources 

The hardware provided by the HPI Future SOC 
Lab so far included three HP Converged Cloud 
Blades with 24 x 64-bit CPUs running at a frequency 
of 1.2 GHz on Ubuntu 14.04. Each of the three ma-
chines had 64 GiB memory and was equipped with 1 
TiB HDD. This configuration permits an extensive 
parallelization of tasks.  

The calculated results would not have been possi-
ble without the support of the HPI. For the intense 
calculations of the vulnerability analyses, the use of 
HPI Future SOC Lab resources is crucial. 

6 Conclusion 

The phases 1 and 2 of the project, data integration 
and graph extraction, have been completed. Also 
phase 3, initial graph analysis, has reached important 
milestones. 

In future work, we aim to conduct the further steps 
of the project, in particular the vulnerability analyses 
of phase 4. 
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Abstract

Recent advances for visual concept detection based
on deep convolutional neural networks have only
been successful because of the availability of huge
training datasets provided by benchmarking ini-
tiatives such as ImageNet. Assembly of reliably
annotated training data still is a largely manual
e↵ort and can only be approached e�ciently as
crowd-working tasks. On the other hand, user gen-
erated photos and annotations are available at al-
most no costs in social photo communities such
as Flickr. Leveraging the information available
in these communities may help to extend existing
datasets as well as to create new ones for com-
pletely di↵erent classification scenarios. In this
project, we therefore aim to reliably identify photos
relevant for a given visual concept category based
on a large set of automatically crawled Flickr im-
ages.

1 Introduction

Visual concept detection refers to the ability of
learning visual categories in order to automati-
cally identify new, unseen instances of these cat-
egories. Typically, this task is approached as a
supervised machine learning task: by using a re-
liably annotated dataset of example images sep-
arated into the categories the system should be
able to recognize, a machine learns distinguishing
features of the individual categories. Recently, ap-
proaches based on deep convolutional neural net-
works (CNN) have significantly improved over pre-
vious methods in terms of achieved classification
precision. In two previous FutureSOC projects
we have successfully evaluated the number of
training images required for a CNN to outper-
form standard Bag-of-Visual-Words approaches
[10] and compared the performance of a CNN
trained on outside data with the performance of

a CNN trained with no additional training data
[3]. Our results show, that CNNs benefit from
large amounts of training samples and even if pre-
trained on external data significant data is re-
quired in order to adjust a CNN to a new problem.

Acquiring manually annotated training data is a
time-consuming (the ImageNet project1 estimates
the overall human annotation time required to
support 40,000 categories by 10,000 individual im-
ages each to a total of 63 years), costly and error
prone (due to the highly subjective nature of the
task). On the other hand the World Wide Web
provides huge data sources of annotated visual
content almost for free. Photo sharing platforms
such as Flickr host billions of user-generated im-
ages2. The community aspect has motivated mil-
lions of users to manually annotate their images
with descriptive metadata such as image titles,
tags and descriptions in order to increase the vis-
ibility of their photos or share their content with
other users. Being able to exploit these informa-
tion as training data not only would enable en-
largement of existing datasets and categories by
additional images. Considering the potentially
unlimited vocabulary represented in user annota-
tions a huge variety of additional categories could
instantly be made available at almost no costs
(even across a multitude of di↵erent languages).

However, a major drawback of these user annota-
tions arising from the uncontrolled environment in
which they are generated is that they need to be
considered incomplete, highly subjective and not
necessarily related to the visual content of the re-
spective photo. This contrasts sharply with highly
reliable image annotations required for learning
visual concept classifiers and aimed at by initia-
tives such as ImageNet. Incompleteness – mean-
ing that not all photos which depict a specific vi-
sual concept are actually annotated with a textual

1
ImageNet: http://image-net.org/

2
Flickr reports to host more than 6 billion photos:

http://blog.flickr.net/en/2011/08/04/6000000000/
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label identifying that concept – is usually of mi-
nor importance due to the potentially unlimited
amount of annotated data available in photo com-
munities. Subjective annotations and annotations
with missing relevance to the depicted content,
however, pose a major challenge when trying to
retrieve images suitable to train a specific visual
concept classifier.
In this project, we aim to automatically select
photos – which are considered relevant to a given
visual concept label by a majority of users – from
a large collection of publicly available Flickr im-
ages. Our key assumption is that the majority of
all users in a community shares a common (and
thereby objective) interpretation of a visual con-
cept which is reflected by a similar language used
for annotation. We train a language model that
captures the inter-author agreement and extend
a query by using related terms (according to the
language model). Training a language model is
computationally costly. However, highly paral-
lelized implementations exist, which can make use
of multi-processor architectures as provided in Fu-
tureSOC lab.
Furthermore, we employ visual features extracted
by convolutional neural networks in order to re-
rank images based on their visual similarity. We
show, that a combined (textual as well as visual)
similarity measure leads to better, i.e. more rele-
vant images. CNN-based feature extraction makes
use of an implementation adopted for GPUs such
as the Tesla K20X as provided in FutureSOC lab.

2 Relevant Image Retrieval

2.1 Dataset

The Flickr platform provides a public API3 to
query their database and has already been used
by many research activities in the past as it has
become relatively easy to access a huge amount
of photos and metadata. As an example, the
MIRFLICKR-1M collection was published in [4]
and consists of 1 million images crawled from
Flickr. The selection of images has been made
based on the Flickr interestingness score – a mea-
sure that aggregates factors such as clickthrough
rate, user comments as well as users selecting
an image as favorite. Additionally, the dataset
provides authoritative metadata such as user tag
data.
In [2] we have analyzed Flickr photos and user
generated tags for relatedness. We’ve found out
that annotations next to identifying the depicted
content may also be used with an organizational
or viewpoint defining purpose. Thus, even when

3
The Flickr API: https://www.flickr.com/services/

api/

an annotation explicitly mentions a visual concept
this does not necessarily mean it is actually de-
picted. An algorithm that selects photos for us-
age as training data based on textual annotations
should therefore be able to identify these photos
as not being relevant for the respective visual con-
cept. Here, we define a photo being relevant for a
given visual concept if it depicts a clearly-visible
version of the scene or object without any major
occlusion.

2.2 Community Language Model

For the aforementioned reasons, selecting photos
solely based on the usage of the visual concept
term within the annotations will likely fail to pro-
vide relevant photos. However, when considering
the annotation context we assume that the ma-
jority of all users will use a similar vocabulary to
describe the content. As an example, a photo de-
picting a sunset in many cases will also contain an-
notations such as “sea”, “ocean”, “clouds”. When
extending the query for “sunset” by these addi-
tional terms the retrieved photos will tend to ex-
hibit higher relevance to the initial concept. Yet,
manual creation of an extended query vocabulary
per visual concept is prone to errors, subjective
and most likely does not capture every relevant
term.
In this paper, we therefore decided to learn anno-
tation relationships based on contextual similarity
immediately from the metadata corpus itself. This
not only reduces a potentially error-prone manual
query extension but also extracts additional terms
based on the community users’ applied vocabu-
lary.
The authors in [8] present a neural network based
approach to learn vector representations of single
words, accordingly named word2vec. Training is
performed in a completely unsupervised fashion –
given a su�ciently large corpus, such as textual
image annotations. A trained word2vec model al-
lows to make highly accurate predictions about
a word’s meaning based on past contextual ap-
pearances. The output of a word2vec model is a
vocabulary of all learned words and their respec-
tive vector representations. These can be used to
compute the cosine similarity of words.
For our experiments, we have used the skip-gram
implementation as provided in the gensim python
package [9]. By training a word2vec model on the
textual user annotations we enable extraction of
similar terms given a visual concept label accord-
ing to the language used by Flickr users. As an
example, we have extracted the 10 most similar
terms for the concept ’sunset’:
Apparently, our initial assumption of the model
being able to extract community specific related
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sunset dusk, sundown, sun, twilight,
sunrise, cloud, silhouette,
settingsun, nightfall, sky

terms holds: while terms such as ’sun’, ’sunrise’,
’cloud’ and ’sky’ could have also been manually
selected as plausible query extension, the artifi-
cial term ’settingsun’ can be only learned from
the data itself.

2.3 Visual Re-ranking

As discussed in Sect. 1 we aim at increasing rel-
evance by re-ranking candidate images based on
their visual similarity. It has been shown that fea-
tures extracted from the activation of a deep con-
volutional neural network which has been trained
to separate individual visual concept categories on
a large dataset can be reused and adapted to novel
classification tasks [1, 11].
In order to obtain compact visual feature repre-
sentations we make use of these findings by train-
ing a deep convolutional neural network on the
ILSVRC-2012 dataset4. Model training is con-
ducted using a Tesla K20 GPU provided at the
Future SOC Lab in order to significantly reduce
training time (total training time was about 5–6
days, depending on the number of iterations). Our
implementation uses the Ca↵e CNN implementa-
tion [5] and extends from the successful architec-
ture presented in [6].
In our experiments, we have used the vector of ac-
tivities of the penultimate, fully-connected (sev-
enth) layer (fc7) as feature descriptors, obtaining
a 4,096 dimensional descriptor vector per image.
We extracted the fc7-features for all images in the
MIRFLICKR-1M collection. Using an NVIDIA
Tesla K20 GPU, feature extraction took about 3
hours.
Wen compute the similarity of two candidate im-
ages by computing the cosine similarity of their
respective layer-7 activity representations.

2.4 Experimental Setup

We test our approach on 10 selected visual con-
cept categories. These categories comprise 8
object-level concepts (’airplane’, ’bicycle’, ’boat’,
’bridge’, ’car’, ’dog’, ’flower’, and ’tiger’) and 2
scene-level concepts (’beach’ and ’mountain’) and
follow the categories chosen by the authors in [7].
We preprocess all tags by running lemmatization
and stopword removal. Currently, we focus on En-
glish language only meaning that any other lan-

4
ImageNet Large Scale Visual Recognition Chal-

lenge 2012 (ILSVRC2012): http://www.image-net.org/

challenges/LSVRC/2012/

guage is ignored for preprocessing. Analysis of
the downloaded metadata corpus shows that users
add an average of |tags| = 12 unique tags per
photo (µ = 12.429,� = 10.235). We therefore set
the window size for training our word2vec model
to w = |tags|/2 = 6 words and ignore all words
with a total frequency of f < 5. We train 300-
dimensional feature vectors on the tag data and
compute the k = 20 most similar terms for each
visual concept label. Table 1 shows the concept la-
bels and the (top-10) most similar terms according
to our model.
The advantages of our model become easily vis-
ible: not only are relevant synonyms extracted
(e.g. airplane: [aircraft, aeroplane, plane]) but
also terms obviously related to the concept are se-
lected (e.g. beach: [sand, ocean, shore]). Further-
more, frequent instances (e.g. flower : [dahlia, spi-
derwort, hyacinthaceae], car : [ford]) are extracted
as well as translations of the original concept into
di↵erent languages (e.g. dog : [chien]). Similarly,
the model captures sub- and superclass relation-
ships (e.g. boat : [fisherboat, sailboat, sailingships]
and tiger : [flickrbigcats]) automatically from the
dataset without having to extract them from an
external knowledge base.
Based on these 20 most similar terms, we con-
struct an extended query including the visual con-
cept label. For each concept we then select those
photos from the collection that best match the ex-
tended query assuming that images ranked higher
are more likely to be relevant candidate images.
We therefore rank images based on the number of
query terms found in the respective tagset.
Visual re-ranking is applied to further increase the
relevance of the top ranked images. We assume
that the highest ranked image based on our ex-
tended query exhibits a high relevance for the vi-
sual concept and therefore re-rank the remaining
images based on visual similarity to the top candi-
date. We compute the cosine similarity on the ex-
tracted deep feature representations as presented
in Sect. 2.3.

3 Results

We compare our approach to a simple baseline al-
gorithm (thus referred to as baseline hereafter),
which selects photos based on whether or not the
tagset contains the visual concept label (i.e. with-
out any query extension). The number of candi-
date images based on this simple approach is con-
siderably large. We therefore randomly sample
n = 200 images for each visual concept category
to evaluate the accuracy of the baseline method.
In order to evaluate a potential gain in accuracy
by the individual steps, we have separately eval-
uated retrieval results based on the learned lan-
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Table 1: Visual concept labels and most similar
terms according to skip-gram community language
model

concept similar terms

airplane aircraft (0.90), aviation (0.88),

aeroplane (0.86), plane (0.85), jet

(0.85), airliner (0.84), jetliner (0.82),

cockpit (0.81), regionaljet (0.78),

planespotting (0.77)

beach sand (0.78), ocean (0.70), shore (0.70),

surf (0.69), wave (0.68), sea (0.67),

zwemmen (0.64), kontikiinn (0.62),

lowtide (0.62), capehenlopenstatepark

(0.61)

bicycle bike (0.88), cycle (0.88), cycling

(0.85), citycycling (0.77), cyclist

(0.77), bikelanes (0.77), bikelane

(0.76), ridealong (0.76), citycycle

(0.76), biking (0.76)

boat sailing (0.79), ship (0.79), sail (0.77),

moored (0.74), dock (0.74), yacht

(0.73), fishingboats (0.73), sailboat

(0.73), sailingship (0.72), port (0.72)

bridge suspensionbridge (0.62), river (0.61),

suspension (0.56), footbridge (0.56),

swingbridge (0.53), building (0.52),

brigde (0.52), riverhumber (0.51),

barge (0.51), reka (0.51)

car automobile (0.79), auto (0.76),

sportscar (0.76), convertible (0.74),

coupe (0.74), luxurycar (0.73), 6car

(0.72), sedan (0.72), customcar (0.71),

ford (0.71)

dog puppy (0.89), canine (0.81), mutt

(0.78), k9 (0.77), terrier (0.77), chien

(0.76), interestingdogsposes (0.76),

retriever (0.75), doggy (0.75), pup

(0.74)

flower bloom (0.74), daisy (0.72), flora

(0.71), dahlia (0.70), spiderwort

(0.69), hyacinthaceae (0.69),

columbine (0.68), petal (0.68),

flowercloseup (0.68), coneflower (0.67)

mountain peak (0.73), hiking (0.69),

mountainrange (0.68), snowcapped

(0.68), valley (0.67), glacier (0.66),

mountaineering (0.65), alpine (0.65),

treck (0.64), gipfel (0.63)

tiger flickrbigcats (0.61), pantheratigris

(0.59), amurtiger (0.57), siberiantiger

(0.56), cub (0.56), whitetiger (0.55),

tigercub (0.55), sumatrantiger (0.55),

bengaltiger (0.55), eagle (0.54)

guage model as well as based on additional vi-
sual re-ranking. Since both approaches generate
ranked result set, we take the top n = 200 ranked
candidates for evaluation. Evaluation results are
reported as average precision scores corresponding
to the area under the precision-recall-curve.
The results reported in Table 2 show the superi-

ority of the proposed method. In general, the ap-
proach based on visual re-ranking of the results
obtained from the trained language model out-
performs the baseline approach as well as ranking
based on textual features only. There are two ma-
jor exceptions: While the results obtained for the
category “airplane” based on the language model
clearly outperform the baseline approach, we see a
significant drop in the reported average precision
when applying visual re-ranking. This is likewise
true for “car” where the baseline approach even
outperforms the textual model by 2%. When con-
sidering the top ranked image used as seed image
for visual re-ranking for both classes we see that
the image ranked highest according to our lan-
guage model for the category “airplane” actually
depicts an airport (although the number of found
vocabulary tags indicate a high relevance for the
“airplane” category). Visual re-ranking is there-
fore based on an airport image and fails to capture
essential features of airplanes. Similarly, the high-
est ranked image for the category “car” actually
depicts the rear light of an old car. Both misclas-
sifications heavily decrease the achieved AP score
and thus also a↵ect the mean average precision
score which is therefore slightly worse for the com-
bination of language model and visual re-ranking.
To avoid this in future, we plan to include more
than just the top ranked photo for computation of
visual similarities. A approach that we consider is
to train a single-class SVM classifier based on the
top-n highest ranked candidates according to our
language model.

4 Future Work

The work presented here is only a first step to-
wards exploitation of community photo data for
visual concept classification. As discussed we aim
to include further annotation data such as title,
description and Flickr group information into our
language model. Second, we aim to optimize pa-
rameters such as the number k most similar terms
used to extend our initial query. Furthermore, we
will train a classifier that considers the top-n can-
didate images to improve visual re-ranking. Fi-
nally, we will test the retrieved results in classifi-
cation scenarios, i.e. we will evaluate the perfor-
mance achieved by visual concept classifiers when
trained on photos returned using our methods.
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Table 2: Comparison of proposed approaches for
relevant image retrieval. Skip-gram is our ap-
proach based on the proposed community lan-
guage model only. Skip-gram+vr denotes results
obtained after additional visual re-ranking. Re-
ported scores are average precision. Best results
are marked in boldface.
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Abstract

The OntQA-Replica project aims to improve the per-
formance of ontology-based query answering in dis-
tributed databases by employing a preprocessing pro-
cedure (including a clustering step and a fragmenta-
tion step): for efficient query answering, data records
that are semantically related are grouped in the same
data fragment. In this report we discuss applications
of SAP HANA Predictive Analysis Library (PAL) and
R for the clustering step.

1 Introduction

Flexible query answering [2] offers mechanisms to in-
telligently answer user queries going beyond conven-
tional exact query answering. If a database system is
not able to find an exactly matching answer, the query
is said to be a failing query. Conventional database
systems usually return an empty answer to a failing
query. In most cases, this is an undesirable situation
for the user, because he has to revise his query and
send the revised query to the database system in order
to get some information from the database. In contrast,
flexible query answering systems internally revise fail-
ing user queries themselves and by evaluating the re-
vised query return answers to the user that are more
informative for the user than just an empty answer.
Unfortunately, finding related answers at runtime by
consulting the ontology for each query is highly ineffi-
cient. Hence it is decisive to apply some preprocessing
to the data that enables a more efficient retrieval of re-
lated answers to a user’s query.

user

rewrite &

redirect

Fragment 1:

cough,

bronchitis,

asthma

Fragment 2:

brokenLeg,

brokenArm

cluster &

fragment

Table column:

cough,

brokenLeg,

bronchitis,

brokenArm,

asthma

query

Figure 1: Ontology-based fragmentation

2 Ontology-Based Fragmentation

In previous work [6], a clustering procedure was
applied to partition the original tables into frag-
ments based on a relaxation attribute chosen for anti-
instantiation. Finding these fragments is achieved by
grouping (that is, clustering) the values of the respec-
tive table column (corresponding to the relaxation at-
tribute) and then splitting the table into fragments ac-
cording to the clusters found.
We assume that each of the clusterings (and hence the
corresponding fragmentation) is complete: every value
in the column is assigned to one cluster and hence ev-
ery tuple is assigned to one fragment. We also assume
that each clustering and each fragmentation are also
non-redundant: every value is assigned to exactly one
cluster and every tuple belongs to exactly one fragment
(for one of the relaxation attributes); in other words,
the fragments inside one fragmentation do not overlap.
To enable ontology-driven query answering, when a
user sends a query to the database, the term (that is,
constant) that can be anti-instantiated has to be ex-
tracted, the matching cluster has to be identified and
then the user query has to be rewritten to return an-
swers covering the entire cluster.
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3 Choosing a Clustering Algorithm

The example data set consists of a table (called ill)
that resembles a medical health record and is based
on the set of Medical Subject Headings (MeSH [5]).
The table contains as columns an artificial, sequen-
tial tupleid, a random patientid, and a disease chosen
from the MeSH data set as well as the concept iden-
tifier of the MeSH entry. We varied the table sizes to
allow for different test runs. The smallest table con-
sists of 56,341 rows (one row for each MeSH term), a
medium-sized table of 1,802,912 rows and the largest
of 14,423,296 rows (obtained by duplicating the orig-
inal data set 5 times and 8 times, respectively). A
clustering is executed on the MeSH data based on the
concept identifier (which orders the MeSH terms in a
tree); in other words, entries from the same subconcept
belong to the same cluster.
The objective of this project is to cluster the MeSH
Dataset, and since the number of subcategories is
known, a partitioning clustering algorithm (like [1])
is the most appropriate option. K-means [3] and K-
medoids are two popular and effective partitioning al-
gorithms which differ from each other based on the
construction of the cluster representatives. Partition-
ing clustering algorithms generate various clusters as
output based on the desired number of partitions, con-
sidering some criterion. In other words, partitioning
clustering simply splits a set of data items into clusters
(subsets), so that each data item is not allowed to be in
more than one cluster. Clusters are normally detected
by iteratively relocating data items between subsets.

4 Experimental Evaluation

Our prototype implementation – the OntQA-Replica
system – runs on a distributed SAP HANA installation
with 10 database server nodes provided by the Future
SOC Lab of Hasso Plattner Institute.

4.1 Clustering with PAL

SAP HANA offers some approaches to move appli-
cation logic into the database. Utilization of applica-
tion functions is the most practical one, which with
the performance of complicated computations can be
improved effectively in the database in comparison
with the application sever level. Application Func-
tion Libraries (AFL) of SAP HANA include both the
Business Function Library (BFL) and The Predictive
Analysis Library (PAL). The first one contains func-
tions for common business calculations, while the sec-
ond one has predictive algorithms, including classi-
fication, clustering, association, and more advanced
functions. The AFL archive is not part of the HANA
appliance, and must be installed separately by the ad-
ministrator. Since this project deals with clustering of

the MeSH dataset, PAL is considered as our target li-
brary. In order to confirm the successful installation
of PAL and its functions, three public views are sup-
posed to be checked: sys.afl areas, sys.afl packages
and sys.afl functions.
In Predictive Analysis Library (PAL), K-means clus-
tering as a method of cluster analysis is implemented
using functions which can be called from within
SQLScript procedures. In order to use the PAL func-
tion, there are two important steps that should be fol-
lowed: first, a procedure which wraps the PAL func-
tion must be created from within SQLScript code and
in the second step, it should be called.
Another partitioning clustering method associated to
the K-means algorithm is K-medoids. The algorithm
is based on medoids calculation as the centroids. In
PAL, in order to generate the related procedure, the
function name in an AFLLANG procedure generation
should be set to ’KMEDOIDS’. The signature table
has the same records as mentioned for K-means.

4.2 Clustering with R

R is an open source programming language which is
very popular among statisticians and data miners be-
cause of its great ability to process and analyze ad-
vanced data in terms of volume or complex structure.
SAP HANA database requires to be integrated with R,
so that embedded codes written in R can be processed
in-line as a part of the overall query in the SAP HANA
database context. This gives the possibility of mak-
ing use of R environment for specific statistical func-
tions. SAP does not ship the R environment with the
SAP HANA database, so the integration between them
needs to be configured by administrator.
The kmeans function from the stats package in R is
one the partitioning clustering algorithms. The given
data are clustered by the K-means method, which aims
to partition the points into k groups such that the sum
of squares from points to the assigned cluster centers
is minimized. At the minimum, all cluster centers are
at the mean of their Voronoi sets (the set of data points
which are nearest to the cluster center). PAM (Parti-
tioning Around Medoids [4]) function is a more pow-
erful version of K-means which is present in the clus-
tering package of R. Medoids are similar in concept
to means or centroids, but medoids are always mem-
bers of the data set. The pam-algorithm is based on the
search for k representative objects or medoids among
the observations of the dataset. After finding a set of k
medoids, k clusters are constructed by assigning each
observation to the nearest medoid. The goal is to find k
representative objects which minimize the sum of the
dissimilarities of the observations to their closest rep-
resentative object. By default, when medoids are not
specified, the algorithm first looks for a good initial
set of medoids (this is called the build phase). Then it
finds a local minimum for the objective function, that
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is, a solution such that there is no single switch of an
observation with a medoid that will decrease the objec-
tive (this is called the swap phase). Compared to the
K-means approach in kmeans, the function pam also
accepts a dissimilarity matrix, and it is more robust
because it minimizes a sum of dissimilarities instead
of a sum of squared euclidean distances.

4.3 Experiments

The columns mesh and concept from original table ill
are the two main columns on which the clustering will
be performed. The columns mesh and concept refer
to a medical term and its location in the MeSH tree
respectively. Since each medical term has a fixed lo-
cation (the values of concept are unique), the concept
can be taken into account as identifier of each medical
term. The most important point in deploying the K-
means clustering is that it only works on a numeric
data. The K-means algorithm implemented in PAL
and R are slightly different from each other. While
K-means solely accepts numeric data as input in R,
PAL claims to have the ability of processing categor-
ical data as well as numeric data. In the K-means al-
gorithm implemented in PAL, if a column is of cat-
egorical type, it will be converted to a binary vector;
it means that there should be other columns in inte-
ger or double data types in addition to the categorical
column.

Since both mesh and concept columns are of categor-
ical data and there is no other numeric column, the
K-means algorithm in PAL and R is not able to per-
form the clustering results. One solution is to map
categorical data to a binary matrix. The problem is
that creating such a numeric matrix for large-scale data
is both inefficient and impractical. Another solution
is to convert categorical data to numeric data. Since
the data type of column concept is alphanumeric (a
combination of alphabetic and numeric characters) i.e
A08.637.600.500, the conversion would be achieved
in two steps. First the alphabetic character should be
mapped to a number, and then the whole string to a
number by removing the separator dot (“.”). The K-
means clustering algorithm in PAL was executed on
1000 records of the ill table based on the mapped ta-
ble as the input table and DISTANCE LEVEL is set
to Euclidean distance, MAX ITERATION to 100 and
INIT TYPE to Patent of selecting the init center (se-
lecting centroids). The K-means function of R was
performed on the new data table (1000 records) on the
SAP HANA platform. The problem was the unstable
results; the contents of the clusters changed by every
execution. Therefore PAM function of R is considered
which produced stable clustering result. A maximum
iteration of 100 and euclidean as the metric was set for
the PAM function.

5 Conclusion and Future Work

The results show that PAM clustering function of R
is more efficient in comparison with K-means of PAL
library in big data clustering operations. The main
reason is that the results of K-means are strongly af-
fected by the initial guess of centroids. The four sug-
gested methods (First k observations, Random with re-
placement, Random without replacement and Patent
of selecting the init center) for centroid selection in
K-means function of PAL library have weak perfor-
mance, therefore it led to a relatively unsatisfactory
result. A major research question that remains is how
to parallelize the clustering step on multiple servers to
make the approach fully scalable.
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Abstract
Security event logs are an essential tool to detect
and monitor attacks in computer networks. How-
ever, the number of log events produced in big IT
landscapes can grow up to multiple billions per
day. Current log management solutions (Security
Information and Event Management (SIEM)) can-
not even closely normalize such huge amounts of
data and therefore disable the tracking of attacks
in real-time, which means that the log data re-
mains unusable for attack analysis. As result of our
project, we present an approach to fully normalize
event logs in high-speed by making use of estab-
lished high-performance inter-thread messaging in
conjunction with a hierarchical knowledge-base of
log formats and parallel processing on multiple low-
end systems. Using our approach, we are able to
process more than 145 000 events/sec on a single
machine and can therefore easily handle more than
10 billion events/day, which is enough to handle
av-erage and peek loads of log data from big
enterprise networks.

1 Event Normalization
In order to understand the presented improvements
in event normalization, we first want to give a short
overview of the whole process of normalization and
where parallelization can be utilized. Figure 1 pic-

tures the workflow of normalization. At the begin-
ning of the workflow a log file or one or multiple
servers produce logs. These logs are collected at a
central place by the Log Receiver component.

Normalization

Log Receiver

File Reader

Syslog 
Receiver

Message 
Distributor

...

Normalizer

Normalizer

Normalizer

OLF 
Distributor

Figure 1: Normalization Process for Event Logs

When the log data is received, it is split up into
separate log events, which are then forwarded to
the Normalization component. Within the Normal-
ization component, multiple workers then take over
the processing of the logs and normalize it into Ob-
ject Log Format (OLF). After the normalization,
all logs are forwarded for further processing to the
OLF Distributor.

From the overview, it is obvious that both dis-
tributors are a bottleneck in the processing. Usu-
ally, the log receiving can be handled by a few
workers, because there is no heavy processing to
do. The normalization, however, is very processing
intensive and needs as many resources as possible
and therefore relies on multi-threading. A major
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challenge we face in the normalization is to transfer
data structures from multiple producers (Log Re-
ceiver) to multiple consumers (Normalization). An
approach to this challenge is discussed in Section 2.

One Normalizer performs normalization with the
help of a hierarchical knowledge base. The concept
for this kind of normalization has been discussed in
our paper [1] and has proven to be highly e�cient.
The main idea of normalization is to use Named-
Group Regular Expressions (NGREs) to match a
log line and then use named groups to extract
the properties for a newly created normalized OLF
event.

2 High-Performance Inter-
Thread Communication

Figure 1 shows that normalization is highly depen-
dent on the exchange of event data through the dis-
tributors. Taking traditional programming models,
this problem of exchange is usually solved with so
called blocking queues.

2.1 Blocking Queue Approach
A blocking queue is a thread safe queue implemen-
tation that allows a producer thread to put ele-
ments into the queue, while one or multiple con-
sumers wait on the queue for incoming events.

In case the queue is empty, the thread blocks and
wakes up as soon as the producer puts in a new ele-
ment. While this model is su�cient for exchanging
sporadically incoming elements, it does not perform
for a high number of incoming elements, because
many CPU time is spent for blocking.

We have used blocking queues for our implemen-
tation of normalization, so far. The results for this
normalization can be found in the evaluation part
of our paper [1]. On average, we could reach around
37 000 events/sec with 8 threads1 , which is already
remarkably high, but can be improved.

2.2 Disruptor Pattern Approach
To increase normalization speed, the so called dis-
ruptor pattern[2] can be used. This pattern is based

1Virtual Machine (Debian 7.8, 32GB RAM(dedicated),
16 cores(dedicated)) on VMware ESXi host with 256GB
RAM and 8x Intel Xeon X7560 CPUs @ 2.27GHz

on the exchange of elements through a so called ring
bu�er and was developed with high-throughput in
mind. Because of the parallel access of threads to
slots in the bu�er, there is no lock required. As
soon one thread puts in new data, other threads
can read it when they see it.

Because of the promising performance gain, we
have implemented the disruptor pattern in our pro-
totypical Real-Time Event Analysis and Monitor-
ing System (REAMS) SIEM to achieve an even
higher event throughput. However, to achieve best
performance, we had to find the optimal configu-
ration of the disruptor’s ring bu�er size and the
number of producers and consumers. According to
the documentation of the disruptor, the ring bu�er
size should be a power of 2.

Using the machine from the blocking queue im-
plementation of our normalization, we have tested
various combinations of ring bu�er sizes from 27

to 222 slots and normalization threads from 1 to
16 (number of cores on the target machine). By
normalizing 10 million Apache web logs, we could
find the optimal speed of 64 503 events/sec with the
combination of 11 normalization threads and 213

bu�er slots.
As a result of our tests, we could already de-

duce that the disruptor performance is gener-
ally higher than the blocking queue performance.
Both approaches have almost continuously increas-
ing throughput up to 11 threads. At the point
of the highest di�erence, the disruptor has a
10 755 events/s higher throughput, which estimates
to around 20%.

3 Achieving a Lock-Free Im-
plementation

Although there are already good results from
the disruptor, we saw a performance drop at 11
threads. While looking for possible reasons for this
behavior, we encountered repeated locking behav-
ior in the normalization threads, although the dis-
ruptor is supposed to be lock-free.

We were able to pinpoint this locking to one of
the programming libraries we used, which were not
obviously needing this locking. By replacing and
rewriting the a�ected code sections with lock-free
code, we could immediately encounter huge perfor-
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Figure 2: Performance of fully lock-free normalization threads with 16 cores

mance improvements for the normalization threads,
as shown in Figure 2.

The lock-free implementation allows us to scale
up to a throughput of more than 140 000 events/s
with around 16 threads, which is more as dou-
ble (+125%) the speed as the best throughput of
our previous implementation. Additionally, there
is now a much more stable growth than before, be-
cause now there is no lock contention blocking the
processing.

4 Conclusion
In this project, we have shown how multiple billions
of events/day, being typical for big enterprise net-
works, can be normalized in real-time, making an
immediate attack analysis, e.g. via an in-memory
database, possible. While Gartner categorizes a
throughput of more than 25 000 events/s as large
setup, this still cannot account for peeks in incom-
ing log events for big enterprises. However, espe-
cially such peeks can indicate an malicious activity
going on. With our results, we can even handle the
normalization of security logs in such occasions.

Our performance comparisons have shown, that
a single node can already achieve a normalization
throughput of up to 145 000 events/s with a lock-
free disruptor implementation.

For future research, we would focus on the fast
persistence of the normalized events, so that they
are available for further processing in the database,

such as for anomaly or misuse detection.
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Abstract

Elastic scaling allows cloud-based data management
systems to handle unpredictable load changes by dy-
namically adding or removing resources. Dynamic re-
source (de)allocation increases the system utilization
and reduces the operational cost. In this proposal we
perform a large-scale evaluation of costs and SLAs in
elastic data stream management systems. In our eval-
uation we focus on strategies, which decide where the
load is moved.

1 Introduction

Due to a constantly changing workload the utilization
of cloud-based systems constantly varies. The utiliza-
tion of a typical cloud-based system rarely exceeds
30% [11]. The major goal of all providers of cloud-
based systems is to maximize their utilization while
guaranteeing service level agreements (SLAs) for end
users. Maximizing the utilization can be achieved
by dynamically allocating and de-allocating resources
(hosts). However, the higher the utilization of a given
system the more difficult it is for such a system to ful-
fill user specified SLAs, such as latency and through-
put guarantees. This fundamental trade-off is the main
motivation driving the research behind the elastic scal-
ing of data management systems.
In our current research we focus on elastic scaling
of data stream management systems [6, 8] and pub-
lish/subscribe systems [3]. Our concepts have been
implemented within a prototype, which uses differ-
ent scaling as well as optimization techniques in order
to achieve the best trade-off between utilization and
user-specified SLAs. Our previous research focused
on identifying the right scaling policies and determine
which operators to move. We like to use the opportu-
nity offered by the HPI Future SOC Lab to study an
open problem in our system: the question on which
host to place the moved operators. We used simplistic
heuristics for this purpose so far [6, 8]. In a next step,
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Figure 1: Architecture of FUGU

we want to evaluate these heuristics in more detail and
derive novel algorithms suited best to our use case.
In this report, we summarize the results we achieved in
context of the HPI Future SOC Lab Fall 2015. First,
we describe the architecture of our prototype in more
detail in Section 2. The operator placement problem is
introduced in Section 3 and some preliminary results
are presented in Section 4. Finally, we describe some
conclusions and possible next steps in Section 5.

2 Background

The concepts presented here are implemented as an
extension of the elastic data stream management pro-
totype FUGU [6, 7] (see Figure 1). The existing
system consists of a centralized management compo-
nent, which dynamically allocates a varying number
of hosts. The manager executes on top of a distributed
data stream management engine, which is based on the
Borealis semantic [1].
The data stream management system processes con-
tinuous queries, which can be modeled as directed
acyclic graphs of operators. Our system supports
primitive relational algebra operators (selection, pro-
jection, join, and aggregation) as well as additional
data stream processing specific operators (sequence,
source, and sink). Each operator can be executed on
an arbitrary host and a query can be partitioned over
multiple hosts. The number of hosts is variable and
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dynamically adapted by the management component
to changing resource requirements.
The centralized management component serves two
major purposes: (1) it derives scaling decisions, in-
cluding decisions on allocating new hosts or releasing
existing hosts, and assigns operators to hosts; and (2)
it coordinates the construction of the operator network
in the distributed data stream management engine.
The management component constantly receives
statistics from all running operators in the system.
Based on these measurements and a set of thresholds
and parameters, it decides when to scale and where
to move operators. Typically, these thresholds and
parameters are manually specified by the user. Our
system supports the movement of both stateful (join
and aggregation) and stateless operators (selection,
sink, and source). A state of the art movement proto-
col [6, 13] ensures an operator moves to the new host
without information loss.

2.1 Threshold-based Elastic Scaling

The scaling approach used by the FUGU server is il-
lustrated in Figure 2. A vector of node utilization mea-
surements (CPU, memory, and network consumption)
and a vector of operator utilizations are used as input
to the Scaling Algorithm. The Scaling Algorithm de-
rives decisions that mark a host as overloaded or the
system as underloaded. The Operator Selection algo-
rithm decides which operators to move and the Oper-
ator Placement algorithm determines where to move
these operators.
The default scaling strategy of FUGU is threshold-
based, namely, a set of threshold rules are used to de-
fine when the system needs to scale. These thresholds
mark either the entire system or an individual host as
over/underloaded. A threshold rule describes an ex-
ceptional condition for the consumption of one major
system resource (CPU, network, or memory), which
triggers a scaling decision in FUGU. Some examples
for these rules include:

1. A host is marked as overloaded if the CPU utiliza-
tion of the host is above 80% for three seconds.

2. A host is marked as underloaded if the CPU uti-
lization of the host is below 30% for five seconds.

The threshold-based rules need to be used care-
fully [5]. In particular, the frequent alternating al-
location and deallocation of virtual machines, called
thrashing, should be prevented. Several steps are taken
in FUGU to avoid thrashing. First of all, each thresh-
old needs to be exceeded for a certain number of con-
secutive measurements before a violation is reported.
This number is called the threshold duration. In ad-
dition, after a threshold violation is reported, no addi-
tional scaling actions are done for the corresponding
host for a certain time interval called a grace period
(or cool-down time).
The load in a data stream management system is par-
titioned among all operator instances running in the
system. Therefore, each scaling decision needs to be
translated into a set of moved operators. The first
problem is to identify which operators to move. This
identification is done by the Operator Selection algo-
rithm. If the system is marked as underloaded, it se-
lects all operators running on the least loaded hosts.
For an overloaded host, the Operator Selection algo-
rithm chooses a subset of operators to move in a way,
that the summed load remaining on the host is smaller
than the given threshold. FUGU models this decision
as a subset sum problem [9], where the operators on
the host are the possible items and the threshold rep-
resents the maximum sum. We use a heuristic, which
identifies the subset of all operator instances whose ac-
cumulated load is smaller than the threshold and no
other subset with a larger accumulated load fulfilling
this condition exists. All operators selected by this al-
gorithm are kept on the host; the remaining operators
are selected for movement.
The selected operators are the input of the Operator
Placement algorithm, which decides where the opera-
tors should be moved. An operator can only be moved
to a host, if the host has enough remaining CPU, net-
work and memory capacity. The used heuristics can
try to fulfill different objectives as discussed in the next
section.

3 Operator Placement

The primary task of the operator placement is to as-
sign operators to hosts in a way that the total number
of hosts is minimized. Bin packing algorithms [4] are
a well known solution to achieve this objective. A bin
packing algorithm searches for an assignment of a set
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of items to a set of bins. Each item has a weight and
each bin has a capacity. The goal of a bin packing al-
gorithm is to assign each item to exactly one bin in a
way that (1) the number of bins is minimized and (2)
the sum of the weights of all assigned items is smaller
than the capacity of the bin. In the context of FUGU,
an operator represents an item and its CPU usage its
weight. A host is modeled as a bin with its CPU re-
source as the capacity. In addition, we use network
and memory consumption as sub-constraints.
We implemented three well-known bin packing meth-
ods to study their performance for our problem:

FirstFit iterates over all available hosts based on the
host ID, starting with host 1. An operator is
placed on the first found host with enough capac-
ity.

BestFit always studies all available hosts before plac-
ing an operator. The operator is placed on the
host, which has enough capacity and the largest
utilization of all hosts with enough capacity. This
approach should minimize the unused capacity
on all used hosts.

WorstFit always studies all available hosts before
placing an operator. The operator is placed on the
host, which has enough capacity and the smallest
utilization of all hosts with enough capacity. This
approach tries to achieve a balanced load between
all used hosts.

These heuristics are well-studied and known for their
good performance in terms of minimizing the number
of used hosts. However, the problem for our elastic op-
erator placement is slightly different, because the op-
erator placement is executed not only once, but each
time an overload or underload is detected. Therefore,
the derived decision might be a good solution for the
current situation, but can result in some drawbacks for
later decisions. In our experiments, we observed, that
using the BestFit heuristic increases the probability of
overloaded hosts, because operators are always moved
to hosts with already high load. Similarly, the scale
in decision becomes very expensive for the WorstFit
heuristic as all hosts have comparable load. Therefore,
we introduced a novel heuristic, called Utilization-
based FirstFit, to overcome these problems.

3.1 Utilization-based FirstFit

The major idea behind our novel heuristic is to place
the load always on non-critical hosts. These hosts are
not closed to get overloaded and are also not likely to
be released with the next scale in decision. A charac-
teristic example of such a host is a host with a load
close to the medium between lower and upper uti-
lization thresholds. The heuristic sorts all hosts with
enough capacity based on how critical they are and

starts always with the non-critical hosts first. After-
wards, it places the moved operator on the first host of
the list.
We use two metrics to determine how critical a host
is: its current utilization and the utilization trend. The
utilization is categorized into five classes: very low
(below the lower utilization threshold), low, medium,
high, very high (above the upper utilization threshold).
The three classes low, medium, high are derived by
equally partitioning the interval between lower and up-
per threshold into three partitions. Based on the de-
scribed heuristic, the hosts are sorted using the fol-
lowing class ordering: Medium, Low, High, Very-
Low, VeryHigh. If two or more hosts belong to the
same class, we sort them based on the recent utiliza-
tion trend. The utilization trend describes the observed
slope of the utilization in the last ten measurements.
The slope is determined using linear regression. Hosts
with a negative slope (a decreasing utilization) are a
preferred target for moved operators.

4 Preliminary Evaluation

We evaluated the different bin packing heuristics us-
ing the hardware provided by the HPI Future SOC lab.
Our tests were executed on 10 VM’s with 2 cores and 2
GB RAM each. A major effort during our experiments
was dedicated to setup our deployment inside the HPI
Future SOC lab on these new VM’s. The novel setup
requires also a set of initial experiments to adjust sys-
tem and workload parameters.
Afterwards, we run several experiments for five dif-
ferent workloads, two workloads from the energy do-
main and three based on Twitter data [6, 8]. All ex-
periments where run with the same utilization thresh-
olds, an upper threshold of 0.8 and a lower threshold
of 0.3. Each experiment lasted for 60 minutes. We
use two major metrics for our evaluation: the mon-
etary cost and the total number of moved operators.
We use a pay per use model according to the Amazon
EC2 [2], which charges $0.135 per virtual machine per
hour. We scaled the reservation time and the prices
to a minimum usage time of one minute due to the
short experiment duration. The total number of moved
operators are used as an indicator for the effects de-
scribed previously. A wrong placement decision may
lead to many additional operator movements in sub-
sequent scaling decisions. For both metrics a smaller
value is preferred.
The achieved performance for different bin packing
heuristics is presented in Figure 3. The results show
for all workloads a huge difference in the number of
moved operators for different methods, e.g. for the
workload Twitter Week1 the method FirstFit moved up
to 120 operators, while WorstFit only moves 38 oper-
ators. Overall, our novel method UtilFirstFit moves in
average the smallest number of operators of all stud-
ied heuristics. Also the monetary cost varies based on
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Figure 3: Evaluation Results for Different BinPacking Methods

the used bin packing heuristic, however with a signif-
icantly smaller variation. Overall, the smallest mone-
tary cost is measured for the heuristic BestFit.
We conclude, that the used bin packing heuristic in-
fluences both the achieved monetary cost and number
of moved operators. However, the influence of the bin
packing heuristic on both metrics is smaller than for
the used thresholds [7, 8] and operator selection strat-
egy [6]. The studied heuristics clearly show a trade-
off between these two metrics, where no single best
heuristic can be identified. We also saw certain poten-
tial to improve the results of well established heuristics
by a novel heuristic tailored to our problem. However,
a more carefully evaluation and improvements of the
used approach is required.

5 Conclusion

Elastic scalability is an important property of modern
data management systems as it is the key to provide
a cost efficient execution. This requirement is espe-
cially important for data stream management systems,
where the workload varies significantly due to chang-
ing data stream rates. In context of the HPI Future
SoC Lab Fall 2015 we analyzed the elastic scaling data
stream management system, where we focused espe-
cially on operator placement algorithms. These algo-
rithms decide on which host to move an operator. We
studied different well-established heuristics and com-
pared them with a novel heuristic. We saw some tun-
ing potential based on some early results, but the stud-
ied heuristics indicate a clear trade-off between the to-

tal number of moved operators and the monetary cost.
In the next period of the HPI Future SOC Lab, we
like to continue this study. Especially, we like to in-
crease the number of experiments and tune the pre-
sented heuristics. In addition, we like to study alterna-
tive approaches proposed by other authors in context
of similar problems, including min-cut graph partition-
ing [10], online bin packing [14] or tabu search [12].
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Abstract

The paper presents an attempt to translate the fluid-
flow approximation algorithm into the ETL process,
designed and run using SAP Data Services tool. In
particular we investigate possible and efficient meth-
ods to easily customize and manage the modelling pro-
cess. The preliminary results of our research indicated
that modelling using ETL process is possible and al-
lows to perform fast data analyzes during model cal-
culations.

Introduction & Project idea

Modern computer networks are constantly subjected to
transient queue analysis. The main aim of modelling
time-dependent flows and the dynamics of router
queues changes is to have a possibility to predict QoS
factors, such as packet loss probability and queuing
delays. To achieve that we need efficient modelling
tools. The ideal program should be able to generate,
process and store large amounts of data, that are the
results of the numerical calculations. However, the
analysis of the changes in vast computer networks,
like the Internet, assumes iterative, step-based calcu-
lations on large structures that depend on each other,
so parallelization capabilities are limited. Therefore,
the project aims to explore the possibility of transfer-
ring the modelling logic into an ETL process, which is
much more customizable and user-friendly for an end
user.
The project is an extension of the previous projects
entitled “Modelling wide area networks using SAP
HANA in-memory database” and “SAP HANA Graph
Engine as a network modelling tool”.

Fluid-flow approximation model

There are few methods of modelling time-dependent
flows, such as: Markov chains, diffusion approxima-
tion and fluid-flow approximation. However, the most
adequate approach for modelling transient states in
wide area networks, including the Internet, is the fluid-
flow approximation, [2, 1]. The method uses first-
order ordinary linear differential equations for calcu-
lations that are solved numerically.
The two basic model equations focus on the changes
of the queues in the nodes on the path, eq. (1) and
the changes in transmission rates in particular TCP
flow, eq. (2). The modification of queue length in one
router is defined as the input stream reduced by output
stream. In turn, the window grows in the absence of
loss on the path, and decreases otherwise.
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Besides the variations of actual window size, the
changes in a single flow are dependent on the Round
Trip Time, eq. (3), that is the time needed for infor-
mation about the current network state to propagate
through network. RTT values are calculated as the to-
tal queue delays in all nodes defined along the connec-
tion and the total link propagation delay.
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The routers additionally have mechanisms preventing
overloading their buffers, such as RED, which proac-
tively drop packets when queues exceed certain estab-
lished thresholds with probability p
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where x is the weighted average queue length and
t

min

, t
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are the thresholds values.
The fluid-flow differential equations are solved nu-
merically. However, if we consider a thousand- and
million-node topologies, the calculations generate a
large amount of data - for 134023 nodes, 50000 flows
and 1000 modelling steps, we obtained more than 50
mln of generated rows for losses, 50 mln for flows and
134 mln for routers. The standard solution is to cre-
ate a dedicated software structure for storing and ana-
lyzing the obtained data. However, we must take into
account the two main goals:
1) to mine the knowledge of processes and states of the
network in a short period of time;
2) to be able to perform a variety of complex relation-
ship analyzes in the network.
In such cases the use of the dedicated structure leads to
the necessity of development of new code, each time
the new demand comes. Thus, the more universal so-
lution appears to be the modelling with the use of the
database, in particular the ETL processes, that feed the
database with generated data.

Methodology & Findings

The studies assumed the implementation of fluid-flow
model as ETL job using SAP Data Services and its
execution to obtain the numerical calculations. As a
result, we analyzed some interesting cases extracted
from collected data using SQL queries.
The implementation phase focused on the possibil-
ity to implement numerical logic. The fluid-flow
algorithm, fig.1, was divided into two parts: ini-
tialization (initial step) and calculations (loop over
steps, fig.2). Within each part the data were pro-
cessed. In initialization, the values (such as queue
length, congestion window size, drop probability, etc.)
were computed in time t = 0. In calculations, in
turn, the values were computed within the time range
[step size; total time].
Few methods were tested in order to obtain full push-
down of the logic into the SAP HANA database. In
this paper we select exemplary data flow, within which
the flows parameters per single step were computed,
fig.3, fig.4.
The research showed that the main benefit of the
presented approach are the flexibilities of modifica-
tion and testing the solutions. Moreover, during the
load (calculations) the data successively appear in the

Figure 1: ETL Job View - the main components of
the algorithm

Figure 2: ETL Loop View - the elements of the cal-
culations part

Figure 3: ETL Data Flow View - one of few tested
methods of computation of parameters within sin-
gle step for all flows

Figure 4: ETL Data Flow View - the method of sav-
ing the computed routers and flows parameters at
the end of each step

database, thus the detection of changes in the network
can be performed in the meantime. However, at the

64



moment the time efficiency of the solution leaves a lot
to be desired.
The analysis performed over the data can be very fast
(up to few second, depending on the complexity). The
possibility to extract knowledge from the data is only
limited by the ability to write the query in SQL lan-
guage. Here we demonstrate the answers to few exem-
plary questions about network changes and the results.

• The 15 highest percentage queue loads in partic-
ular moment in time (t = 13 s)

SELECT hr.idrouter,
hr.queue/r.buffer*100 AS load
FROM HistRouters hr
INNER JOIN Routers r
ON r.idrouter = hr.idrouter
WHERE time = 13
ORDER BY load DESC, idrouter

Input set records without filters: 134 157 023.
Records processed: 134 023.
Query executed in: ⇡ 320 ms.

• The highest value of RTT time in secs
(t 2 [0; 100]

SELECT MAX(rtt)
FROM HistFlows

Input set records: 50 050 000.
Records processed: 1.
Query executed in: ⇡ 1.7 ms.

• Loss rates in flows in particular time interval
(t 2 [50.01; 60])

SELECT idflow, time, loss
FROM Losses
WHERE time BETWEEN 50.01 AND 60
ORDER BY time, idflow

Input set records without filters: 44 559 219.
Records processed: 4 594 719.
Query executed in: ⇡ 2.64 s.

• The most frequently congested router (above
50%, t 2 [0; 100])

SELECT c.idrouter, c.cnt
FROM
(
SELECT hr.idrouter,
COUNT(hr.time) AS cnt
FROM HistRouters hr
INNER JOIN Routers r
ON hr.idrouter = r.idrouter
WHERE hr.queue/r.buffer*100>=50
GROUP BY hr.idrouter
) c
INNER JOIN
(
SELECT MAX(cnt) AS maxcnt
FROM
(SELECT hr.idrouter,
COUNT(hr.time) AS cnt
FROM HistRouters hr
INNER JOIN Routers r
ON hr.idrouter = r.idrouter
WHERE hr.queue/r.buffer*100>=50
GROUP BY hr.idrouter)
) m
ON m.maxcnt = c.cnt
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Input set records without filters: 134 157 023.
Records processed: 54 457 002.
Query executed in: ⇡ 3.66 s.

Future SOC Lab resources

During the project we used the HPI Future SOC Lab
HP DL980 G7 server having i. a. 4 x Xeon (Nehalem
EX) X7560 and 1 TB RAM. The calculations were
performed by running the ETL job using SAP Data
Services.

Conclusions & Next steps

The use of the conjunction of ETL process and SAP
HANA database resulted in flexibility of the solution,
especially in logic modifications, and the capabilities
of fast data analysis. The research has showed that
the fluid-flow equations can be modelled as ETL job,
which is much more customizable than standard native
code implementation.
As a next step we will focus on further time-based op-
timization of the ETL algorithms.
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Abstract 

Usability nowadays plays an important role in the se-
lection process of business information systems. Espe-
cially in the context of user-centric development, the 
usability of such systems gains more and more im-
portance for customers. Therefore, we implemented 
an integrated framework for the dynamic usability im-
provement for software users and an analytics dash-
board for software developers. The implementation is 
based on an integrated front-end framework called 
SAP UI5-Framework and the in-memory database 
SAP HANA to ensure optimal computational power 
for resource-intensive calculations. 

1 Introduction 

The project Real-time Usability Improvement for 
Business Information Systems aims at investigat-
ing the dynamic workflow improvement of pro-
cess-based information systems. The purpose of 
the investigation is that nowadays the usability of 
such systems plays an important role in the selec-
tion process of supporting software. This is espe-
cially true in the context of user-centric develop-
ment, where the usability of business information 
systems is a crucial characteristic of differentia-
tion [1]. However, measuring the usability of 
such systems by automated means as well as their 
dynamical enhancement has not extensively been 
studied. The intention is to evaluate an approach, 
which improves the usability of web-based busi-
ness information systems in real-time [2]. Differ-
ent concepts are evaluated, which build on data 
gathering methods from web analytics to provide 
logging mechanisms for user interactions at a de-
tailed level and subsequently process this data by 
means of data analytics and process mining meth-
ods. For the evaluation of the existing concepts, 
there are certain research objectives and chal-
lenges, which have to be processed. An important 
aspect is to determine which data has to be col-

lected from user interactions. Since a large num-
ber of data is logged during the usage of business 
information systems, an adequate hard- and soft-
ware architecture is very important. In this pro-
ject, we focused on a general problem, which is 
related to the correspondence of interaction data 
mining and process mining techniques in the con-
text of business information systems. In particu-
lar, the following research questions have been 
investigated: 

RQ1: Can existing concepts be implemented on 
an in-memory database architecture?  

RQ2: Can SAP HANA-specific functionality help 
to improve and accelerate the implementation of 
these concepts?  

Against this background, the remainder of this re-
port is structured as follows: Section 2 describes 
the research approach that our findings are based 
on. Next, section 3 shortly elaborates on the real-
time usability improvement framework, which is 
based on the SAP HANA in memory database, 
before section 4 reports the actually prototype im-
plementation and section 5 concludes the report 
and gives an outlook on follow-up projects.  

2 Research Approach 

The research described in this article is based on 
the concept of architectural prototyping originat-
ing from software architecture development. An 
architectural prototype in that regard represents a 
learning and communication vehicle for the dif-
ferentiation of styles, features and patterns of a 
system under development and helps to explore 
and evaluate the best alternative in the develop-
ment process [3]. The main objective of the ap-
proach relates to problems regarding the applica-
tion of adequate process mining techniques with 
respect to calculated metrics and data from the 
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field of usability. The problem is faced in an iter-
ative manner: by using a repetitive cycle contain-
ing a feedback loop, techniques and correspond-
ing parameters are incrementally refined. Figure 
1 visualizes the employed four-step research ap-
proach with the possibility of multiple iterations 
in phases two and three, which are executed on 
the IT basis infrastructure provided by the HPI 
Future SOC Lab consisting of a SAP HANA In-
Memory Database (24 cores, 250 GB of RAM). 
The software prototype builds on the HANA XS 
application base.  

 
Figure 1: AP research approach 

3 Real-Time Usability Improvement 
Framework 

As mentioned before, within this project we im-
plemented certain fragments of our already exist-
ing real-time usability framework [2] on the pro-
vided hard- and software architecture to ensure 
that the initial requirements of the framework are 
considered in the implementation phase.  

The implementation of the framework is gener-
ally divided in three different phases. The phases 
are integrated in a comprehensive framework and 
executed sequentially, as shown in Figure 2. 

 
Figure 2: Three Phases of Dynamical Improvement 

They provide a summary of the individual steps 
of the real-time usability improvement frame-
work. In the following, we briefly summarize the 
different phases and outline a short application 
scenario for the current implementation stage of 
the framework.  

In Phase 1, user interaction data is collected by 
an appropriate data gathering service based on 
java script methods which are executed on the re-
spective client. The collected data is directly 
stored in an in-memory database to provide for 
instant analyses. The gathered data is stored be-
cause we want to provide the necessary infor-
mation for classical process mining techniques 
like caseID, eventID, timestamp, activity in real-
time. The developed gathering methods are di-
rectly adaptable to every SAP UI5 application. In 
this context, we further need some specific data 
for the web analytics metrics of SAP UI5 appli-
cation. Therefore, there we also collect targetId, 
targetView, routingArguments etc. This metrics 
can be used in the context of software develop-
ment, to further improve future development cy-
cles. To present the data in an adequate way, we 
developed a dashboard for developers to support 
the presentation of the metrics in the first step. 
The dashboard is called sAnalytics Explorer (see 
Figure 4) and displays results of the web analytics 
and process mining analyses conducted in the 
next phase.  

Phase 2 describes metrics like the total number 
of sessions that have been executed with a busi-
ness information system, or the average duration 
of the sessions. Within this project and for the 
purpose of testing, we gathered the data and cal-
culated the metrics for the usage of the applica-
tion dashboard itself. A selection of the calcu-
lated web analytics metrics is shown in Figure 3 
on the left side in the section “General Overview” 
[4]. The dashboard also shows multiple filtering 
options for selecting the data. On the left sidebar, 
there is an application chooser. This way, it is 
possible for developers to track multiple applica-
tions in real-time. Furthermore, there are some 
options in the initial dashboard to discover the log 
data which are logged on every single click of the 
user. Besides the distribution of sessions per day, 
we also have the possibility to see which operat-
ing system or device people used to process tasks 
in the application. Furthermore, there are certain 
other calculations regarding process mining that 
are already implemented in the prototype. For 
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process mining, it is an essential step to prepro-
cess the log data as a first step. This is necessary 
for certain aspects like complexity reduction and 
process discovery [5]. For this reason, we prelim-
inary implemented certain clustering approaches, 
namely methods for sequence clustering. These 
methods are used to combine similar sequences 
within a data log to ensure an understandable pro-
cess model before applying process discovery in 
a subsequent step [5]. The implementation of a 
visualization for clustering-related task is shown 
in Figure 4 below. 

 
Figure 4: Custom sequence mining 

In the upper half of the figure, we implemented 
an editor, to define custom sequences, which are 
comparable to certain steps in the application. 
Those sequences can then be checked against the 
collected log data. This makes it possible to see 

which processes in the application are really exe-
cuted and which sessions they belong to.  

In Phase 3, the actually workflow improvements 
based on the calculated metrics are determined. 
The implementation of this phase is still subject 
to ongoing research and, thus, not part of the pro-
totype yet. For the implementation, there are also 
some refinements for phases 1 and 2 necessary in 
order to provide a solid base for the calculations 
and real-time improvement techniques [2]. Cur-
rently existing process mining methods need to 
be extended to provide, for instance, prediction 
possibilities for next process steps etc. 

4 Implementation 

To implement the prototype, we used certain SAP 
HANA-specific functionalities like stored proce-
dures for data processing as well as the mining of 
sequences. Since the standard SAP HANA PAL 
library does not provide the necessary functional-
ity for the calculation, we used the SAP HANA 
interface to integrate the statistical tool R [6]. The 
R engine therefore had to be installed on the same 
server infrastructure provided by the HPI Future 
SOC Lab to enable calculations based on stored 
procedures. Furthermore, the R calculation en-
gine was extended by a specialized library called 
TraMineR [7]. This extension is especially suita-
ble for simple sequence analysis.  

Figure 3: Entry screen of the sAnalytics explorer 
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5 Conclusion and Outlook 

The project Realtime Usability Improvement for 
Business Information Systems further extends 
fundamental work that has already been con-
ducted in [2]. Within this project period, we im-
plement parts of the already developed concepts. 
Regarding Figure 2 the current state of the imple-
mentation is that we finished phase 1 and almost 
phase 2. Phase 3 is planned to be implemented in 
the following project period. Besides the exten-
sion of the analytical dashboard, we also will de-
velop a tool to support the project management 
process, a so called staffing tool for internal and 
external employees. This tool constitutes the base 
for intended evaluations in the futures. 

The implementation described in this article 
showed that the SAP HANA XS platform pro-
vides an adequate infrastructure for the concep-
tual implementations. Furthermore, SAP HANA 
specific functionalities like stored procedures in 
connection with external libraries largely facili-
tated the development process. 
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Abstract 
 
Deception has always been a problem in a society with 
fierce competition to be the best and reach the top or 
purely for malicious intent. It is difficult to differentiate 
truth from lies. This even more so on social media 
platforms where a recipient of information is to rely on 
words, images and video only to make final judgements 
on a person’s authenticity about themselves and their 
actions. The research at hand proposes to classify 
social media deception and build an identity deception 
indicator to protect the innocent; especially minors 
with little experience in applying intuition on whether 
they are being lied to.  
 
 
1 Project idea 

 
To evaluate deception in social media it is important to 
first understand what it is. Deception is defined as 
“The action of deceiving someone” and deceit defined 
as “The action or practice of deceiving someone by 
concealing or misrepresenting the truth” [1].  
 
Even after many years it remains difficult to detect 
deception. Humans are still preferred to use intuition 
and facts above technology. An example of this is the 
polygraph test results which are not admissible as 
evidence in a court trail [2]. A jury is still ultimately 
entrusted with a ruling on a person’s innocence at the 
end. Research studies have however found that humans 
themselves are also not too good at detecting deception 
and are a mere 4% better than having picked a result by 
chance [2] [3]. 
 
Deception is just as prevalent in social media platforms 
than in any other facet of daily life [3]. With social 
media, deception has become global and can now reach 
anyone online. It is also hard to distinguish whether 
someone is telling the truth without physical contact to 

that person. In the past a person’s body language or 
voice pitch, for example, could have given away their 
intention to deceive.  
 
Within social media many threats exist, for example: 
Social spying, catfishing, online grooming, sexting, 
social 419 scams, email spamming, online 
blackmailing and cyber bullying [4] [5] [6]. Many of 
these threats have an element of deception. Deception 
can have severe consequences; even online. In 2014 a 
14-year-old boy was groomed via online gaming 
platforms and lured to a house where he was eventually 
murdered [7]. 
  
It is thus important to find means of addressing the 
threats brought about by deception. We are particularly 
interested in preventing deception and protecting 
minors with our research case study although education 
has also been noted as another means [8].  
 
Existing methods of prevention are either not 
predictive or do not include the heterogeneous 
attributes of social media data. With non-predictive we 
mean that the technology is built to exclude deceivers 
rather than predicting any malicious activity whilst 
happening. There will always be new ways to deceive 
and we believe it will be impossible to keep up with 
new prevention techniques which will not disable 
‘good’ people from using the network as intended.  
 
With this research project we propose to build an 
identity deception indicator as early warning to 
authorities of potential deception on a social media 
platform. The research project has been divided into 
various processes discussed in more detail during 
previous research papers. The focus of this phase of the 
research was to add more data to the initial sample big 
data social media dataset. This specific process is 
highlighted in green in figure 1.   
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Figure 1: The project process diagram 
 
1.1 Main deliverables 
 
The main deliverables of 2015 were: 

x To gather a big dataset for the experiment 
consisting of minors. 

x To add more data to the current identified 
accounts as well as their friends and 
followers. 

x To automate the collection process to run in a 
background process for other research to 
continue 

x To clean, enrich and transform the data. 
x To understand the data through variable 

inspection. 
x To explore machine learning algorithms for 

enrichment and addition of more variables to 
the research at hand. 
 

2 Use of HPI Future SOC Lab resources 
 

To summarize the following resources were used for 

the research at the HPI Future SOC lab: 
 
x Twitter: The Twitter4j Java API was used to dump 

the data needed for the experiment in a big data 
repository.  

x Hortonworks Hadoop 2.3:  For the purposes of this 
experiment HDP Hadoop runs on an Ubuntu 
Linux virtual machine hosted in “The HPI Future 
SOC”- research lab in Potsdam, Germany. This 
machine contains 4TBs of storage, 8GB RAM, 4 x 
Intel Xeon CPU E5-2620 @2GHz and 2 cores per 
CPU. Hadoop is well known for handling 
heterogeneous data in a low-cost distributed 
environment, which is a requirement for the 
experiment at hand. 
 

Flume: Flume is used as one of the services 
offered in Hadoop to stream initial Twitter 
data into Hadoop and also into SAP HANA.  

 
Ambari: For administration of the Hadoop 
instance and starting/stopping the services like 
Flume. 

  
Note that we have upgraded our Hadoop instance 
from version 2.2 to a stable version of 2.3 to 
enable the use of Spark potentially in the next 
phase of the project. 

x Java: Java is used to enrich the Twitter stream 
with additional information required for the 
experiment at hand and automate the data 
gathering process. 

x SAP HANA: A SAP HANA instance is used 
which is hosted in “The HPI Future SOC”- 
research lab in Potsdam, Germany on a SUSE 
Linux operating system. The machine contains 
4TBs of storage, 2TB of RAM (1.4TB effective) 
and 32CPUs / 100 cores.  The in-memory high-
performance processing capabilities of SAP 
HANA enables almost instantaneous results for 
analytics.  
 

The XS Engine from SAP HANA is used to 
accept streamed Tweets and populate the 
appropriate database tables. 
 

Note that we moved to a SAP HANA instance 
with more dedicated memory to handle to queries 
on the large datasets more effectively. 

x Machine learning APIs: Various tools are 
considered to perform classification, analysis and 
apply deep learning techniques on the data. These 
include the PAL library from SAP HANA, SciPy 
libraries in Python, Spark Mlib on Hadoop and the 
Hadoop Mahout service. We have dropped 
Graphlab from the set as Spark seems to be more 
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superior. 
x Visualization of the results will be done using the 

libraries of Python or visualization already in SAP 
HANA and not HTML as originally planned. 

 
The following ancillary tools were used as part of the 
experiment: 
 

x For connection to the FSOC lab we used the 
OpenVPN GUI as suggested by the lab. 

x For connecting and configuration of the Linux 
VM instance we used Putty and WinSCP 

x For connecting to the SAP HANA instance 
we used SAP HANA Studio (Eclipse) 1.80.3 
 

3 Findings in the Spring 2015 semester 
 

The purpose of this phase of the research project was 
to increase the size of our existing dataset. The initial 
dataset was a proof of concept which served us well 
during the previous semester. 
 
We enhanced the Java application pulling data from 
Twitter into SAP HANA to 
x Use 10 Twitter accounts running in separate 

threads in parallel 
x Comply to the rate restrictions employed by 

Twitter 
x Sleep threads when rate limits have been reached 
x Appropriate logging of the process for audit trail 

purposes 
 
We are happy that we are now able to pull in the region 
of 2 million tweets per hour unaided into SAP HANA. 
 
To this point we have been able to accumulate over 1 
million original tweets containing words on ‘school’ 
and ‘homework’. From this set we extended the dataset 
with additional tweets of the person, their friends and 
followers to over 1billion tweets to data as shown in 
figure 2. This dataset is in the region of about 800GB. 
We believe that the automation of this process will 
now enable us to reach our initial goal of 2-4TB of 
data. 

 
 
Figure 2: Twitter dataset 

 
The SAP HANA instance, virtual machine and storage 
was provided by the HPI FSOC research lab and the 
following is worth mentioning: 

x There were no issues in connection. 
x The lab was always responsive and helpful in 

handling any queries. 
x The environment is very powerful and more 

than enough resources are available which 
makes the HPI FSOC research lab facilities 
ideal for the experiment at hand 

 
Overall we found that the environment and its power 
enabled the collection of a big dataset without issue. 
The support of the HPI FSOC research lab is 
appreciated. 
 
4 Next steps for 2016 

 
The next steps in the project is to continue with the 
investigation and analysis of the variables available in 
the big dataset.  
 
Three datasets have been created for initial 
investigations: 
 
•        63,226,778 with 29,517 accounts (top3200 
tweets -> 38GB) 
•        21,446,745 with 29,517 accounts (top1000 
tweets -> 12GB)  
•        4,764,733 with 6,846 accounts (top1000 tweets 
pulled March only -> 3GB)  
 
We aim to enhance the dataset with potential data from 
other social media sites like Facebook and LinkedIn. 
We strive to have an initial identity deception indicator 
at the end of the next semester. 
 
The deliverables for this phase are: 

x To clean to data based on initial findings from 
previous data interrogation 

x The enhance the dataset with data from other 
social media sites 

x To add more variables for experimentation 
x To apply various different machines learning 

techniques in both SAP HANA and Hadoop 
x To evaluate the results from these techniques 

and identify enriched variables 
x To experiment with methods of identifying 

useful variables and weight their importance 
x To produce an initial identity deception 

indicator per online persona 
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Abstract

To evaluate the applicability of privacy policy lan-
guage concepts, we present an exemplary application
scenario that involves the provisioning of Hyrise in-
memory database instances in an OpenStack-based
cloud environment. For both Hyrise and OpenStack,
we point out implementation approaches for integrat-
ing certain policy attributes into the existing compo-
nents. However, local testing is merely adequate in
order to derive reliable statements about the correct
behavior of policy enforcement mechanisms in dis-
tributed, cloud-based setups. Using nested virtualiza-
tion, we address this deficiency by providing a testbed
that resembles the basic properties of a production-
grade environment.

1 Introduction

In this report, we discuss the technical implications
of employing policy language concepts discussed in
[3] by example of the use case scenario illustrated
in Figure 1. The scenario includes numerous users,
where each user requests an instance of the Hyrise-R
in-memory database in a Platform as a Service (PaaS)
like manner. However, users impose certain require-
ments regarding attributes ranging from the coarse-
grained properties such as data center location to fine-
grained requirements like database configuration pa-
rameters. The policy decision point (PDP) acts as the
main entry point for users requests. While Figure 4
depicts the PDP as a centralized component, its ac-
tual implementation strategy might vary. Based on the
policies specified by a user, the PDP routes requests
through a series of policy enforcement points (PEP)
in order to comply with the respective policies. With
policy language concepts at hand, users can impose re-
quirements on service providers by annotating their re-
quests accordingly. On the coarse level, requirements
such as geolocation or Quality-of-Service (QoS) might
be expressed, whereas the fine-grained level can be
used to specify application specific demands like avail-
ability properties or user rights.

Figure 1: Use case scenario: Users request in-
stances of the Hyrise-R in-memory database and
annotate their requests with certain policy de-
mands. The policy decision point (PDP) acts as the
initial entry point and routes requests through a se-
ries of policy enforcement points (PEP) to process
the requests accordingly.

The scenario demonstrates that multiple components
have to cooperate in order to consider policy require-
ments on all levels. In Section 2, we discuss the techni-
cal facilities within Hyrise-R to achieve different levels
of availability. To illustrate this, we provide different
QoS-levels of the database service and leverage inter-
nal mechanisms of the database (k-safety, replication)
to satisfy the associated availability policies.
In Section 3, we consider requirements for certain
availability policies as well as restrictions on the ge-
ographic locality of the services provided in the con-
text of OpenStack. Furthermore, we propose a frame-
work that allows us to evaluate the dependability of
policy enforcement mechanisms. Using nested virtual-
ization, a federated OpenStack setup comprising mul-
tiple regions provides the means for performing fault-
injection experiments and performance evaluations in
a repeatable environment.

2 Policy Implementation in Hyrise-R

This section discusses the implementation of policy
language concepts in the scope of the database clus-
ter Hyrise-R. It starts with an introduction of the in-
memory database Hyrise and describes its main-delta
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architecture and flexible table layout. We have imple-
mented a scale-out extension of Hyrise, called Hyrise-
R. After giving an overview of the architecture and key
concepts, we discuss policy features that are supported
by the design of Hyrise-R.

2.1 In-Memory Database Hyrise

Hyrise is an in-memory research database, implement-
ing a main delta architecture like SAP HANA [13].
Tuples in the main partition are stored dictionary com-
pressed with a sorted dictionary to support efficient
vector operations and optimized range queries. New
tuples are inserted in the write-optimized delta parti-
tion with an unsorted dictionary as trade-off for better
write and reasonable read performance. The periodic
merge process moves tuples from the delta to the main
partition [9]. Hyrise supports a flexible hybrid table
layout to store attributes corresponding to their access
patterns [7, 6]. A columnar arrangement is well-suited
for attributes which are often accessed sequentially,
e.g., via scans, joins, or aggregations. Attributes ac-
cessed in OLTP-style queries, e.g., projections of few
tuples, can be stored in a row-wise manner. Hyrise ex-
ploits an insert only approach and multi-version con-
currency control with snapshot isolation as default iso-
lation level [14].

2.2 Database Cluster Extension Hyrise-R

We extended Hyrise with the capability to form a
database cluster. The extension is called Hyrise-
R [15] and the implemented distribution approach can
be classified as lazy master replication [5]. A query
dispatcher is the user’s access point for submitting
database requests and propagates the queries to appro-
priate cluster nodes. A single database instance, called
master node, is responsible for transaction handling.
The master node sends its log messages, describing the
physical data changes, to the other cluster instances,
called replicas. The replica nodes update the data with
the log information to keep in sync with the master
node. To detect node failures, the master node sends
heartbeat requests to the replicas.

2.3 Policy Features in Hyrise-R

Our goal is to employ policy language concepts in
Hyrise-R. The user will not only be able to store and
query data in Hyrise-R but also to describe policy
properties. However, replication, i.e., storing the same
data on each node of the database cluster, does not
support all policy features. Given a Hyrise-R cluster
spread over multiple instances, the user can only store
the data on all or none of them. This subsection covers
selected policy properties, supported by the design of
Hyrise-R.
We implemented Hyrise-R for read scalability and
availability. The number of database cluster nodes

can be increased to scale the read throughput. The
dispatcher will distribute incoming reads among all
cluster nodes. Besides scalability, a higher number
of Hyrise instances in the cluster increases availabil-
ity. We will implement K-safety for Hyrise. K reflects
the number of replicas in the cluster. These replicas
can take over the role of the master node in case of a
node failure. This requires a failover mechanism and
an approach replicating data changes before transac-
tions commit.
The geolocation of cluster instance, i.e., the identifica-
tion of the real-world geographic location of the com-
puter running the database, is a further policy prop-
erty a user or PDP may want to control in database
cloud scenarios. However, the desired policy proper-
ties may conflict. On the one hand legal requirements
may forbid distributing data and storing it in specific
countries. On the other hand companies may want to
store their data in different clouds or geolocations to
increase availability or decrease latencies. The dis-
patcher can propagate database requests to instances
located close to the user to reduce response latency.
Policy languages can describe access control and
rights management. We distinguish database users and
their privileges. Privileges can be classified into object
and system priviledges. Object priviledges specify end
users’ rights on database objects, i.e., tables, indices
and procedures. They describe for example which
SQL operations, e.g., select, insert, update, delete, cre-
ate, alter, drop, the user is allowed to execute and grant
to others and whether he can debug database opera-
tions. System priviledges concern the administration
of the database, e.g., logging, backups, user manage-
ment.

3 OpenStack cloud federations

As cloud computing becomes more and more popular,
there is an increasing number of implementations to
offer various cloud service models like infrastructure
as a service (IaaS), platform as a service (PaaS) or soft-
ware as a service (SaaS). While many companies offer
commercial solutions like the Amazon Elastic Com-
pute Cloud (EC2) or HP Helion, there are also open
source alternatives that can be freely installed and con-
figured to meet the needs of one’s projects with respect
to the underlying hardware available.
The OpenStack project offers a cloud software stack
which allows for offering infrastructure as a service,
almost independent of the underlying hardware setup.
The project itself can be seen as a collection of ser-
vices that can be configured according to the specifi-
cations of the planned use cases. Central components
that OpenStack is comprised of are networking, virtu-
alization and storage services. Furthermore, it is pos-
sible to add further components to an OpenStack in-
stallation, e.g., services that handle billing or allow for
object storage in the cloud.
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When offering a service in cloud computing, it is cru-
cial that customers can rely on service properties such
as security mechanisms and dependability. A ser-
vice should be highly available, meaning that the sys-
tem should be continuously operational without fail-
ing. Furthermore, all policies that the service provider
and the consumer agreed upon have to be adhered to.
Therefore, our main goal is to integrate a basic set of
policy attributes into the OpenStack ecosystem. To do
this in a controlled environment, we chose to manu-
ally set up a clean single-node OpenStack environment
(i.e., none provided by a third party like HP Helion)
on which we would be able to run the specific analy-
ses. In our recent efforts [4], we turned this manual
installation into an automated process in order to sim-
plify and speed up the process of setting up a working
OpenStack test environment and making the resulting
analyses repeatable. Since no OpenStack installation
is exactly the same, the repeatability of the results of
such analyses is not an easy feat. We tackle this issue
by making the test environment for the experiments
completely virtual. Thus, we circumvent tedious hard-
ware setup and hardware errors that disturb the exper-
iments.

Within a single OpenStack instance, mechanisms such
as service replication can be used to ensure that cer-
tain availability requirements are met. In setups where
multiple instances of OpenStack are interconnected
in order to form a federated cloud, improved avail-
ability properties can be implemented. In single re-
gion setups, the coarse grained choice of the region
is sufficient in order to adhere to geolocation policies.
For federated setups that span across multiple coun-
tries however, complying with geolocation attributes
requires more fine-grained mechanisms that enable in-
dividual requests to be processed in the proper loca-
tion.

At its current state, our virtualized testbed [4] can au-
tomatically create a setup consisting of a single Open-
Stack instance. However, our goal is to study federated
OpenStack environments, that are comprised of multi-
ple OpenStack instances. An overview of the available
methods for creating such federated setups based on
OpenStack are presented in Section 3.1. In this Sec-
tion, we also discuss potential approaches for integrat-
ing certain aspects of policy language constructs into
the OpenStack ecosystem. Finally, Section 3.2 doc-
uments our ongoing efforts in extending our single-
instance setup to a federated environment. In this Sec-
tion, we also propose the application of fault injection
mechanisms in order to validate the correct behavior
of the policy enforcement mechanisms we intend to
provide for the OpenStack ecosystem. In addition to
test cases that investigate the adherence to policy at-
tributes, the virtualized testbed provides the means for
evaluating non functional parameters such as perfor-
mance metrics.

3.1 Review of Federation Mechanisms

At the time of writing, the OpenStack Architecture De-
sign Guide [12] differentiates between two approaches
for interconnecting multiple OpenStack instances in
order to form a federated setup. In this section, the ar-
chitecture of each approach is presented and opportu-
nities for integrating policy enforcement mechanisms
are discussed.

3.1.1 Cloud Management Platforms
The approach based on Cloud Management Plat-
forms (CMPs) assumes mostly unaltered OpenStack
instances, which are coordinated by a broker-like en-
tity, the so-called Cloud Management Platform (see
Figure 2). The main advantage of CMPs is that they re-
quire very few to no alterations of existing OpenStack
instances. This property can be traced back to one of
the main goals of CMPs, which is to abstract from the
underlying cloud platform in order to support hybrid
cloud setups and cloud bursting scenarios. While this
abstraction may be beneficial for cloud-bursting sce-
narios in hybrid setups, it might oppose further inter-
twining among OpenStack instances in federated se-
tups. At the same time, replicating all management
facilities in each instance introduces additional over-
head. Finally, many CMPs are proprietary products of
public cloud providers that can not be used for self-
hosted use cases. However, with Scalr [2] and Man-
ageIQ [1], there are open source based projects that
can be customized.

Figure 2: Very few to no alterations to OpenStack
are required when a Cloud Management Platform
(CMP) is used to form a federation of multiple in-
stances. Source: [12]

Regarding opportunities for integrating policy lan-
guage concepts into federated cloud setups, CMPs are
an oncoming target, since CMPs have a similar role
compared to PDPs. Furthermore, only the CMP itself
has to be altered. However, the main drawback is that
the CMP represents a single point of failure. As soon
as the CMP enters a degraded operational state, the
proper enforcement of policies is at stake.
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3.1.2 Multi-Site OpenStack Instances
Providing an alternative approach, multi-site Open-
Stack setups consist of multiple OpenStack instances,
that share a certain set of common services. The Open-
Stack reference design providing location-local ser-
vices through multi-site installations is illustrated in
Figure 3. However, it should be noted that federated
setups with different goals can use a very similar setup
that only shares the Keystone authentication service
and does not require a load balancer. When multiple
sites are interconnected, OpenStack differentiates be-
tween four roles that an instance can embody: Cells,
Regions, Availability Zones and Host Aggregates.

Figure 3: A location-local multi-site setup is illus-
trated. However, there are many ways to configure
a multi-site setup. Many OpenStack-components
can be shared across sites, however at least the Key-
stone authentication service has to share the same
database. Source: [12]

Cells provide the most basic mechanism for organiz-
ing a cloud installation in a distributed mode of opera-
tion without the need for additional technologies such
as CMPs or without having to alter existing nova ser-
vices. Cells provide a hierarchical, tree-based struc-
ture for partitioning multiple hosts in a cloud setup.
While Regions provide similar semantics and are in-
tended for organizing hosts in partitions, the main dif-
ference is that Cells only expose the API for provision-
ing compute resources at the top-level Cell. In contrast
to this, each Region exposes its own compute resource
API, which provides users with a more explicit mech-
anism for deciding which region should be used for
allocating compute resources.
Both Cells and Regions provide interesting means for
implementing geolocation policy attributes. Using a
single entry point at the Cell level would be com-
pelling, as the evaluation of policy attributes could be
woven into the OpenStack nova-scheduler component.
However, performing invasive alterations on a quick-
moving target such as OpenStack comes with a high
risk of failure. As a result, using the mechanism of

Regions seems to be feasible, since the explicit con-
trol over regions should make the implementation of a
decoupled PEP feasible.
Availability Zones can be used to organize OpenStack
resources in groups that offer a certain degree of phys-
ical isolation and/or redundancy from other Availabil-
ity Zones. Providing some examples, the feature can
be used to distinguish resources that are connected
to a different Power Distribution Unit (PDU) on the
fine-grained level, or machines that are located in the
nearby failover data center. In contrast to this, Host
Aggregates provide an additional mean for specifying
resource domains for load balancing. A popular use
case is to use Host Aggregates in order to distinguish
between different classes of hardware (e.g. processor
speed, network link speed, special hardware such as
GPUs or FPGAs).
Using the scopes of Availability Zones and Host Ag-
gregates in multi-site OpenStack installations can be
leveraged in the implementation of PEPs that consider
policy attributes such as QoS levels or availability pa-
rameters.

3.2 Single-node experimental platform for feder-
ated OpenStack setups

In this Section, we describe the automated installation
process of our OpenStack-based testbed in our virtual
environment. We give an introduction to the usage
and a conceptual overview. Furthermore, we describe
mechanisms for implementing test cases that evalu-
ate the correct behavior of policy enforcement mecha-
nisms using fault injection.
The automated scripts for setting up the testbed are de-
veloped and tested using Ubuntu 14.04.3 LTS (Trusty
Tahr) server version. All required dependencies (e.g.,
Ansible, libvirt, etc.) are installed automatically, thus
only an Internet connection is required. The complete
installation can be started by running a simple script,
which creates a federated OpenStack setup according
to the architecture depicted in Figure 4. On the phys-
ical machine (layer �), virtual machines are created
that represent an OpenStack Region or a datacenter lo-
cation (layer �). Within the �-layer, further virtual
machines are created that host basic OpenStack ser-
vices (layer ⌦). It should be noted, that each service
runs on a separate virtual machine, which emulates the
behavior of a data center, where the services run on in-
dividual machines as well. This is also a unique char-
acteristic compared to other single-node OpenStack in-
stallations such as DevStack [11] or HP Helion [8].
The ◆-layer represents virtual machines that are pro-
vided to users by OpenStack. Finally, applications
such as Hyrise-R can be run on these end-user VMs on
the ↵-layer. All virtual machines up to the ⌦-layer are
automatically created in the course of the automated
testbed initialization.
The implementation of test cases follows a fixed struc-
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Figure 4: The virtualized OpenStack-testbed uses
nested virtualization to resemble multiple Regions
(�), individual servers (⌦) within a Region that
host OpenStack-components, and VMs (◆) and ap-
plications (↵) provisioned in the federated setup.

ture, so that it is easy to add further test cases if neces-
sary. The general idea is that the injection of faults can
provide insights on how they affect the functionality of
policy enforcement mechanisms and how the imple-
mentation of such mechanisms can deal with faults.
This serves partly to show weak points of the setup
and partly to document details about its behavior. Ex-
periments consist of multiple stages: The setup stage
creates all elements necessary to run the experiment.
The break stage then injects a fault. An optional heal
stage can be implemented to remove the fault. After
each of these stages, a check step is executed, which
observes the state of the system and reports its findings
to the user. Generally, after the setup stage all checks
should be successful. In cases where automated test-
ing is not feasible and user interaction is required, the
user is prompted accordingly.

4 Conclusions

In the upcoming period of the Future SOC lab, we
will implement the presented design built around pol-
icy language concepts and evaluate its application in
the federated cloud scenario. Hyrise-R will be one ex-
emplary application to exploit the presented language
to configure policy characteristics, e.g., the replication
rate of the stored data. At a lower level of the cloud ap-
plication stack, we are going to investigate approaches
for integrating policy attributes regarding geographical
location and Quality-of-Service levels into the Open-
Stack ecosystem. To support this process, we are con-
tinuing our efforts on building fully virtualized testbed
based on OpenStack, which ensures repeatability for
both test cases and performance measurements. Fur-
thermore, applying fault injection in test cases will
allow us to harden policy enforcement mechanisms
even if a degraded system state has been reached. To
achieve these goals, we are going to build up on top of
our preceeding efforts in the project, where we intro-
duced replication mechanisms to Hyrise [10] and pre-
sented a virtualized single-site OpenStack testbed that
enables us to perform fault injection experiments [4].
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Abstract

Personal risk detection aims to discern when a person
is experiencing a dangerous situation, looking for de-
viations from their physiological and behavioural nor-
mal patterns. Personal risk detection can be posed as
a one-class classification problem, where the classi-
fiers are trained with data obtained by observing the
normal activities of the user. In the case of our re-
search, the normal data is obtained using a wearable
band, which monitors different health related indica-
tors, such as: hearth rate and skin temperature. Using
this data, we constructed a classifier based on a K-
means ensemble, which uses random feature projec-
tion to add diversity to the classifiers, thus increasing
the classification performance. This classifier has an
increased accuracy, compared with the ones used in
the state of the art, would allow a person in a danger-
ous situation to more likely and promptly receive aid.

1 Introduction

Currently, there is an increased adoption of consumer-
grade wearable devices. Some of these devices pro-
vide health monitoring capabilities, which can obtain
different user’s measures such as heart rate, calorie
count or hours of sleep. However, these measurements
are not specifically used for each user. The creation
of a system that learns from the user’s normal pat-
terns of behavior, based on the measurements obtained
can lead to detecting when the user is experiencing an
anomalous or hazardous situation.
Barrera-Animas et al. [2] define Personal Risk Detec-
tion as the timely identification of when someone is in
a dangerous situation, such as: health crisis, accidents,
or other events that may endanger a person’s physi-
cal integrity. Given that a person may act according
to similar behavioral and physiological patterns, with
small variations between these, the sensors found in a
wearable device may be able to capture a person’s nor-
mal behavior. Since a risk-prone situation should pro-
duce sudden and significant deviations from the per-

son’s normal behavior, we can pose personal risk de-
tection as an anomaly detection problem. A one-class
classifier can be used to look for anomalies based on a
person’s normal behavior data.
One of the main goals of our research on personal risk
detection was to find a suitable one-class classifier for
this problem. The classifier should be able to learn
the regularities of the normal behavior from a huge
amount of normal behavior records. Since usually a
wearable device is paired with a smartphone, it is im-
portant that the classifier uses a low amount of mem-
ory and computing resources to classify new behavior.
This report will discuss the experiments done for this
purpose, the results from the experiments and the fu-
ture work that will be done based on these results.

2 The personal risk detection dataset
repository

To have data representative of the scenario where
classifiers will work, the Personal RIsk DEtection
(PRIDE) dataset repository was used. PRIDE con-
tains 23 datasets, each one comprised of the records
obtained from observing the health measurements of
different users, with diverse characteristics in terms of
gender, age height and lifestyle. The test subjects com-
prised eight female and 15 male volunteers, aged be-
tween 21 and 52 years, with heights between 1.56m
and 1.86m, and weights between 42 to 101 kg. The
volunteers exercising rates ranged from 0 to 10 hours a
week, and the time they spent sitting ranged from 20 to
84 hours a week. The health measurements were done
using the sensors on the Microsoft Band v1 c�, record-
ing the values of the sensors using a mobile applica-
tion developed using the available SDK, and installed
in each user’s smartphone. The sensors used from the
band, and the frequencies of data acquisition for that
sensor are described in Table 1. Because the need of
charging from the band, each day user’s records were
not available for about 2 hours. Furthermore, in order
to preserve the privacy of the test subjects, they could
deattach the device for some activities, such as: taking
a shower or participating in water activities.
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Table 1: Sensor Descriptions

Sensor Description Frequency
Accelerometer Provides X, Y, and Z acceleration in g units. 1 g = 9.81 meters per second squared (m/s2). 8 Hz
Gyroscope Provides X, Y, and Z angular velocity in degrees per second, (�/sec) units. 8 Hz
Distance Provides the total distance in centimeters, current speed in centimeters per second (cm/s), 1 Hz

current pace in milliseconds per meter (ms/m).
Heart Rate Provides the number of beats per minute, also indicates if the heart rate sensor is fully locked 1 Hz

onto the wearer’s heart rate
Pedometer Provides the total number of steps the user has taken. 1 Hz
Skin Temperature Provides the current skin temperature of the user in degrees Celsius. 33 mHz
UV Provides the current ultraviolet radiation exposure intensity (None, Low, Medium, High, Very High) 16 mHz
Calories Provides the total number of calories burned by the user. 1 Hz

The data collected from the activities of the user in
one week comprises the Normal Conditions Data Set
(NCDS), which can be used to construct the normal
behavior baseline, which will be used to look for devi-
ations in the behavior, and thus detect risk situations.
To test how the users responded to anomalous or risk-
prone situations, the same 23 test subjects participated
in another data acquisition process, where they needed
to perform the following activities: rushing 100 meters
as fast as possible, going up and down the stains in a
multi-floor building as fast as possible, a two-minute
box practice session, falling back and forth, and hold-
ing one’s breath for as long as possible. Each activity
aims to simulate a dangerous or abnormal situation in
the real world, e.g., running away from a dangerous
situation, evacuating a building during an emergency,
fending of an aggressor, swooning, and experiencing
breathing problems such as dyspnea. The records of
these scenarios comprise the Anomalous Conditions
Data Set (ACDS).

2.1 Preprocessing PRIDE for online personal risk
detection

Since one of the aims of personal risk detection is the
timely detection of risk-prone situations, the raw data
from the sensors needs to be converted so that a classi-
fier can recurrently output a decision about the current
standing of the user. For that purpose, a feature vec-
tor was computed using a window size of one second.
Since the frequency of the sensors varied significantly,
three cases can be observed for computing the vectors,
depending on the readout interval:

Interval less than one second: record the average
and sample standard deviation of all the measure-
ments done in a second

Interval equal to one second: record the current
sensor value

Interval greater than one second: record the last
sensor value

Given these rules, a feature vector contains: the means
and standard deviations for the gyroscope and ac-
celerometer measurements; the absolute values ob-
tained by the heart rate, skin temperature, pace, speed,

and UV sensors; and the incremental changes (�-
value) in the absolute values for the total steps, to-
tal distance, and calories burnt. A �-value was com-
puted as the difference between the current and previ-
ous values. Thus, each window of one second results
in the 26-dimensional feature vectors with the struc-
ture shown in Tables 2 and 3. After preprocessing
the data, the NCDS for each user contains in average
320000 records, while the ACDS contains 700 records
in average. In order to have statistical validation and
also understand how the classifiers performed with dif-
ferent parts of the data, five-fold cross validation was
used, by training the classifiers with different 80% of
the NCDS and testing with the remaining 20% and the
ACDS.

2.2 Testing over PRIDE

The original experiments over PRIDE were reported in
Barrera-Animas et al. [2]. In that paper, PRIDE con-
tained 18 users, and the performance of the classifiers
was measured using:

Precision-Recall (P-R) curves: Precision refers to
the fraction of objects correctly classified as be-
longing to a class, with respect to all the objects
classified as belonging to a class. Recall refers to
the fraction of objects correctly classified as be-
longing to a class, with respect to all the objects
that belong to a class. In our case, a correctly
classified object represents a true anomaly. In ad-
dition, Recall is equivalent to the true positive de-
tection rate (TPR). A P-R curve was built for each
user independently as well as a single P-R curve
based on the mean and standard deviation for all
the users.

Receiver Operating Characteristics (ROC)
curves: These curves map the TPR versus
the false positive detection rate (FPR). Per-
formance indicators were computed based on
Fawcett [6]. A ROC curve was built for each
user independently and also a single ROC curve
based on the mean and standard deviation of the
total population. TPR is crucial in a personal
risk detection context, where it is preferable to
receive several false alerts (false abnormal or
dangerous situation) rather than missing one a
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Table 2: Feature vector structure (fields 1–18)

Gyroscope Accelerometer Gyroscope Angular Velocity Accelerometer
X axis Y axis Z axis X axis Y axis Z axis X axis Y axis Z axis
x s x s x s x s x s x s x s x s x s
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18

Table 3: Feature vector structure (fields 19–26)

Heart Rate Skin
Temperature Pace Speed UV � Pedometer � Distance � Calories
19 20 21 22 23 24 25 26

true one (true abnormal situation); hence, it is
important to maximize Recall even at the cost of
experiencing increasing false alarm rate.

AUC: The AUC of the TPR versus the FPR, which
indicates the general performance of the classifier
for all FPR rates.

The classifiers that were used to test how viable was
to detect anomalous or dangerous situations in PRIDE
were:

ocSVM: The implementation of ocSVM [14] in-
cluded in LibSVM [3] with the default parameter
values (� = 0.038 and ⌫ = 0.5) and using the
radial basis function kernel.

Parzen: Parzen window classifier using the Maha-
lanobis distance [5]. For every training dataset,
the classifier computes the width of the Parzen-
window by averaging the distances between ob-
jects sampled every 60 s.1

k-means1: A version of the Parzen window classifier
based on k-means [13]. k-means1 classifies new
objects based only on the closest center of the
cluster.

k-means2: A version of the Parzen window classifier
based on k-means [7]. k-means2 classifies new
objects using all the centers of the clusters.

The best results were obtained using ocSVM, with an
average AUC for all users of 85% and an standard de-
viation of 9.8%.

3 Experiments

In order to surpass the results obtained by using
ocSVM, we needed to find a classifier that could use
the regularities in the data in order to better obtain
a normal behavior model, allowing for increased dis-
cerning capabilities of anomalies from normal behav-
iors. If we could not find a classifier that resulted in an
increased performance, we would need to create a new

1This procedure saved approximately 7 days when computing
the distances per test subject using an Intel Core i7-4600M CPU at
2.90 GHz.

one that worked in the context of personal risk detec-
tion, taking into account the limitation of the smart-
phone’s memory and computing capabilities. Since
the training and testing of different classifiers, over
all the users and folds, requires a big amount of com-
puting cycles, we obtained from the Hasso-Plattner-
Institut access to a machine with 64 virtual CPUs, 128
gigabytes of memory, and 200 gigabytes of hard disk
drive, which we used to test the following classifiers.

3.1 Autoencoders

Autoencoders [8] are an architecture type of neural
network, similar to a multilayer perceptron, where the
output layer is the same size as the input layer. An
autoencoder aims to capture the regularities that make
the training data, and using them to transform the data
in the hidden layer. After, the output layer tries to re-
construct the input from the values obtained from the
hidden layer. An autoencoder can be used as a one-
class classifier, obtaining the mean squared error be-
tween the output and the input. A low mean squared
error means the object to classify is normal, while a
high error means it is anomalous. To decide how low
or high can the error be without marking the classified
object as an anomaly, a threshold is used.
There are variations on autoencoders, that allow for an
increased accuracy. The first variation is the denoising
autoencoders [16], which corrupt the inputs at training
time, and expect the autoencoder to correct the noise
at the output . By adding random noise, the denoising
autoencoder is more robust to changes in the objects
than the normal version. There also exists deep learn-
ing autoencoders, called stacked autoencoders [15].
This version uses more hidden layers, each one using
as an input, the output of the previous hidden layer,
where each layer is trained to detect different regular-
ities in the data, allowing for an increased accuracy of
the classifier.
Autoencoders have different parameters that need to
be tuned, such as: learning rate, number of neurons
in the hidden layer, and epochs to train. Moreover,
denoising autoencoder need to adjust the corruption
rate and stacked autoencoders the number of hidden
layers. Our preliminary experiment consisted of using
a genetic algorithm, to obtain the best parameters for
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training a stacked denoising autoencoder. Each indi-
vidual of the genetic algorithm encoded a learning rate
from .001 to .7, neurons in the hidden layer from 13
to 100, epochs from 50 to 200, corruption rates from
10% to 40% and hidden layers from 1 to 5. For this ge-
netic algorithm, we selected randomly 3 users from the
18 available at the moment, and separated the NCDS
into 80% and 20%, which would be used for training
and testing. From the 80%, we did again a separation
into 80% and 20%, where the former would be used
for training in the genetic and the latter for validation.
This was done over the five folds. The genetic algo-
rithm fitness function was the mean squared error of
all the validation set, where more apt individuals gen-
erated a lower mean squared error. The genetic had
an 80% probability of crossover and 10% of mutation.
All the experiments were implemented in Python, us-
ing theano library for the denoising autoencoder, deap
library for the genetic algorithm, and scoop library for
implementing concurrency to better use all the proces-
sors.
The results of our preliminary experiment show an av-
erage AUC of 39.7%, with a standard deviation of 7.6.
This is at least 45% less than the results of ocSVM.
Furthermore, this result is in line with the one ob-
tained using another dataset for anomaly detection us-
ing one-class classifiers, but in the domain of intrusion
detection. In Rodrı́guez et al. [12], the stacked de-
noising autoencoders performed worse than ocSVM,
but with a difference of 5% instead of 42%. The pre-
liminary experiments indicate that stacked denoising
autoencoders may not be suitable for the personal risk
detection problem.

3.2 One-Class K-means with Randomly projected
features

One of the aims of using stacked denoising autoen-
coders is that each trained hidden layer detects differ-
ent regularities in the objects, in order to increase the
classification performance. To add diversity, and al-
low the classifier to learn different regularities in the
data, we created the One-Class K-means with Ran-
domly projected features (OCKRA) [11]. OCKRA is
an ensemble of 100 classifiers, where each classifier
uses a different random projection of the features, ac-
cording to random subsets of features, which ensure a
high diversity among the classifiers [10, 4, 9].
For each classifier, the objects from the projected train-
ing set, with a difference between them of 60 seconds
are sampled, and the average distance �i between all of
them is calculated. This distance will serve as the size
of each cluster, and will be used to determine the sim-
ilarity of a new object to a cluster. To obtain the cen-
ter of the clusters, k-means++ [1] is trained with the
projected training dataset, using Euclidean distance
(which is standard in previous studies) and k = 10.
k needs to be small since OCKRA must work online

using smartphones, so it should consume low RAM
memory and CPU resources while maintaining good
classification accuracy.
For classification of an object, for each classifier the
object is projected. Then, using Euclidean distance,
the distance d is calculated from the projected object
to the nearest cluster center. Each classifier outputs a
similarity score given by e�0.5(d/�i)

2

. The final sim-
ilarity score is computed by obtaining the average of
the similarity score given by each individual classi-
fier. Similar to the stacked denoising autoencoder, a
threshold is used to determine if the object represents
an anomaly or not. If the score is below the threshold,
the object is considered normal, while a score equal or
above to the threshold means an anomalous behavior.
Using the average of the distance between a sample of
objects obtained every 60 seconds, as the maximum
distance from the center of a cluster that an object
can have, in order to belong to such cluster was tested
against two more variants. The first variant is using
the distance of the object farthest from the center that
belongs to the cluster. The second variant uses the av-
erage of the distances of all the objects of a cluster
to its center. These three versions of OCKRA were
tested using five-fold cross validation and the current
23 users of PRIDE. The best version is the one that
uses the average of the distance between all the ob-
jects in a sample. This classifier was tested against
the classifiers reported in Barrera-Animas et al. [2],
but using Euclidean distance instead of Mahalanobis,
in order to have different comparison points, using the
same performance measurements.

4 Results

Figure 1: Precision-Recall curves and ROC curves
based on the average performance and standard
deviation for all users.

Figure 1 shows the average P-R and ROC curves for
all the population, where the standard deviations are
shown as vertical lines for each algorithm at differ-
ent intervals. The P-R curves show that OCKRA and
k-means1 outperformed Parzen and k-means2, and
there was no significant statistical difference between
OCKRA and k-means1. The ROC curves confirm the
results of the P-R curves, but it can be noticed that
OCKRA obtained better FPR rates between 5% and
30%.
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Test Subject ocSVM Parzen k-means1 k-means2 OCKRA
Average 86.44 88.56 88.52 86.81 89.09

Table 4: Area (percentage) under the curve for TPR versus FPR.

In order to quantify the differences among the algo-
rithms, the average of AUC results was computed for
all the test subjects. Table 4 shows that OCKRA out-
performed the other algorithms for at least 0.53% of
the AUC on average. This number is small but it has
a significant impact because it means that a user will
have a higher probability of assistance in a risk-prone
situation. Parzen achieved the second best result in
terms of AUC but it is less suitable for running on
a smartphone because it is two orders of magnitude
more expensive than OCKRA (i.e., Parzen requires the
full dataset to classify a new object whereas OCKRA
requires only 1000 centers of the clusters). In sum-
mary, our classifier achieved an AUC above 90% for
approximately 57% of the users.

5 Conclusions and Further Work

Personal risk detection is the timely identification of
when someone is in a dangerous situation, such as:
health crisis, accidents, or other events that may en-
danger a person’s physical integrity. In this research
we tested two classifiers for personal risk detection:
Stacked Denoising Autoencoders and One-Class K-
means with Randomly projected features (OCKRA).
The former classifier was an already developed clas-
sifier, giving worse results than the state of the art.
On the other hand, the latter classifier was developed
during this research. Both classifiers were tested us-
ing the computing resources obtained from the Hasso-
Plattner-Institut. The developed classifier has an in-
creased performance, compared with the state of the
art classifiers for personal risk detection. All the ex-
periments were done over the Personal RIsk DEtec-
tion dataset repository. OCKRA and the results ob-
tained with this classifier, were published recently in
the journal sensors, an can be consulted in [11]
As further work, we want to explore if there is a bet-
ter number of k centers that will allow us to minimize
the memory resources needed to classify, while also
maintaining a high accuracy for detecting risk-prone
situations. We will also use fast-Fourier transforms,
in order to transform our data from the time domain
to the frequency domain, in order to obtain more data
that can allow us to correctly characterize a person,
and thus offer a classifier that has an increased detec-
tion of risk-prone situations.
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Abstract 

Many companies use software systems to effi-
ciently manage and control their business pro-
cesses. As a by-product a huge amount of data 
is recorded that can be used to understand, 
model and improve the ongoing processes. One 
approach is to search for anomalies, i.e. faults 
and flaws that happen during the process execu-
tion. Within this project we investigated data min-
ing techniques to detect anomalies in the sequence of 
process activities. The techniques are validated on 
simulated, artificial process data.  

1 Introduction 

Many companies use information systems, like ERP 
Systems or Workflow Management System, to con-
trol, monitor and manage their business processes. As 
a byproduct, large sets of transactional data are col-
lected and logged. The availability of such data offers 
the possibility to obtain insights in existing business 
processes and to perform data-driven analyses. Of 
special interest is the detection of anomalies, i.e. 
flaws and faults in the execution of a business process 
that can potentially harm the company. While in pro-
cesses with a predefined and fixed execution path 
there is only a limited possibility to leave the normal 
way, the detection of unwanted events is especially 
important in environments where there is a certain 
flexibility in how a process can be executed. One 
approach for an automated analysis of business pro-
cess data is process mining which adopted data min-
ing techniques to discover, verify, and improve pro-
cess models [1]. A standard technique to detect busi-
ness process anomalies with process mining is to dis-
cover an initial process model and check its conform-
ance with the process data [2]. A different approach 
is to use classical data mining techniques to analyze 
process data for anomaly detection and to avoid the 
additional step of generating a complex model to de-

scribe the underlying process, e.g. in [3]. For an au-
tomated analysis of the process data, especially unsu-
pervised data mining techniques are promising as 
they, in contrast to supervised techniques, do not rely 
on a training dataset that already contains a classifica-
tion of the process instances in normal or anomalous. 
In the project we investigated the usability of differ-
ent unsupervised data mining techniques for anomaly 
detection in the domain of business processes. Four 
different detection techniques are discussed, that have 
previously been used for anomaly detection in do-
mains like fraud detection or intrusion detection. The 
aim of the research is to answer the question whether 
such methods can in principle be used for anomaly 
detection in business processes, what is their ex-
pected performance and how do they compare in 
terms of accuracy. 

2 Approach 

As business processes can be seen as a sequence of 
activities, the approach of the project was to use se-
quential data mining techniques for the detection of 
anomalies. The aim is to give a comparable and quan-
titative evaluation of basic sequential anomaly detec-
tion algorithms in the domain of business processes. 
According to [4] sequential anomaly detection tech-
niques can be grouped in four different approaches: 
Kernel based techniques, windows based techniques, 
Markovian based techniques and methods based on 
Hidden Markov Models. For this research, we im-
plemented four basic algorithms each representing 
one of these approaches. All of them operate in an 
unsupervised way, i.e. without a training sample con-
taining knowledge about the nature (normal or anom-
aly) of the single sequences. The four techniques 
were evaluated on an artificial data set simulating a 
basic business process. 
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2.1 Kernel based method 
The Kernel based method computes a pairwise 

similarity between all process instances in the data 
sample. As similarity measure, the normalized length 
of the longest common subsequence (LCS) between a 
pair of sequences   and  is used [5]: 

 
This similarity measure is commonly used for se-

quence anomaly detections in other domains, for ex-
ample in [6]. A k-nearest neighbor (kNN) algorithm 
is then applied for the point based anomaly detection. 
As proposed in [7], the anomaly score of each se-
quence is calculated as the inverse distance to its k-th 
nearest neighbor.  

2.2 Windows based method 
For the windows based technique, a sliding win-

dow is used to extract subsequences of fixed length l 
from all process instances. All possible subsequences 
in the dataset are then, together with their frequency 
of occurrence, written in a normal dictionary. In a 
second iteration of the data sample, each subsequenc-
es with length l is assigned an anomaly score which is 
the inverse of the frequency associated with the same 
subsequence in the normal dictionary. In a last step, 
the anomaly score of the full sequence  is calculat-
ed as the sum of the anomaly scores of the subse-
quences  divided by the number of l length win-
dows  in the sequence [8]: 

 

2.3 Markovian based method 
The Markovian based method estimates the condi-

tional probability of an activity  in a sequence 
 based on the previous activities in the 

sequence. It basically relies on a higher order Markov 
condition, assuming that the probability for an activi-
ty  only depends on the previous l activities [9], i.e.: 

 for . 

Technically, a sliding window is used to extract all 
subsequences of length l and l-1 from the data set. 
Their frequency of occurrence is stored in a normal 
dictionary. In a second iteration, the conditional 
probability of each activity in a sequence is calculat-
ed as the ratio between the frequency of the subse-
quences  and : 

 
The conditional probabilities of the single activi-

ties are then combined to a total probability. To con-
sider the different length of the full sequences, the 

total probability is normalized to the number of l 
length windows  in a sequence to calculate the 
anomaly score. A higher anomaly score then repre-
sents a higher probability for a sequence to be anoma-
lous. A similar approach was proposed in [10]. 

2.4 Hidden Markov Model 
In this method a Hidden Markov Model [11] is con-
structed which allows to transform the observed ac-
tivity sequences in the data sample in sequences of  
hidden states. The Expectation Maximization algo-
rithm is used to perform a maximum likelihood fit to 
the data sample and determine the parameters of the 
Hidden Markov Model for the given set of hidden 
states. After constructing the Hidden Markov Model, 
the Viterbi algorithm [12] is used to determine the 
most probable sequence of hidden states for each 
individual sequence in the data sample. Finally the 
windows based method as discussed previously is 
applied to the hidden sequences and a corresponding 
anomaly score is assigned to each sequence.  

3 Used Future SOC Lab Resources 

To evaluate and measure the performance of these 
techniques, a high computational power was required, 
driven by the complexity of the methods. The compu-
ting complexity of some of the investigated detection 
techniques is proportional to the number of the ana-
lyzed sequences, O(n). Some of them however, espe-
cially the Kernel Based Method, have a complexity 
which is up to O( ), i.e. goes quadratic with the 
number of sequences. As we needed many and large 
datasets to reliably develop and test the algorithms to 
get accurate results, the main resources required were 
computing power and storage. Therefore we per-
formed our studies and developments on Future SOC 
Lab servers were we used resources of up to 400 
CPUs and 400 GB storage. The 400 CPUs were dis-
tributed in 100 virtual machines. Therefor we also 
could test and try multithreaded computing with up to 
4 CPUs.  

4 Findings 

The four detection techniques are applied to the simu-
lated business process data sample. As a performance 
measure to compare the different techniques, we used 
the ratio d/t, where t is the total number of simulated 
anomalies in the data sample and d is the number of 
detected true anomalies in the t instances with highest 
anomaly score. Table 1 shows the resulting accuracy 
of the windows and Markovian based methods, tables 
2 and 3 the accuracy of the Hidden Markov and Ker-
nel based method, respectively. 

88



Table 1: Accuracy of windows and Markovian 
based detection techniques for different length of 
the window and the previous subsequence. 

l Accuracy windows Accuracy Markovian 
1 -- 0.96 

2 1.0 0.80 

3 0.99 0.61 

4 0.97 0.30 

5 0.93 0.30 

Table 2: Accuracy of Hidden Markov Model 
based method for different number of hidden 
states in the Markov Model. All numbers are ob-
tained for a windows length of 3 in the subsequent 
windows based detection method. 

 

Accuracy HMM 

6 0.67 

8 0.80 

10 0.83 

12 0.92 

14 0.90 

Table 3: Accuracy of the Kernel based method for 
different choices of the k-th nearest neighbor. 

k Accuracy Kernel 
2 0.69 

3 0.69 

5 0.40 
 
From the results of the simulated sample one can 
summarize that the windows based method performs 
best and is most robust with respect to the choice of 
the parameter value. The Markovian and Hidden 
Markov Model based methods can reach similar ac-
curacies for an optimized choice of parameters, but 
show much higher dependency on the parameter set-
tings. The Kernel based method on the other hand 
does not seem to be a reasonable choice for the 
anomaly detection in this setting as it is in compari-
son with the other methods much less performant.   
One can conclude that in principle all investigated 
techniques can be used for sequential anomaly detec-
tion in business processes, with the windows based 
method being the most promising one. The accuracy 
of the different detection methods also seems to de-
pend on the characteristics of the anomaly that should 
be addressed. In comparable studies of other domains 
[7], the windows based method showed a good per-
formance on protein data but compared to other tech-

niques a worse performance for intrusion detection 
data.  
Another important factor for the choice of a suitable 
detection method is the computing complexity. Espe-
cially in real-time conditions this can become a criti-
cal performance factor. Amongst the investigated 
techniques, the Kernel based method is with an O 
( ) complexity by far the most time consuming one.      

5 Next Steps 

Ideally the methods should be tested on different 
types of simulated business processes to investigate 
their performance dependence on the different possi-
ble patterns of business process data.   
To understand the qualitative difference between the 
windows based method and the Markov an HMM 
based methods, a performance study separated for the 
anomaly types must be performed as a next step in 
this research.   
In addition it is necessary to understand the perfor-
mance of the discussed sequential detection ap-
proaches separately for different types of anomalies 
and the dependence of the detection techniques on the 
parameter tuning as well as on the type and complexi-
ty of the business process. Especially for more com-
plex processes, future research could investigate the 
usability of more advanced multi-dimensional detec-
tion approaches such as artificial neural networks. 

References 
[1] W. M. P. van der Aalst, Process Mining. Berlin, 

Heidelberg: Springer Berlin Heidelberg, 2011. 
[2] W. M. P. Van Der Aalst and A. K. A. De 

Medeiros, “Process mining and security: Detecting 
anomalous process executions and checking 
process conformance,” Electron. Notes Theor. 
Comput. Sci., vol. 121, no. SPEC. ISS., pp. 3–21, 
2005. 

[3] M. G. Armentano and A. A. Amandi, “Detection 
of Sequences with Anomalous Behavior in a 
Workflow Process,” in Lecture Notes in Computer 
Science (including subseries Lecture Notes in 
Artificial Intelligence and Lecture Notes in 
Bioinformatics), vol. 9262, Q. Chen, A. 
Hameurlain, F. Toumani, R. Wagner, and H. 
Decker, Eds. Cham: Springer International 
Publishing, 2015, pp. 111–118. 

[4] V. Chandola, A. Banerjee, and V. Kumar, 
“Anomaly detection for discrete sequences: A 
survey,” IEEE Transactions on Knowledge and 
Data Engineering, vol. 24, no. 5. pp. 823–839, 
May-2012. 

[5] L. Bergroth, H. Hakonen, and T. Raita, “A survey 
of longest common subsequence algorithms,” in 
Proceedings Seventh International Symposium on 
String Processing and Information Retrieval. 
SPIRE 2000, 2000, pp. 39–48. 

89



[6] S. Budalakoti, A. Srivastava, R. Akella, and E. 
Turkov, “Anomaly detection in large sets of high-
dimensional symbol sequences,” NASA Ames Res. 
Center, Tech. Rep. NASA TM-2006-214553, no. 
September, 2006. 

[7] V. Chandola, V. Mithal, and V. Kumar, 
“Comparative Evaluation of Anomaly Detection 
Techniques for Sequence Data,” in 2008 Eighth 
IEEE International Conference on Data Mining, 
2008, pp. 743–748. 

[8] S. A. Hofmeyr, S. Forrest, and A. Somayaji, 
“Intrusion Detection using Sequences of System 
Calls,” J. Comput. Secur., vol. 6, no. 3, pp. 151–
180, 1998. 

[9] D. Ron, Y. Singer, and N. Tishby, “The power of 
amnesia: Learning probabilistic automata with 
variable memory length,” Mach. Learn., vol. 25, 
no. 2–3, pp. 117–149, 1997. 

[10] N. Gupta, K. Anand, and A. Sureka, “Pariket: 
Mining Business Process Logs for Root Cause 
Analysis of Anomalous Incidents,” Databases 
Networked Inf. Syst., vol. 8999, no. February, pp. 
244–263, 2015. 

[11] L. . Rabiner and B. H. Juang, “An introduction to 
hidden Markov models.,” IEEE ASSP Mag., vol. 
3, no. January, pp. 4–16, 1986. 

[12] G. D. Forney, “The viterbi algorithm,” Proc. 
IEEE, vol. 61, no. 3, pp. 268–278, 1973. 

 

90



Evaluation of a Real-Time Usability Improvement Framework for Business 
Information Systems 

Sharam Dadashnia, Yannick Konrad, Peter Fettke, Peter Loos 
Institute for Information Systems (IWi) at the  

German Research Center for Artifical Intelligence (DFKI) Campus D3 2, 66123 Saarbrücken 
{sharam.dadashnia | yannick.konrad | peter.fettke | peter.loos}@iwi.dfki.de 

Abstract 

Workflow improvement nowadays plays an important 
role in the selection process of business information 
systems. Especially in the context of user-centric de-
velopment, the usability of such systems is more and 
more important for the customers. Therefore, in a first 
step we implement an integrated framework for a dy-
namic usability improvement for software users and a 
dashboard for software developers. The paper at hand 
describes an implementation of the developed con-
cepts and a first step for evaluation using a running 
example.  The implementation is based on an inte-
grated front-end framework called SAP UI5-
Framework powered by the In-Memory Database SAP 
HANA to ensure optimal computation power. 

1 Introduction 

The project Real-time Usability Improvement for 
Business Information Systems aims at investigat-
ing the dynamic workflow improvement of pro-
cess-based information systems for users (short 
term improvement) and a long term improvement 
by providing software developers information 
about the user behavior. This behavior is gathered 
by logging all single click events from the users. 
With this information, a software developer gets 
insights into the behavior, which is otherwise 
only available by observation of the system usage 
e. g. by an expert. 

The motivation for the investigation is that now-
adays the usability of business information sys-
tems plays an important role in the selection pro-
cess of supporting software. This is also true in 
the context of user-centric development, where 
the usability of business information systems is a 
crucial characteristic of differentiation [1]. How-
ever, measuring the usability of such systems au-
tomatically and their dynamical enhancement and 
improvement of this systems has not extensively 
been studied before. The intention is to evaluate 
an approach, which improves the usability of 

web-based business information systems in real-
time [2]. These developed concepts, which build 
on data gathering methods from web analytics to 
provide logging mechanisms for user interactions 
at a detailed level and subsequently process this 
data by means of data analytics and process min-
ing methods, are evaluated in an early stage. For 
the evaluation of the existing concepts, there are 
certain research objectives and challenges, which 
have to be processed. An important aspect is to 
determine which data has to be collected from 
user interactions. Since a large number of data is 
logged during the usage of business information 
systems, an adequate hardware and especially 
software architecture is very important. In partic-
ular, the following research tasks are investi-
gated: 

T1: How can existing concepts be implemented 
into the SAP UI5-Framework?  

T2: Can these concepts generate an (short term) 
improvement for the users?  

Against this background, the remainder of this re-
port is structured as follows: Section 2 describes 
the chosen research approach. Section 3 elabo-
rates the implementation of the concepts and the 
integration into the SAP UI5 Framework, before 
section 4 reports the actually stage of the evalua-
tion of these concepts. Section 4 describes the 
prototype implementation and section 6 con-
cludes the report and gives an outlook on follow-
up projects.  

2 Research Approach 

The research described in this article is based on 
the concept of architectural prototyping originat-
ing from software architecture development. An 
architectural prototype in that regard represents a 
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learning and communication vehicle for the dif-
ferentiation of styles, features and patterns of a 
system under development and helps to explore 
and evaluate the best alternative in the develop-
ment process [3]. The main objective of the ap-
proach relates to problems regarding the applica-
tion of adequate and specific developed software 
functions to enable the dynamic improvement in 
the SAP UI5 Framework. The problem is faced in 
an iterative manner: by using a repetitive cycle 
containing a feedback loop, technical approaches 
and the corresponding programming code are in-
crementally refined. Figure 1 visualizes the em-
ployed four-step research approach with the pos-
sibility of multiple iterations in phases two and 
three, which are executed on the IT basis infra-
structure provided by the HPI Future SOC Lab 
consisting of a SAP HANA In-Memory Data-
base. The software prototype is built on a SAP 
HANA XS application base.  

 
Figure 1: AP research approach 

3 Implementation and evaluation of 
the concepts: preloading of content  

To leverage a suitable integration of the devel-
oped concepts into the SAP UI5 Framework we 
extend the existing model-view-controller-pat-
tern from the framework [4]. The model-view-
controller-architecture enables the separation of 
the data models, the presentation and the control 
flow of applications. The data model includes the 
necessary application data from the datasets and 
the exchange between the application and the un-
derlying database. The views of the framework 
include the graphical representation of the corre-
sponding web pages within the application, 
which receive the user interaction and provide the 
requested functionality or data.  

To ensure an integrated functionality of the basic 
UI5 components and the developed code within 
our framework extension we add a superior con-
troller, a so called BaseController. All controllers 

inherit from the BaseController to provide the 
necessary functions to all underlying controllers 
and of course the corresponding view compo-
nents of the software. The BaseController in the 
actual state provides functionality to enable a pre-
loading of content regarding the database connec-
tivity to ensure that provided data from the data-
base is already triggered before the data is actu-
ally requested from an accessed view. To visual-
izes the software architecture figure 2 shows the 
general overview of the extension of the basic 
MVC-Pattern of SAP UI5 Framework.  

 
Figure 2: Model-Core-Architecture 

As already mentioned, every view component 
owns a corresponding controller component. In a 
normal SAP UI5 application, a view calls a cor-
responding model via the controller. Only data 
from the corresponding model is available for this 
view. The model and the controller are bound to 
the view and they are only visible for this specific 
view. The main aim of the concept preloading of 
content is to reduce the time which the applica-
tion take to provide the user with the requested  
information e.g. a list of available persons for a 
project staffing decision support. The support is 
realized by preloading the data about the persons 
from the database (see figure 3).  

The Tool shows a basic functionality of the so 
called staffing tool. Figure 3 includes two screen-
shots. On the left side of the screen is a list of per-
sons that are available for staffing a given project.  
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The right side shows a detailed profile of a given 
person in the system. In this running example the 
list of persons is already preloaded by our soft-
ware. Running example: View 2 (seen in figure 
2) has to load a big amount of data in form of a 
json-file, which is rendered by the view to ensure 
a suitable presentation for the system user. View 
2 is only accessible by the view 1. The method 
were using to provide information across certain 
views is a basic functionality from the 
sap.ui.core.Core. This function-call boots and 
prepare the kernel of the SAP UI5-Framework 
and is available via sap.ui.getCore() in every con-
troller of the application. To load content from 
the database before the actual view is triggered 
manually by the user is implemented via the func-
tion loadData(). To ensure that the right data is 
triggered from the database the information about 
which view and which corresponding controller 
is called by the method. This information builds 
the basis for the decision which data has to be 
preloaded and which not. In the actual state of the 
prototype, a developer manually configures the 
code to decide, which data has to be preloaded. 
The aim is to provide a functionality, which uses 
information extracted from the user logging to 
ensure the prediction of the user’s next step. 

4 Evaluation 

We also do a preliminary evaluation of the con-
cept developed within this project period. As 
mentioned in the running example, the concept 
preloading of content provides the loaded data 

from the database one step ahead with the main 
aim to reduce the latency by a screen change for 
a user. The saved time also reduces the overall 
process duration and makes processes more effi-
cient. Of course the user has a better “flow” 
within the application. To give a little overview, 
we provide a short evaluation of the prototype in 
the following.  

We proved two scenarios once we load 5000 da-
tasets and another scenario we load 35000 da-
tasets from the database. Furthermore, the data 

Figure 3: Staffing Tool 

Figure 4: Time reduction with 5000 Datasets 
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was loaded once without the implemented con-
cept preloading of content and once with the im-
plemented concept. Figure 4 shows the time re-
duction for 5000 datasets. 

The evaluation of the running example with 5000 
datasets shows a reduction of 0,37s. Which is 
about 30% of the total time. If we increase the 
dataset, which has to be loaded from the database 
and rendered on the screen, we could reach the 
following results seen in figure 5. 

 
Figure 5: Time reduction with 35000 datasets 

The evaluation shows that we can reduce the total 
time from 2,03s to 0,8687s. There is a total reduc-
tion of 1,16s. Which is about 57% of the total 
time.  

This short evaluation scenario shows that the po-
tential of the implemented method is quite prom-
ising. Another aspect is that most of the time – 
besides the loadData() calls – is spend on render-
ing the website and parsing the json-model. This 
is another interesting topic, which is not part of 
this report at hand but can leverage a lot of time 

reduction and also provide an improvement of the 
latency. 

5 Provided infrastructure by the HPI 

To implement the prototype, we used certain SAP 
HANA-specific functionalities like stored proce-
dures for data processing as well as the mining of 
sequences. Since the standard SAP HANA PAL 
library does not provide the necessary functional-
ity for the calculation, we used the SAP HANA 
interface to integrate the statistical tool R [5]. The 
R engine therefore had to be installed on the same 
server infrastructure provided by the HPI Future 
SOC Lab to enable calculations based on stored 
procedures. Furthermore, the R calculation en-
gine was extended by a specialized library called 
TraMineR [6]. This extension is especially suita-
ble for a first step into sequence clustering and 
analysis. 

6 The BPI Challenge 2016 

Furthermore, the given infrastructure is also used 
to preprocess the log data given by this year’s 
business process intelligence challenge 
(BPIC’16) [7].  

The challenge provides a use case from the Dutch 
government within the scope of employee insur-
ances and labor market and data services in the 
Netherlands. The data comprises user interaction 
data from different IT systems, which is operated 
by the Dutch Employee Insurance Agency UWV 
that in turn is commissioned for the implementa-
tion and operation of respective services by the 
Ministry of Social Affairs and Employment 
(SZW). The challenge was divided into certain 
questions, which were answered using different 
techniques like Process Mining, log clustering, a 
Deep Learning approach and so on [7].  We used 
the resources from the HPI Future SOC Lab to 
preprocess the given datasets. Overall, we had da-
tasets containing over 7 million single logs. For 
joining and exploring the data, the HANA data-
base fits our needs in a perfect way. It enables us 
to explore the data very fast and give a solid base 
for the iterations of the analyzing exploration pro-
cess. One of the results from the challenge were 
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the so called usage pattern we derived from the 
given dataset. These usage pattern help to under-
stand the actual behavior within a software appli-
cation. Using this pattern discovered from the 
corresponding log files, we derived a pattern seen 
in figure 6. 

 
Figure 6: Usage pattern (BPIC'16) 

The given usage pattern shows a bottleneck in the 
section “taken” which corresponds to the tasks 
for a user. For more information and insights into 
the data please have a look at the submission [7]. 
With the report, we submit to the year’s BPI-
Challenge we reached one of the first places and 
we were able to present our results at BPM Con-
ference 2016 in Rio de Janeiro. 

7 Conclusion and Outlook 

The project Realtime Usability Improvement for 
Business Information Systems further implements 
and extends the fundamental work which has al-
ready been conducted in [2]. Within this project 
period, we implemented parts of the already de-
veloped concepts. Besides the extension of the 
analytical dashboard, we also will develop a tool 
to support the project management process, a so 
called staffing tool. This tool constitutes the base 
for intended evaluations in the futures. The eval-
uation of the implemented Real-time Usability 
Improvement Framework described in this article 
showed that a clear effort in the context of effi-
ciency can be provided by using this techniques. 

Furthermore, we want to improve the implemen-
tation of the running example to create a suitable 
use case for the comprehensive evaluation of the 
developed concepts. We also further improved 
the             implemented concepts to leverage 
more significant dynamic improvements for the 
software users.  
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Abstract 

Goal of the project ActOnAir is the personal guid-
ance of individuals who suffer from asthma and need 
to reduce their exposure to air pollutants. For this 
purpose bio-signals and environmental data are 
captured and analyzed. Applied data mining tech-
niques are sequential pattern mining and classifica-
tion with decision trees. This contribution describes 
details of the implementation of the mining compo-
nents with SAP HANA. 

 

1 Introduction 

The project ActOnAir has already been introduced in 
previous reports. A first paper focused on the re-
search question and the architecture of the overall IT 
system [1]. The data mining methods were outlined 
in a second report [2]. A brief summary of these 
topics is added in this publication for completeness.  
Focus of ActOnAir is the personal guidance of asth-
ma patients to reduce their risk of asthma attacks. For 
this purpose health factors and the environmental 
exposure of individuals are captured in a comprehen-
sive and fine granular way. Based on the analysis of 
these data personal guidance shall be provided. 
The corresponding ActOnAir IT system consists of 
the following major components [1, 2]: A mobile 
sensor box for capturing the individual exposure of 
persons to air pollutants, a sensor integration and geo 
sensor network for the processing and storage of 
heterogeneous sensor data, a data mining and fore-
casting module for the derivation of a forecast model 
and a mobile application for the recording of personal 
health symptoms and the provisioning of real-time 
forecasts about health risks. 
The method and architecture for data mining were 
outlined in [2]. In brief: ActOnAir follows the pattern 
based decision tree method of Lee et al. [4]. Here 

sequential pattern mining is used for feature selec-
tion. Features are then used for classification with 
decision trees.  
In this report implementation details of the data min-
ing components are described. 

2 Pattern Identification  

First, the sequential order of environmental data and 
health symptoms before days with asthma attacks and 
days without discomfort need to be captured.  
 
Input 
Dataset 𝐷 , containing all environmental factors and 
individual bio-signals in temporal order with discre-
tized values for one person or for a characteristic 
patient segment.  
Columns in 𝐷 : DATE, PROPERTY, PERSON, 
VALUE  
Here PROPERTY specifies the measurement or 
sensor type, e.g. temperature, ozone or particulate 
matter. 
 
Output 
Needed are sequences 𝑆 =  〈𝑠 , 𝑠 , … 𝑠 〉 of temporal-
ly ordered values for environmental factors and indi-
vidual bio-signals with a specified length 𝑛 before 
days with and without asthma attacks. For example, a 
sequence of length three for temperature contains the 
discretized temperature values for three subsequent 
days, e.g.  〈𝑐𝑜𝑙𝑑, 𝑚𝑒𝑑𝑖𝑢𝑚, ℎ𝑖𝑔ℎ〉.  
All sequences with length 𝑛 before days with an 
asthma attack are collected in a dataset for high-risk 
sequences 𝐷 . Sequences of similar length before 
days without discomfort build a dataset 𝐷  of low-
risk sequences. 
Columns for 𝐷 , 𝐷 : SEQUENCE_ID, DATE,   
DAY_ BEFORE, PROPERTY, PERSON, VALUE 
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Functional outline 
To collect all sequences for the dataset of high-risk 
sequences 𝐷 , the following steps are required: 
- Identify all days with discomfort and the corre-

sponding n days before (e.g. n = 3 days = length 
of sequence) for all persons within a segment. 

- For the identified days store the date and value 
for all measurements, i.e. properties. 

- Persist the results in 𝐷 . 
 

Implementation 
All measured sequences for different properties are 
stored in 𝐷 , which is used as starting point. To cap-
ture all days with an asthma attack, one selects 
from 𝐷  all days where the individual bio-signal 
ASTHMA ATTACK equals TRUE into a virtual 
table 𝐷  and assigns a unique ID.  
Now one can select the 𝑛 days before the event and 
obtain the values for all properties and persons for 
these days with just one single statement.  
To create the offsets to obtain all relevant days before 
an attack, the ADD_DAYS function is used in a sub 
select statement (Figure 1, line 10). The result is 
cross joined with the dates of the days with discom-
fort in 𝐷  (Figure 1, line 14-19).  

 
 
In this way one has obtained a list of dates with dis-
comfort and, for 𝑛 = 3, the three days before. With 
an inner join one can then select all measured proper-
ties and their corresponding values in 𝐷  (Figure 1, 
line 21-27). This join is not just based on the DATE 
column but also on the PERSON column (Figure 1, 
line 26-27). Thus it captures all sequences for all 
persons of one segment in one step. 
As result one receives a list of all sequences with a 
length of three days for an asthma attack for all prop-
erties.  

To get the dataset 𝐷  of low-risk sequences before 
days without attack, the same approach is used. Be-
fore all records which are used in 𝐷  are eliminated 
from the dataset 𝐷 , since these days are not part of a 
low-risk sequence. To find all days without asthma 
attack one could select from 𝐷  all the days where the 
individual bio-signal ASTHMA ATTACK equals 
FALSE into a virtual table 𝐷 . But, since after the 
elimination described above, all remaining days in  
𝐷  are days without asthma attack, the reduced  𝐷  
now equals  𝐷 .  
After that one can execute a similar procedure as for 
the high-risk case to obtain all needed sequences 
before days without an asthma attack. 
 
Performance 
The implementation leads to a high level of parallel-
ization. All sequences for all properties and all per-
sons belonging to one segment are identified in one 
step – independent from the number of persons and 
properties. 
Initial performance tests were carried out with gener-
ated datasets. Each dataset contains 1 to 1000 per-
sons. For each person 365 records for each property 
were generated. Each record stands for one measured 
value of a certain day. A setup with 1 or 5 properties 
was chosen. 
As expected, the results in Table 1 show that there is 
no correlation between the runtime and the number of 
persons or properties. 
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18 
19 
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result_High_Risk =  
SELECT day_before AS "DATE", 
    dates."EVENT_ID" as "SEQUENCE_ID",   
    dates.off as "DAY_BEFORE",   
    timeseries."VALUE", 
    timeseries."PROPERTY", 
    timeseries."PERSON" 
FROM            
( 
   SELECT event."DATE", dateRange.OFFSET,     
   ADD_DAYS(event."DATE", dateRange.OFFSET) AS   
   day_before    
   FROM "DATASET_EVENT" event  
CROSS JOIN  
( 
   SELECT 0 AS OFFSET FROM DUMMY UNION ALL, 
   SELECT -1 AS OFFSET FROM DUMMY UNION ALL, 
   SELECT -2 AS OFFSET FROM DUMMY 
) dateRange 
) dates   
INNER JOIN   
( 
   SELECT "DATE", "VALUE", "PROPERTY", “PERSON”  
   FROM "DATASET_TIMESERIES" 
) timeseries  
ON dates.day_before = timeseries."DATE" 
AND dates. "PERSON" = timeseries."PERSON"; 

Properties 1 5 

Persons Records Runtime Records Runtime 
1 730 < 00:01 2.190 < 00:01 

5 3.650 < 00:01 10.950 < 00:01 

10 7.300 < 00:01 21.900 00:01 

25 18.250 < 00:01 54.750 00:01 

50 36.500 00:01 109.500 00:02 

100 73.000 00:01 219.000 00:03 

250 182.500 00:02 547.500 00:05 

500 365.000 00:03 1.095.000 00:08 

1000 730.000 00:04 2.190.000 00:10 

Figure 1: Pattern Identification Table 1: Pattern Identification 
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3 Sequential Pattern Mining 

Starting out from the identified patterns before days 
with and without asthma attacks, patterns with high 
frequency have to be found. 
 
Input 
Datasets 𝐷  and 𝐷  
Columns in 𝐷 , 𝐷 : DATE, SEQUENCE_ID, 
DAY_BEFORE, PROPERTY, PERSON, VALUE 
 
Output 
Datasets 𝐷′  and 𝐷′  
Columns in 𝐷′ , 𝐷′ : SEQUENCE, PROPERTY, 
SUPPORT, CONFIDENCE, LIFT 
 
Functional outline 
To find sequences with high frequency, sequential 
pattern mining is carried out. Mining has to be per-
formed separately for all measurement types, i.e. 
properties, within the sets of high- and low-risk pat-
terns, based on the corresponding datasets 𝐷  and 𝐷 , 
respectively.  
Currently SAP HANA PAL does not provide an 
algorithm for sequential pattern mining. Therefore an 
R implementation of the cSPADE algorithm has been 
used [5].  
 
Implementation 
The R code is embedded in form of a corresponding 
RLANG procedure in SAP HANA. Its execution is 
carried out in an external R environment. The input 
sequences are passed to the RLANG procedures 
through virtual tables. These are then transformed 
into appropriate R data frames. Those data frames are 
then read into corresponding transaction objects [6]. 
They serve as final input for the cSPADE algorithm 
[5]. 
 
Performance 
Currently no parallelization is used here, since for the 
moment performance of pattern mining is not a major 
issue. If the current approach would be extended to 
include self-learning methods for feature identifica-
tion, also parallelization of this step should be con-
sidered [7]. 
Performance tests for this component are based on 
the datasets outlined in Section 2. As expected Table 
2 shows that the runtime increases linearly with the 
number of properties and persons. 

 
 

4 Decision Tree Mining 

Based on the sequential patterns, decision trees are 
built. They allow a classification of actual observa-
tions into situations with high- or low-risk for asthma 
attacks.  
 
Input 
Datasets 𝐷 , 𝐷  and 𝐷′ , 𝐷′  
Columns in 𝐷 , 𝐷 : DATE, SEQUENCE_ID, 
DAY_BEFORE, PROPERTY, PERSON, VALUE 
Columns in 𝐷′ , 𝐷′ : SEQUENCE, PROPERTY, 
SUPPORT, CONFIDENCE, LIFT  
 
Output 
PMML models for decision trees 
 
Functional outline 
The identified frequent sequential patterns for differ-
ent properties are interpreted as features. On the other 
hand, the captured sequences of measurements before 
days with and without asthma attacks are considered 
as transactions. These can now be characterized by 
the presence or absence of identified features – which 
may be interpreted as attributes of the transactions. 
Note, that one attribute describes whether an input 
sequence belongs to a high- or low-risk dataset, re-
spectively. For illustration, a table for the feature 
characterization is shown in Figure 2. 
 
The following steps are carried out: 
- Creation of a table which contains all features as 

columns. 
- Separation of transactions from high- and low-

risk datasets. 
- Characterization of transactions by the presence 

or absence of identified features. 
- Storage of results in a dedicated table. 
 

Properties 1 5 

Persons Records Runtime Records Runtime 
1 730 < 00:01 2.190 < 00:01 

5 3.650 < 00:01 10.950 00:01 

10 7.300 < 00:01 21.900 00:02 

25 18.250 00:01 54.750 00:06 

50 36.500 00:03 109.500 00:12 

100 73.000 00:05 219.000 00:23 

250 182.500 00:12 547.500 01:00 

500 365.000 00:26 1.095.000 02:12 

1000 730.000 00:50 2.190.000 04:14 

Table 2: Sequential Pattern Mining 
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Figure 2: Transactions and Features 
 
Implementation 
For the creation of the table which contains one col-
umn for each frequent sequential pattern, dynamic 
SQL is used. This allows the construction of appro-
priate SQL statements during the execution of proce-
dures. When iterating over all frequent patterns, the 
corresponding properties are added as consecutive 
numbers used as column names for SQL constructs. 
This is done separately for high- and low-risk fre-
quent patterns, respectively. 
For high-risk sequences all transactions are selected 
from 𝐷 . SEQUENCE is then inserted as 
TRANSACTION, while PROPERTY and the value 
TRUE for “high-risk” are denoted in the attribute 
table. Sequences in 𝐷  are processed in a similar way, 
by replacing the value for the risk segment TRUE by 
FALSE. 
Dynamic SQL is also used for the following steps. 
An update statement is created, where the feature 
column and the conditions, characterizing the pres-
ence or absence of features in transactions, are creat-
ed dynamically. For the conditions CASE WHEN is 
used.  With LOCATE transactions and features are 
compared, storing 0 for the absence and 1 for the 
presence of a feature within a transaction. The corre-
sponding code extract is shown in Figure 3. 

 
 
The transactions and their corresponding attributes 
are then taken as input for decision tree mining. For 
this purpose the CART algorithm from PAL [8] is 

used. Target for the mining process is the attribute 
describing whether a dataset belongs to the high- or 
low-risk segment. The resulting tree itself is a binary 
tree. Each node queries the presence of a frequent 
sequential pattern.  
 
Performance 
The performance of this part can be illustrated by the 
dataset from Section 1. Examples for results are 
shown in Table 3. 
The results show a growing runtime when increasing 
the number of records. The reason is that with a ris-
ing number of records the number of sequences in-
creases proportionally and more rows need to be 
characterized through features. 
 

Properties 1 5 

Persons Records Runtime Records Runtime 
1 730  00:02 2.190 < 00:01 

5 3.650  00:02 10.950 00:01 

10 7.300  00:03 21.900 00:02 

25 18.250  00:03 54.750 00:06 

50 36.500  00:03 109.500 00:12 

100 73.000  00:05 219.000 00:23 

250 182.500  00:08 547.500 01:00 

500 365.000  00:10 1.095.000 02:12 

1000 730.000  00:18 2.190.000 04:14 

 
 

5 Next Steps 

Since August 2016 the ActOnAir iOS app is availa-
ble. This will enable tests of whole IT system with 
realistic data – including the mining and forecasting 
components.  
In addition to that a runtime for forecasting, based on 
the derived classification models, will be implement-
ed upon SAP HANA. Systematic model improve-
ments can then be studied by using different sets of 
training and test data. Here in particular various prun-
ing strategies for feature selection shall be investigat-
ed.  
Finally, it will be interesting to compare sequen-
tial pattern mining on R with pattern mining 
through a new PAL component, which is 
planned for HANA 2.0, SPS0. 
 
Supported by the Federal Ministry for Economic  
Affairs and Energy 

 

 
1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 
26 
27 

 
UPDATE att_tbl 
SET att_tbl."Attribut_1_1" = 
trans_tbl."Attribut_1_1", 
    att_tbl."Attribut_1_2" = 
trans_tbl."Attribut_1_2", 
    att_tbl."Attribut_2_1" = 
trans_tbl."Attribut_2_1", 
FROM (SELECT 
  CASE 
    WHEN (LOCATE("TRANSACTION", 'FEATURE_1') > 0  
    THEN 1 
    ELSE 0 
  END AS "Attribut_1_1", 
  CASE 
    WHEN (LOCATE("TRANSACTION", 'FEATURE_2') > 0  
    THEN 1 
    ELSE 0 
  END AS "Attribut_2_1", 
  CASE 
    WHEN (LOCATE("TRANSACTION", 'FEATURE_3') > 0 
    THEN 1 
    ELSE 0 
  END AS "Partikel_136", 
  "TRANSACTION", 
  "PROPERTY" 
FROM "TRANSACTION_TBL") trans_tbl,  
"ATTRIBUT_TBL" att_tbl; 

Figure 3: Decision Tree Mining 

Table 3: Decision Tree Mining 
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Abstract 

The revenue of a cellular network is proportional to 
the number of subscribers that can use it without 
overloading any radio cell. The mobility pattern of 
the subscribers affects the load in the network. Based 
on data from a region in Sweden, we have evaluated 
two optimization strategies: Tetris optimization and 
cell expansion. Tetris optimization tries to find the 
mix of users from different market segments that pro-
vides the most even load in the network. Cell expan-
sion is done by selectively expanding the capacity of 
heavily loaded radio cells using cell splitting. Both 
optimization strategies are based on linear pro-
gramming (LP), and HPI Future SoC Lab hardware 
resources have been used for solving these LP prob-
lems.  

1 Project idea 

We want to increase the utilization in a cellular radio 
network. The potential revenue of the radio network 
is proportional to the number of subscribers that can 
use it without suffering from quality problems due to 
overloaded radio cells. The mobility pattern of the 
subscribers, i.e., where they tend to be during differ-
ent times of the week, affects the load in the radio cell 
network. A dream scenario is to have an even geo-
graphical spread of subscribers during all hours of the 
week, because then all cells are equally loaded during 
all the time and we get a very high utilization of the 
physical infrastructure. This kind of optimal spread of 
the load is in most cases not possible, but still a goal 
for the operator. In order to maximize the value of the 
cellular radio network, the initial planning of the net-
work tries to predict the mobility pattern of the sub-
scribers by having a large number of small cells in 
city centers, sports arenas, and other places where 
one can expect a high density of subscribers during 
some time periods.  

The marketing department of a telecom operator 
often divides the market into user segments, e.g., 

young adults, families, and business men/women. 
One of the reasons of dividing the market into such 
segments is that different marketing campaigns can 
target these groups. If the subscribers in different 
segments have different mobility patterns, and if these 
patterns complement each other in the sense that sub-
scribers from one segment tend to be at different lo-
cations than subscribers from some other segment, 
then these two segments would be a good and com-
plementary mix from an infrastructure utilization 
point of view. If we know the (average) mobility pat-
tern for subscribers in such segments, this infor-
mation could be used for finding a mix of subscriber 
segments that maximizes the utilization of the radio 
network. We will use the term Tetris optimization 
(the name is inspired by the famous game where one 
should combine complementary shapes) for the pro-
cess of finding a mix of user subscriber segments that 
maximizes the utilization of the radio network (we 
will define this process in detail later).  

Tetris optimization is one way to increase the 
number of subscribers in a radio cell network without 
risking quality problems due to overloaded cells. 
Provided that the mobility pattern of the different 
subscriber segments are known this approach can be 
explored by the marketing department by targeting 
different market segments. If the mobility patterns of 
the subscribers are known, we could also use another 
approach for optimizing the infrastructure utilization. 
That approach is to do selective expansion of the 
radio network based on observed hotspots, i.e., one 
can insert new radio equipment and split a heavily 
loaded cell into smaller cells, thus making it possible 
to increase the number of subscribers without risking 
quality problems due to overloaded cells; we call this 
approach cell expansion. Cell expansion is done by 
the technical department and does not require any 
selective marketing activities from the marketing de-
partment. 

One could of course also combine the Tetris opti-
mization and cell expansion approaches. One way of 
doing this is to first apply Tetris optimization and 
then identify and expand the radio cells that tend to 
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be the bottlenecks for the optimized subscriber mix. 
Another way to combine the two approaches is to 
expand the radio cells that are the bottlenecks in the 
default mix of subscribers, and then do Tetris optimi-
zation on the expanded network.  

A database provided by Telenor, and used in this 
study, contains historical location data from a region 
in Sweden with more than 1000 radio cells during 
one week in 2015 with the user’s location registered 
every 5 minutes. This means that we have 7*24*12 = 
2016 time slots of 5 minutes each. There are 27010 
unique subscribers in the database. 

The marketing department has identified six user 
segments:  

1. Corporate clients (139 subscribers) 
2. Cost aware, (4003 subscribers) 
3. Modern John/Mary, (5963 subscribers) 
4. Quality aware, (5805 subscribers) 
5. Traditional, (6007 subscribers) 
6. Value aware, (5093 subscribers) 

 
Tetris optimization and cell expansions are both 

based on linear programming (see sections 1.2 and 
1.3). 

1.1 Related work 
Analyzing mobile traffic has become increasingly 

important. In [17] Naboulsi et al provide a survey of 
studies using data collected by mobile operators. One 
of the findings in that survey is that users, and user 
segments, tend to follow patterns and visit the same 
locations during the same periods of the week.  

There are two main areas of related work that are 
relevant for this study: base station placement and 
other forms of infrastructure optimization similar to 
cell expansion (see Section 1.1.1), and geodemo-
graphic user segments such as the ones used by Tetris 
optimization (see Section 1.1.2).  

1.1.1 Optimization of the Physical Infrastruc-
ture 

Optimizing wireless radio cell networks has been 
studied for a long time [19][12][20][21][16][15][11]. 
In [3] the authors investigate different mathematical 
programming models for deciding where to install 
new base stations and how to select their configura-
tion, to find a trade-off between coverage and cost; 
similar problems have been addressed in [26] and [2]. 
The concept of force fields, motivated by the physics 
of multiple particles in a closed system, has also been 
used for optimizing base station placement [18]. 

Optimizing cell planning in modern radio net-
works with mixed cell sized is a challenging problem. 
In [22] and [4], the authors investigate how genetic 
and other optimization algorithms can be used for 
finding good locations for base-stations in networks 

with mixed cell sizes. Optimized planning of hetero-
geneous radio networks, where small cells are de-
ployed within large macrocells has been studied by 
Wang et al [23]. The challenge in this case is to find a 
cost-effective way to satisfy the traffic requirements 
of the users.  

The optimal placement of base stations and relay 
stations in WiMAX (IEEE 802.16) networks has been 
studied by Yu et al [27]. In that paper the authors 
define a model that uses integer programming to find 
optimal physical locations of base stations and relay 
stations in IEEE 802.16j networks. In [1] the authors 
extends the study by Yu et al by allowing relay sta-
tions to be located several hops away from the base 
station. An algorithm for optimal relay and base sta-
tion placement has also been developed by Islam et al 
[13]; González-Brevis et al have looked at base sta-
tion placement for minimal energy consumption [9].    

1.1.2 Geodemographic User Segments 
Geodemographic classification is now used by al-

most all large consumer-oriented commercial organi-
zations to improve their understanding of the appeal 
of their products and services to different market 
segments. The two major segmentation systems are 
ACORN (a classification of residential neighbors) 
developed at CACI Limited and MOSAIC developed 
by CNN marketing. However, there are commercially 
available systems by other companies, detailed down 
to the postcode level. One of the reasons segmenta-
tion systems like ACORN are so effective is that they 
are created by combining statistical averages for both 
census data and consumer spending data in pre-
defined geographical units [8]. Originally developed 
for the UK, MOSAIC used some 400 items of small 
area information to classify each of the 1.3 million 
UK postcodes into 61 residential neighborhood types. 
The postcode descriptors allow us powerful means to 
unravel lifestyle differences in ways that are difficult 
to distinguish using conventional survey research 
given limited sources and sample size constraints 
[25]. It was demonstrated that middle-class categories 
in the UK such as ‘New Urban Colonists’, ‘Bungalow 
Retirement’, ‘Gentrified Villages’ and ‘Conservative 
Values’, whilst very similar in terms of overall social 
status, nonetheless register widely different public 
attitudes and voting intentions, show support for dif-
ferent kinds of charities and preferences for different 
media as well as different forms of consumption. Mo-
saic categories also correlate to diabetes propensity 
[14], school students’ performance [24], broadband 
access and availability [8] and so on. Industries rely 
increasingly on geodemographic segmentation to 
classify their markets when acquiring new customers 
[10]. The localized versions of MOSAIC have been 
developed for a number of countries, including the 
USA, Australia, Sweden, Spain, Germany, and Nor-
way. The main geodemographic systems are in com-
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petition with each other (e.g. Claritas, CACI, 
MOSAIC, etc), and the exact details of the data and 
methods for generating lifestyles segments are never 
released [6]. As a result, the specific variables or the 
derivations of these variables are unknown.  

1.2 Formulation of the Linear Program-
ming (LP) Problem 
We would like to maximize the number of sub-

scribers under the restriction that the number of sub-
scribers in any cell during any five minute interval 
does not exceed the cell capacity. The total number of 
subscribers in segment i is denoted Si. The number of 
subscribers belonging to segment i in cell j during 
time slot t seen from the database is denoted ai,t,j. The 
maximum subscriber capacity in cell j is denoted Cj. 
For each subscriber segment we introduce a scaling 
coefficient xi; we optimize these scaling coefficients 
in our linear programming problem. The existing mix 
of subscribers corresponds to xi = 1 (1 ≤ i ≤ 6). If we 
change some xi, we assume that the number of sub-
scribers in each cell at each point in time will change 
proportionally.  

Given this notation and assumptions, the linear 
programming problem becomes: 

Maximize  

Subject to  and  

During Tetris optimization the capacity is the 
same for all cells (we will use different for differ-
ent cells when we combine Tetris optimization with 
cell expansions). The capacity is selected as the max-
imum number of subscribers seen in any cell during 
any 5 minute time slot. For our data set  = 165. The 
relative gain of Tetris optimization is not affected by 
the absolute value of , i.e., we would get the same 
relative gain for a larger . 

In some cases one may only be interested in ways 
to expand the current number of subscribers, i.e., one 
would not like to get rid of any subscribers irrespec-
tively of their segments. In the Tetris optimization 
this corresponds to all scaling factors being larger 
than or equal to one, i.e., we need to add the re-
striction that . In this case the cell capacity 

affects the gain of doing Tetris optimization. For 
 = 165 we get no gain in this case, but for larger 
we will see a gain. 

1.3 Cell Expansions 
The capacity of a radio cell can be expanded by 

inserting new hardware and using conventional meth-
ods such as cell splitting, e.g., splitting the old cell 
into two or more new cells. In fact, cell splitting is an 
important technology in order to achieve network 
densification, which is a key mechanism for 5G net-
works [5]. If we split an old cell into two new and are 
able to do a perfect split, half of the users in the old 

cell will end up in each of the two new cells. The split 
would probably be able to cut the geographical area 
cover by the old cell into two (almost) equally sized 
cells. During the peak hours there are probably active 
phones in almost all parts of the cell, i.e., one could 
argue that splitting the load during the peak periods 
into half is optimistic, but not completely unrealistic. 
If we make the (extremely) pessimistic assumption 
that the load in a certain part of a cell is totally unre-
lated to the size of that part, we will on average have 
3/4 of the original load in the most heavily loaded 
cell after the split. Unless explicitly stated otherwise. 
In order to strike a compromise between the optimis-
tic and the pessimistic assumptions, we will assume 
that the subscribers in each of the two new cells is at 
most 2/3 of the number of subscribers in the old cell; 
the 2/3 assumption corresponds to multiplying the 
capacity of the original cell with a factor 3/2. The 
optimistic assumption that the load is split into two 
equal halves corresponds to multiplying the capacity 
in the original cell with a factor 2; the pessimistic 3/4 
assumption corresponds to multiplying the capacity in 
the original cell with 4/3.  Obviously, expanding a 
cell affects the capacity in all time slots. This means 
that expanding cell number k corresponds to multi-
plying the cell capacity Ck with a factor 3/2 in our 
linear programming model. When doing pure cell 
expansions we do not want to do Tetris optimization, 
i.e., we want to increase the number of subscribers, 
but not change the mix of subscribers. In order to 
keep the mix of subscriber segments we add the re-
striction x1 = x2 = x3 = x4 = x5 = x6 to our linear pro-
gramming model. 

2 Used Future SOC Lab Resources 

We continued to use the same hardware as previously 
in the HPI Future SOC Lab. The hardware was used 
to solve the linear programming problems discussed 
in the previous section. We used the Gurobi solver 
[7] for the LP problems. Solving these LP problems 
is very computationally demanding and the computa-
tion time for generating graphs like the ones in fig-
ures 1 and 2, is around 4-12 hours using modern 
hardware. Having access to the powerful hardware 
resources at HPI Future SoC Lab has therefor been 
very important for us. 

3 Findings 

3.1 Tetris Optimization 
As mentioned in Section 1, there are 27010 sub-

scribers in the data, and the cell capacity is set to 165 
for all cells, which is the minimum cell capacity for 
handling the data set. When solving the optimization 
problem, we get an objective function value of 42755 
subscribers. This corresponds to a 58% increase of 
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the number of subscribers using the same physical 
radio network (42755/27010 = 1.58). The x-values 
(scaling factors) that yields the optimal result are: x1 
= 0, x2 = 0.13, x3 = 0, x4 = 1.45, x5 = 4.85, x6 = 0.92.  

3.2 Cell Expansions 
Fig. 1 shows the number of subscribers as a func-

tion of the number of cell expansions. We have cell 
expansion added the restriction that x1 = x2 = x3 = x4 = 
x5 = x6 in our linear programming model. The active 
restrictions can be easily identified and each re-
striction is related to a radio cell. In some cases there 
are more than one cell preventing us from adding 
more subscribers. This can be seen as flat segments in 
Fig. 1. The figure shows that 100 cell expansions 
increases the maximum number of users from 27,000 
to more than 100,000 when we use the expansion 
factor 3/2. For the expansion factors 2 and 4/3 we see 
that the difference in terms of the maximum number 
subscribers increases when the number of cell expan-
sions increases. The reason for this is that for the 
lower expansion factors, more cells need to be ex-
panded multiple times.  

 

Fig. 1. The maximum number of subscribers 
as a function of the number of cell expan-

sions for the expansion factors 2, 3/2 (solid 
red line), and 4/3 respectively.  

3.1 Cell Expansions and Tetris Optimiza-
tion 

One way of combining Tetris optimization and cell 
expansion is to first do Tetris optimization, and then 
do cell expansion with the user mix obtained after the 
Tetris optimization. We evaluated this approach by 
first doing the Tetris optimization, thus obtaining the 
x-values (scaling factors) presented above. We called 
these scaling factors x’, i.e., x1’ = 0, x2’ = 0.13, x3’ = 
0, x4’ = 1.45, x5’ = 4.85, x6’ = 0.92. We then added 

the restrictions that x1 = x3 = 0, and x2/x2’ = x4/x4’ = 
x5/x5’ = x6/x6’ to our linear programming problem. 
These new restrictions, preserve the user mix to the 
one obtained after Tetris optimization. We then do 
cell expansion in the same way as above, i.e., by 
identifying the cells associated with the active re-
strictions and multiplying the capacity of these cells 
with a factor 3/2 (or 2, or 4/3).  

Fig. 2, shows the result of first doing Tetris opti-
mization and then cell expansion, for the first 100 cell 
expansions. For the expansion factors 2 and 4/3 we 
see that the difference in terms of the maximum num-
ber subscribers increases when the number of cell 
expansions increases. The reason for this is that for 
the lower expansion factors, more cells need to be 
expanded multiple times.  

4 Next steps 

We plan to continue to explore the potential of the 
Tetris optimization approach. Currently, we are using 
geodemographic user segment (see above). In the 
next phase we will investigate user segments (user 
clusters) based on the subscribers’ mobility patterns. 
We think that the gain doing Tetris optimization 
based on mobility based subscriber clusters will be 
even greater than the gain of doing Tetris optimiza-
tion for segments based on geodemographic data 
(which is what we have done so far). As a part of our 
future work we will also evaluate how different clus-
tering algorithms affects the gain of doing Tetris op-
timization. 

 

Fig. 2. The maximum number of subscribers 
as a function of the number of cell expan-

sions after initial Tetris optimization for the 
expansion factors 2, 3/2 (solid green line), 

and 4/3 respectively.  
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Abstract

We are witnessing an unprecedented increase in the
adoption of graphs for different applications, from
biological to social. However, while their size and
complexity keep growing, automatic graph exploration
methods are limited to a few specialized techniques.
Consider the case in which a user wants to compare
nodes in the graph and see how they differ from their
similars. This is the case of a student searching for dif-
ferences in two or more presidents, or a biologist look-
ing at two microorganisms. In this work, we propose
a novel formulation to discover what we call notable
characteristics given an initial set of nodes. We pro-
pose a solid probabilistic approach that first retrieves
nodes that are similar to the seed provided by the user,
and then exploits distributional properties to under-
stand whether a particular attribute is interesting or
not. We experimentally evaluate the effectiveness of
our approach and show that we are able to discover
notable characteristics that are indeed interesting and
relevant for the user.

1 Introduction

Consider the case in which a user wants to com-
pare nodes in the graph and see how they differ from
their similars. This is the case of a student search-
ing for differences in two or more presidents, or a
biologist looking at two microorganisms. Tradition-
ally, the user would look at the nodes, their relation-
ships and attributes and select those that are more in-
teresting. However, this painful approach requires a
long time and would lead to scarce results or errors.
In this work, we propose a novel formulation to dis-
cover what we call notable characteristics given an
initial set of nodes. While the traditional comparison
of nodes by means of node similarity provides only
a score with no explanation, we go one step further.

We propose a solid probabilistic approach that first re-
trieves nodes that are similar to the seed provided by
the user, and then exploits distributional properties to
understand whether a particular attribute is interesting
or not. We experimentally evaluate the effectiveness
of our approach and show that we are able to discover
notable characteristics that are indeed interesting and
relevant for the user.
A knowledge graph is a directed graph in which nodes
and edges have labels or types. They are also known as
information networks [4, 6] or simply labeled graphs.
We are given a set A of node labels and a set L of edge
labels. The term label and type are used interchange-
ably.

Definition 1 (Knowledge graph). A knowledge graph
is a quadruple G : hV, E ,�, i, where V is a set of
nodes, E ✓ V ⇥ V is a set of edges, � : V 7! A,
 : E 7! L are node and edge labeling functions,
respectively.

Recall that we are interested in discovering notable
characteristics of the entities mentioned in a set of in-
put nodes in relation to their similars. This intuitive
definition entails two questions: (1) what is the set of
similars? (2) what are the notable characteristics?
The set of input nodes is referred to as seed set (seeds
in short). Formally, given a knowledge graph G :

hV, E ,�, i the set of seed nodes is any set S ✓ V .
The seed set is manually provide by the user and there-
fore considered reasonably small (i.e.,  10 elements).
Given any set of seed nodes, we need to define a set of
similars or context nodes. We assume the existence of
a similarity function � : V ⇥ 2

V 7! R that assigns a
high score to nodes that are similar to those in the seed
set and low otherwise. Then, the context are the top-k
most similar nodes.

Definition 2 (Context set). Given a knowledge graph
G : hV, E ,�, i, a seed set S ✓ V , a similarity func-
tion � : V ⇥ 2

V 7! R, and a parameter k, the con-
text set (or simply context) is a set C ✓ V such that
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S ✓ C, |C| = k, and for each n

c

2 C ^ n 2
V \ C,�(n, S)  �(n

c

, S).

The second question concerns the notable characteris-
tics. The characteristics are attributes or relationships
of a specific node since they implicitly represent a sig-
nature of the node itself. As before, we assume the
existence of a generic discrimination function, whose
role is to return a score whether a specific characteris-
tic is discriminative or unexpected comparing two set
of nodes. Formally, in the knowledge graph G, a dis-
crimination function � : L ⇥ 2

V ⇥ 2

V 7! R+
0 assigns

a discrimination value or 0 if the value is not discrim-
inative. We are now ready to define a notable charac-
teristic.

Definition 3 (Notable characteristic). Given a knowl-
edge graph G : hV, E ,�, i, a seed set S ✓ V , a
context C ✓ V , and a discrimination function � :

L⇥ 2

V ⇥ 2

V 7! R+
0 a notable characteristic is a rela-

tionship l 2 L|
C

such that �(l, S, C) 6= 0.

The notation L|
C

denotes the set of edge labels re-
stricted to those that are found in the edges directly
connected to C, i.e., L|

C

= {l | 9x 2 C, y 2
V s.t. (x, y) 2 E ^  (x, y) = l}.
The general problem we aim to solve is efficiently re-
turning the notable characteristics, given a seed set, a
similarity function and a discrimination function.

Problem 1 (Finding notable characteristics). Given a
knowledge graph G : hV, E ,�, i, a seed set S ✓ V ,
a similarity function � : V ⇥ 2

V ! R and a discrimi-
nation function � : L⇥ 2

V ⇥ 2

V 7! R+
0 , find the set of

notable characteristics.

The problem entails the definition of suitable functions
� and � that are able to retrieve and compare nodes.

2 Approach

We model the discrimination function in probabilistic
terms, in order to better deal with noisy settings and
uncertainty. Therefore, we assume that a characteristic
is interesting if its distribution in the seed set deviates
from the one in the context set. In other words, the
context represents the expected behavior of the popu-
lation while the seed is the hypothesis to be tested.
Given the seed set S, the first step requires the defini-
tion of a similarity function � to retrieve a set of con-
text nodes. Although many notions of similarity func-
tions have been developed, such as structural equiv-
alence [5] and SimRank [2], none seems suitable to
our case. Existing similarity measures are either based
on restricted neighborhoods of the nodes [5], or they
disregard edge and node labels [2] We propose an al-
gorithm that takes into account the kind of connections
between pairs of nodes and combines the advantages
of random walk and metapath approaches.

In the traditional random walk model, a random
walker chooses one of the outgoing edges from a node
with uniform probability. Instead of uniform proba-
bility, we favor choices which are more informative in
terms of edge label. Intuitively, an edge label is infor-
mative if it has low frequency. This intuition is sup-
ported by information theoretic notions, such as tf-idf
and has been successfully used in graphs as well [7].
As a shorthand notation, we define E

l

as the set of
edges having label l 2 L, i.e., E

l

= {(i, j) 2 E|i, j 2
V, (i, j) = l}. The frequency of a label l is the frac-
tion of l-labeled edges with respect to the total number
of edges. We then define the weighted adjacency ma-
trix as a |V |⇥ |V | square matrix, where the value A

ij

between node i and j is defined as

A

ij

=

⇢
1� |E

l

|/|E| if (i, j) 2 E

0 otherwise (1)

The Personalized PageRank is defined as the vector

p = c ⇤ ˜

A ⇤ p+ (1� c) ⇤ v, (2)

where ˜

A

ij

= A

ji

/

P
k

A

jk

, c is the damping factor,
and v is vector called personalization vector. In our
experiments the damping factor is 0.8, in line with pre-
vious works. We compute the PageRank starting from
each node in the seed set to retrieve the k nodes with
the highest score. This is done by setting v

n

= 1 for
each n 2 S, individually. We refer to this baseline as
RANDOMWALK.
However, the RANDOMWALK baseline disregards
common connections between the seed nodes. This
is an important information, since the tf-idf approach
does not consider the user’s similarity notion implic-
itly contained in the seed set. To this end, we adopt the
notion of metapath from [8] which generalizes the con-
cept of path. A metapath for a path hn1, ..., nt

i, n
i

2
V, 1  i  t is defined as the sequence
h�(n1), (n1, n2), ..., (nt�1, nt

),�(n

t

)i that alter-
nates node and edge labels along the path. We
mine metapaths running PathMining [3] from the seed
nodes. Differently from the original PathMining, we
start from several nodes with uniform probability and
consider only edge types. Our algorithm stops the ex-
ploration when another seed node is encountered. The
metapaths and the counts for each path are separately
stored to compute the similarity score.
Once the metapaths are computed, we compute a score
for each node based on the probability that some meta-
path starting from a seed node ends in this node. Given
the set of metapaths M obtained with our modified
PathMining, we denote as n

m n

0 any path from n

to n

0 2 V \ S matching metapath m 2 M . Therefore,
the score of a node n0 2 V \S with respect to any seed
node n 2 S is

�(n

0
, S) =

X

m2M,n2S

|{n m n

0}|
|{n m n

00|n00 2 V \ S}|
Pr(m)
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Pr(m) is the probability of choosing metapath m,
which is the relative count computed previously di-
vided by the sum of the counts of all metapaths M .
Intuitively, � gives a higher score to nodes that are
reachable through frequent metapaths connecting the
seed nodes or connected through many of these meta-
paths. This means that nodes that are reached from
infrequent metapaths will have a low score. Once we
have computed the score for each node we return the
k nodes with the highest score as our context.
Assume we have computed the distribution of val-
ues for each characteristic (i.e., edge label) for both
seed nodes and context nodes found with the previ-
ous method. Intuitively, for each characteristic, the
distribution of the context represents the expected, or
normal behavior, the one to compare with. Therefore,
the seed set becomes the hypothesis to be evaluated
against the “true” distribution of the context.
Formally, for each characteristic l 2 L, we consider
two distributions in order to evaluate its notability. The
first evaluates the number of occurrences of a distinct
node label instance connected through a specific edge
label (e.g., bornIn, California). This expresses infor-
mation about the actual attribute values of the nodes
and can be used to identify cases where different at-
tribute values are relevant. For instance, most people
in the seeds are born in the U.S., while those in the
context are equally born in the U.S. and Europe. We
refer to these distributions as instance distributions.

Inst

s

(l, C, S) = (x1, x2, ..., xm

),

Inst

c

(l, C) = (y1, y2, ..., ym)

where x
i

and y

i

are the number of occurrences of node
i at the end of an edge labeled l from a node in S and
C, respectively. Note that both vectors have the same
size, so x

i

is zero if i appears only in the context. Sim-
ilarly, a second distribution computes aggregates over
the number of occurrences of a specific edge type in
the context. This expresses information about the ex-
istence and cardinality of an attribute and can be used
to identify cases where attribute cardinality is relevant.
For instance, people in the seed all have a single child
while in the context most have two children. Such
cases cannot evidently be modeled as instance distri-
butions that take into account distinct values. We refer
to these distributions as cardinality distributions.

Card

s

(l, C, S) = (x1, x2, ..., xm

),

Card

c

(l, C) = (y1, y2, ..., ym)

where x

i

and y

i

are the number of times a node in S

and C respectively has i edges labeled l.
Both distributions can be built by iterating through the
nodes in each set and counting the respective occur-
rences. For a given l 2 L, this results in two scores
�

Inst

and �
Card

for instance and count distributions.
The final score � is a maximum aggregation score be-

tween �
Inst

and �
Card

.

�(l, C, S) = max(�

Inst

(l, C, S), �

Card

(l, C, S))

(3)
Many measures have been proposed in statistics to
compare two distributions. However, most of them
draw specific assumptions, such as a minimum number
of samples or non-zero probabilities, that are not ful-
filled in our case. In particular, Inst and Card have
no natural ordering and no distance-function between
the values. Additionally, we compare a m-sized dis-
tribution over our context, where m is the size of the
context, to a much smaller distribution over the seed-
nodes. This leads to many zero values in the seed-
distribution.
We resorted to a more natural multinomial test that
better expresses the relationship between our distribu-
tions. The multinomial test assumes that a set of obser-
vations is drawn from a known multinomial distribu-
tion. Therefore, assuming the context to be Multino-
mial distributed the observations are the values found
in the seed set. If the values observed in the seed sets
are drawn from the Multinomial, than the hypothesis
cannot be rejected and the characteristic is marked as
non-notable. On the other hand, if the test succeeds,
then the two distributions are significantly different
and the characteristic is notable.
Assume we have a random variable X

N,⇡

⇠
Mult(N,⇡), with parameters N and ⇡. We normalize
Inst

c

and Card

c

to express a probability distribution
⇡ = normalize(y) = (⇡1,⇡2, ...,⇡k). For a given
outcome x = (x1, x2, ..., xk

), the probability, under
the hypothesis of equality between context and sam-
ple, is

Pr(XN,⇡

= x) = N !

kY

i=1

⇡

xi
i

x

i

!

,

where N =

P
x

i

. In an exact multinomial test, the
significance probability is

Pr

s

(X

N,⇡

= x) =

X

y:Pr(XN,⇡=y)
Pr(XN,⇡=x)

Pr(X

N,⇡

= y)

Prs(⇡, x) is the probability of x or any equally or less
likely outcome being drawn from the probability dis-
tribution. In case of large N , the exact test is imprac-
tical, we therefore perform a Montecarlo sampling to
approximate the final result. A difference in distribu-
tions is considered significant, if the hypothesis is re-
jected with probability p > 0.95.

3 Experimental eveluation

Datasets: We perform experiments on two datasets:
YAGO and LinkedMDB.
• YAGO [1] is a large knowledge graph based on
Wikipedia, Wordnet and Geonames. We downloaded
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Figure 1: Average time (s) vs seed set size (|S|) com-
parison in YAGO dataset.

YAGO 2.51 core facts in April 2016. It consists of
3.3M nodes and 27M edges, with 366K node types
and 38 edge labels, including a type-hierarchy for node
types. We represented each node attribute as an edge,
having the attribute value as node label.
• LinkedMDB is a knowledge graph for the movie
domain, extracted from the Internet Movie Database
(IMDB). We downloaded a snapshot of LinkedMDB2

in June 2016. It consists of 739K nodes and 1.6M
edges of 18 types.
Experimental Setup: We implemented our solution
in Java 1.8, and ran the experiments on a FutureSoc
Lab machine with a quad-core Intel CPU 1.7 GHz and
64GB RAM. All the datasets are loaded into Apache
Jena triple store to perform quick traversals on the
graph without loading it into main memory. The im-
pemented algorithms are the following.
• RANDOMWALK: A baseline algorithm for context
selection based on Personalized PageRank. Instead of
the matrix multiplication we used the more scalable
power iteration method. We set the number of itera-
tions to 10 and the damping factor c = 0.8.
• CONTEXTRW: This is our algorithm that includes
PathMining to mine the metapaths, the weighted ran-
dom walk constrained to the metapaths found by Path-
Mining, and the final score. We ran PathMining 1M
times to retrieve the relevant metapaths.
• FINDNC: This is the final algorithm that combines
CONTEXTRW and the method previously described.
For the multinomial test, we used a statistic package
written in R.
Summary of the experiments: We evaluate our al-
gorithms effectiveness by comparing the found con-
text to a ground truth obtained through a user survey.
Our context selection returns a better context com-
pared to the baseline quicker. Moreover, our algo-
rithm performs better as the seed set increases. The
returned notable characteristics indeed represent inter-
esting undisclosed facts in the seeds.

Seed size (|S|). The seed size |S| affects both time
and quality. We compare the total runtime of each
method varying the seed size (|S|). Figure 1 shows

1
http://resources.mpi-inf.mpg.de/

yago-naga/yago2.5/yago2s_tsv.7z

2
https://datahub.io/dataset/linkedmdb
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Figure 2: Time (s) vs metapath length with differ-
ent seed set sizes (|S|)

Number of paths (|M |)
|C| 5 10 15 20
50 0.15 0.16 0.13 0.15

100 0.22 0.21 0.21 0.21
150 0.22 0.23 0.23 0.23
200 0.22 0.22 0.22 0.22

Table 1: F1 score as a function of the number of
paths |M | and the size of the context |C| for CON-
TEXTRW algorithm.

Seeds maxF1 |C|
2 YAGO 0.23 23

LinkedMDB 0.30 101
3 YAGO 0.2 107

LinkedMDB 0.25 122
4 YAGO 0.19 130

LinkedMDB 0.24 124
5 YAGO 0.25 162

LinkedMDB 0.26 198
6 YAGO 0.22 285

LinkedMDB 0.25 139

Table 2: Comparing the performance of CONTEX-
TRW on YAGO and LinkedMDB in the actors do-
main.

the time to compute the context for CONTEXTRW and
the baseline RANDOMWALK. We note that the RAN-
DOMWALK algorithm is on average up to two orders
of magnitude slower than CONTEXTRW, for |S| = 5.
Moreover, while CONTEXTRW is faster with larger
seed sets, a random walk approach tends to become
slower. This is an expected behavior in CONTEXTRW,
since the chances to end the exploration in a seed node
is larger as the seed set size increases. Furthermore,
we are able to return results in less than 20s.
Table 2 reports the maximum F1 score at increas-
ing |S|, comparing YAGO and LinkedMDB datasets
within the actors domain using the CONTEXTRW al-
gorithm. While we could not evaluate for the politi-
cians domain because the knowledge is not included
in the LinkedMDB dataset, the results for movie
contributors are mostly comparable and omitted for
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brevity. Unsurprisingly, CONTEXTRW performs bet-
ter in LinkedMDB due to the specificity of the dataset.
However, the overall maximum increasing in F1 is not
larger than 0.7. This supports the claim that CONTEX-
TRW is able to capture domain specific knowledge
even in more general datasets, exploiting the charac-
teristics of the graph and the metapaths.

Number of paths (|M |). The CONTEXTRW algo-
rithm depends on the number of paths. Table 1 shows
the F1 score in relation to the context size and the
number of paths. The number of paths does not af-
fect the score; however, as shown in Figure 2 the time
increases as the length of the metapaths (and also the
number, not reported) increases. Therefore, a reason-
able choice for the number of metapaths |M | and max-
imum length is 5.

3.1 Distribution Comparison

We evaluate the performance of the FINDNC algo-
rithm in terms of quality.

Metrics comparison. We first evaluate the results
comparing the characteristics found by FINDNC with
those found by KL-divergence, and EMD that allow
distribution comparison. We asked three judges to pro-
vide a score to the characteristics of a small set of
examples. We then aggregated the individual judg-
ments and compared the ranking with the one ob-
tained by the three methods. The minimum number of
switches needed to transform one ranking to the other
was used as a metric. We found that FINDNC required
2 changes, while KL-divergence and EMD required 4
and 5, respectively, supporting the choice of the multi-
nomial test as a measure of quality.

Test cases. Evaluating the quality of the results objec-
tively is impractical given the subjectivity of the no-
tion of notable characteristics. We therefore resorted
to an anecdotal analysis of two test cases to show
that FINDNC finds results that are more interesting
than the one retrieved by the baseline RANDOMWALK
when equipped with the multinomial test. We refer to
RANDOMWALK with multinomial test as RWMULT.
One test case includes the scenario with the
best F1 score for the context construction,
that has S = {George Clooney, Brad Pitt,

Leonardo DiCaprio, Scarlett Johansson,

Johnny Depp} as the seed set. We selected the top
100 nodes as the context. The distribution comparison
with multinomial test identified multiple edge labels,
for which we provide a visual analysis of the findings.

4 FutureSoc-Lab Resources

In this project we used a single server quad-core ma-
chine and loaded the graph into a graph database. The
results show that we are able to scale to real world

graphs and return answers in a few seconds. The use
of FutureSoc-Lab resources helped us in performing
all the experiments and achieving the initial goalds.

5 Conclusions and future work

In this project, we studied the problem of discovering
notable characteristics given a set of seed nodes in a
knowledge graph. A notable characteristic is a special
property in the seed nodes that makes them different
from their similars. Our problem is twofold: We first
find a context set that represents the nodes similar to
the seeds; we then identify the notable characteristics
with a novel probabilistic framework. We devise an
algorithm for context selection based on random walk
and metapath discovery and prove its effectiveness and
efficiency with real data and user generated ground
truth. In order to find the notable characteristics, we
propose a probabilistic notion that first computes dis-
tributions for each edge label and subsequently per-
forms a multinomial test to mark the characteristics
that deviate from the expected behavior. We show dif-
ferent test cases to demonstrate the applicability and
the effectiveness of our approach in real dataset.
As future work we plan to expand the notion of no-
table characteristics to incorporate more complex pat-
terns. We also intend to explore correlations between
attributes as well as graph structures and incorporate
results into the model.
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Abstract

This paper deals with measuring the changes of traffic
conditions as a result of small alterations introduced
to the road network, namely addition and removal of
a lane from a single road segment. By measuring the
change of total travel time under user equilibrium in
the system we are able to determine road segments,
which when changed significantly affect the traffic con-
ditions. Those super-sensitive road segments can then
be utilized for steering traffic conditions on a global
level. Identification of such segments, however, is a
non-trivial task, requiring significant computational
power for search space exploration in a realistic large
city scenario. The city of Singapore has been used as a
case study with realistic traffic demand and a complete
road network. We have parallelized the traffic assign-
ment problem algorithm, which enables us to use high
performance computation techniques in order to max-
imize our exploration capabilities. Furthermore, the
generated results have been used to confirm the exis-
tence of the Braess paradox roads in the examined sys-
tem and to demonstrate the long spatial range of the
effects resulting from the introduced small road net-
work changes.

1 Introduction

Transportation networks in cities are complex systems
wherein, small changes applied at sensitive locations
in transportation networks can have a disproportion-
ately large impact on the city dynamics. This means
that well-planned interventions can be used to effi-
ciently steer traffic conditions.
Identifying such locations and quantifying their super-

sensitivity is a non-trivial task. This paper deals with
finding such places in a real-world scenario of a large-
city road network with calibrated traffic data. Our ap-
proach consists of examining a predetermined set of
interesting locations in a systematic manner. The ex-
amination of a suitable location consists of computing
the traffic equilibrium assignment before and after a
small alteration of the traffic infrastructure is done and
measuring the degree of effect on a global scale.
Similar studies for identification of important or sensi-
tive locations have been performed in [9, 8, 10]. Fur-
thermore, in [11] it has been demonstrated that if small
changes were applied to certain locations of the road
network, the total travel time of the commuting pop-
ulation can be significantly reduced, especially during
rush hour. The main difference of the undertaken ap-
proach in this paper is the traffic assignment method,
which produces more realistic results at the price of a
significant increase of required computational power.
“Critical” intersections as they are referred to in liter-
ature are the locations, which attract the most interest
in the analysis of a road network. The measure of crit-
icality is considered to be correlated with the volume
of passing vehicles as discussed in [7] and [2], where
traffic management strategies are also proposed. There
have also been efforts to define a critical traffic volume
as in [6], which is used to make the decision whether
to take on active traffic control in the sense of traffic
lights in order to optimize traffic conditions on the in-
tersection.
It must be noted that typically transportation re-
searchers optimize locally areas or even intersections
in order to maximize a certain throughput. Changes at
some locations can, however, induce significant differ-
ences at other distant roads, which are not considered
in the optimization problem. Our study aims at ob-
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serving the effects of a local infrastructural change on
the whole system in order to either validate or advice
against such local optimization approaches.
The reason why it is possible for a small change to
have effects on distant locations lies in the complex-
ity of the system, specifically in the traffic assignment
of vehicles. A reasonable approximation of the way
commuters choose their routes is provided by the user
equilibrium (UE) traffic assignment [3]. Such UE oc-
curs when all commuters have computed their short-
est routes in terms of time, having perfect information
about the system and the other commuters’ choices.
This is analogous to the Nash equilibrium also known
as the Wardrop’s equilibrium, where no user would
voluntarily change his/her route choice. In the event of
a small change in infrastructure, a group of users might
have incentive to switch their routes, which in turn
might lead to an avalanche effect of changing routes
within the system. This state of equilibrium has been
accepted to represent real traffic conditions because it
is believed that the commuting population slowly con-
verges to it. It is not assumed that everyone has perfect
information, however, by incrementally trying routes
the users eventually reach this equilibrium state. For
more information of modelling techniques for traffic
assignment and route choice theory the reader can re-
fer to [14].
It must be noted that such a traffic assignment does not
lead to a minimum overall travel time, because of the
lack of coordination between the commuters. In the
presence of a centralized routing system, which dis-
tributes traffic evenly a system optimum (SO) traffic
assignment will be reached. The ratio between system
performance for SO and UE is called “Price of An-
archy” [12], representing the consequences of selfish
routing of commuters.
One phenomenon, which exists under UE but is im-
possible under SO traffic assignment is the Braess
paradox [4]. It states that if a road is added to the
system it might decrease the performance of the sys-
tem and alternatively if a road is removed the system
might benefit from this action. It has been shown in
[11] that the paradox exists in a realistic large city en-
vironment under shortest path routing. This study will
check for the existence of the paradox under UE traffic
assignment.

2 Methods and Experiment Description

2.1 Macroscopic Simulation

The three main elements needed to enable our macro-
scopic simulation are the road network graph, the ori-
gin - destination pairs of the population and the routes
that the commuters choose.
A road network of the simulated system is available to
us, including speed limits, number of lanes on every
road segment, and connectivity between the edges of

the graph. A realistic number of drivers (375, 000) are
generated by sampling their origins and destinations
from a survey data set of real start and end trip points.
After this UE traffic assignment is performed to com-
pute the routes of the drivers as described in [13].
After the routes are computed the number of drivers
passing through every road segment during the simu-
lation period TS can be extracted. Knowing the flow
Fi, length li, free flow speed vfi , number of lanes wi

and the coefficients ↵i and �i, which are calibrated for
road i (see a detailed description in [11]), we can esti-
mate the average traverse time ti along every road seg-
ment using the Bureau of Public Roads (BPR) function
[5]:

ti =
li

vfi

 
1 + ↵i

✓
Fi

2000wiTS

◆�i
!

(1)

Our case study examines the city of Singapore with
population of 5.4 million people and around 1 million
registered vehicles including taxis, delivery vans and
public transportation vehicles [1]. It is an island city,
thus making the examined system relatively closed.
The road network graph comprises of 240, 000 edges
and 160, 000 nodes.
Two datasets have been used in order to calibrate and
validate the macroscopic simulation. The first one is
the Household Interview Travel Survey (HITS) con-
ducted in 2012 in the city of Singapore, which pro-
vides information about the traffic patterns of com-
muters. The second data set represents GPS traces of
a 20, 000 vehicles fleet for the duration of one month.

2.2 Experiment Description

The experiment performed in this paper consists of go-
ing through pre-selected links of interest and measur-
ing the sensitivity of the system to their capacity. Let’s
assume that the computed total travel time of the sys-
tem is T . Let link i have wi lanes. The first step is
to set the number of lanes to wi � 1. New UE traffic
assignment is performed and the total travel time T�1

i
is computed. The second step is to set the number of
lanes to wi + 1 and assign the traffic once again to
compute T+1

i . By computing the difference between
the computed travel times, the sensitivity of the system
to the capacity of this road segment can be estimated.
In a more abstract way, we are actually computing the
partial derivative of the total travel time under UE with
respect to the selected link. This procedure was done
for roughly 2, 500 road segments, which were chosen
based on both their high throughput at UE or conges-
tion factor.

2.3 Resources Utilization

For the experiment we used 13 nodes of the 25 total
nodes available on the HPI Future SOC Lab 1000 core
cluster. Each node of the cluster is equipped with 4
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Intel Xeon E7- 4870 processors as well as 1024 Gb
of main memory. Since hyper-threading was enabled
by the cluster operators, the number of threads that
could be used concurrently was 80. In order to im-
prove the utilization of each node, the simulation soft-
ware was not using all available computing resources
in a single application on each node, but was rather di-
viding the workload into 4 applications with different
input data. This was done to better exploit the shared-
memory parallelization of the routing algorithm within
the experiment application.
Hence, the input data was split into 52 unique portions.
The result of distributing the workload to 4 distinct
runs on each node improved the overall calculation
time for each batch (of 200 routes) to around 1 sec-
ond, while using 20 threads. The memory requirement
of the experiment application was low, since only the
routing network had to be kept in memory for each of
the 20 threads of an application as well as the agent
information (e.g., routes). This summed up to be 30
Gb per application instance. Since every application
worked on their distinct data set of input data, there
was no synchronization or communication between
the 53 instances necessary. The output files gener-
ated were 8.4Mb in size and since we have tried out
around 2500 road segments where we added and re-
moved (if possible) lanes, the total disk space required
was around 38Gb. A total of 15 billion route compu-
tations on the 240, 000 edge graph were executed in
order to solve the UE traffic assignment problem for
the various road network combinations.

3 Results

The results acquired from the study can be used in
three main directions. First, by measuring the sen-
sitivity of the system to capacity changes in certain
road segments, we can identify super-sensitive loca-
tions, which can be used as steering tools for traffic
management. Second, based on the results, we can
identify Braess road segments. Such segments exhibit
paradoxical behavior, where either adding capacity to
them worsens the traffic conditions or removing ca-
pacity from them improves traffic conditions. Third,
using the differences of flows and average velocities
between the original simulation run and the altered ca-
pacity runs, we can evaluate the range and magnitude
of the effects of small local infrastructural changes on
a global scale. Such changes effect locations in the
vicinity of the road segment, however, it will be in-
teresting to measure the changes that occur in distant
locations as they are typically considered negligible.

3.1 Super-sensitivity

In order to measure the sensitivity of the system to ca-
pacity changes of a single road segment, we have de-
fined a normalized value, which we call the sensitivity

measure si of a road segment i with length li:

si =

��T � T�1
i

��+
��T � T+1

i

��
2li

(2)

The value represents the magnitude of change of travel
time of the system, which is normalized by the length
of the road segment, so the units of the measure are
time difference per meter. Fig. 1 shows a histogram
representing the distribution of sensitivity measures
within the tested road segments. The distribution fits
best a log-normal distribution, however, road segments
can be observed to inhabit the far right portion of
the distribution. Those segments can be identified as
super-sensitive.

(a)

(b)

Figure 1: Histogram depicting the sensitivity mea-
sure of the tested road segments. Fig. 1a is the
histogram of the complete generated dataset, while
Fig. 1b is the histogram of road segments with sen-
sitivity value of over 30 minutes per meter in order
to better observe the super-sensitive region.

The log-normal distribution fitted to the generated sen-
sitivity data set produces a mean µ = 1.67 and stan-
dard deviation � = 0.8281. The most sensitive lo-
cation is outside the 5� event zone, which is a strong
indication that the distribution of sensitivity has a fat
tail, where the road segments, which can be used as
steering tools reside. One might think that roads with
high throughput have a higher sensitivity value since
changes in them affect more drivers. Our results show
that this is not true as the correlation coefficient be-
tween the sensitivity measure and the throughput of
the roads is 0.17. This means that there is almost no
correlation between the number of vehicles that use a
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road and how sensitive the system is to changes ap-
plied to it.

3.2 Braess Paradox

As described in the introduction section the Braess
paradox occurs when capacity is taken away from a
road segment and the traffic improves or alternatively
when new capacity is created and congestion increases
as a result. The paradox has been widely discussed
in literature since it was first hypothesized, however,
it has never been confirmed for a complete realisti-
cally sized system. The results that we have acquired
can state with certainty that the paradox exists for
the examined system, which aims to represent quali-
tatively correct traffic conditions in the city of Singa-
pore. Fig. 2 represents the distribution of saved time
for the tested links as a result of their capacity alter-
ation.

Figure 2: Distribution of saved time for the set of
tested road segments in the case of both lane addi-
tion and lane removal.

It can be observed that both the lane addition (blue)
and lane removal (red) histograms cross the zero saved
time point. In the far right portion of the lane removal
histogram we can see that there is one road segment
with a time save value of 50 minutes per meter. This
means that if a lane is removed from this segment, the
system travel time will be reduced by 50 minutes for
every meter of removed lane. The same can be ob-
served for the lane addition histogram. This means that
when a lane is added to those roads the overall conges-
tion of the network increases, although capacity has
been added. There are in total 104 Braess roads, which
should not receive new lanes, and 131 Braess roads,
which should have their number of lanes reduced.

3.3 Range of effects

Local optimizations are often used both in transporta-
tion research literature and in practice. Such optimiza-
tions include introduction of new lane, traffic light
phase optimization or pedestrian crossings. We hy-
pothesize that, being complex systems, transportation

systems might not react as predicted to local optimiza-
tions and secondary effects might be observed outside
the scope of the examined area. We used the results of
our simulations to visualize the change of travel time
and flows versus the distance from the location that
has been altered. Fig. 3 shows the resulting relation-
ship. For every separate road configuration, we have
compared 1) the total travel time along every road seg-
ment and 2) the flow on every segment, to the ones
acquired from the original simulation. Every point on
the graphs represents a comparison between a flow or
travel time in the original simulation on a certain road
segment and its counterpart from one of the alterna-
tive scenarios. After removing all points, which show
no or minimal change, we have computed the function,
which fits the data points and plotted it as well.

(a)

(b)

Figure 3: Magnitude of effect (3a change of average
travel time and 3b change of flow) as a function of
distance from point of road network alteration.

It can be observed that the relationship between the
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magnitude of the effect and the distance is recipro-
cal. There, however, are some outliers that can be
easily seen (points on the right side of the fitted line),
which clearly confirm our hypothesis. For example,
there is a road segment 6 km away from the alteration
point, which exhibits a change with magnitude of 10
minutes of its overall travel time. Furthermore, there
is a segment 3 km away from a point of alteration,
which exhibits a change of throughput of 1, 000 ve-
hicles. Changes of significant magnitude are observed
in places up to 30 km from the alteration point. These
findings indicate strongly that transportation systems
should not be optimized locally as their complexity
and high degree of interconnectivity and interdepen-
dence make it impossible to assume localized effects
of system perturbations.

4 Conclusions

In this paper we have simulated UE traffic assignment
for small road network changes in the sense of addition
and removal of lanes from a set of road segments. The
results obtained have been used in order to draw three
main conclusions:

• Small infrastructural changes at certain road net-
work locations have a disproportionally large ef-
fect on traffic conditions of the transportation sys-
tem. Those locations have been labelled super-
sensitive and have a sensitivity value several stan-
dard deviations higher from the mean of the sen-
sitivity value distribution

• There exist Braess road segments, which either
worsen traffic conditions when their capacity is
increased or improve it when the capacity is de-
creased, in a real world and real sized network,
exhibiting realistic traffic demand.

• Small changes in the capacity of a road segment
have significant effects not just on the region
around the road segment but also non-negligible
effects on distant locations of the system. There-
fore, transportation systems should not be opti-
mized locally.

As a future work, we would like to extend the for-
malism of the derivative or traffic assignment with re-
spect to the road network as this can prove to be useful
for designing optimal urban networks. Furthermore,
we will continue our work on the concept of super-
sensitivity of roads and develop working strategies for
their utilization. Last but not least, we would like to
present even more solid proof of the distant effects of
localized perturbations in transportation systems in or-
der to adequately inform the community and the re-
spective agencies, thus allowing them to implement
only globally efficient optimization strategies.
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Abstract

In this report we describe our activities during the last
six months and that directly or indirectly profited from
the SAP HANA instance provided by the HPI Future
SOC Lab. Our activities in the NLP Lab in the EPIC
chair of HPI covers a range of topics including im-
plementation of NLP applications, development of do-
main resources and organization of events.

1 Introduction

The current data deluge demands fast and real-time
processing of large datasets to support various appli-
cations, also for textual data, such as scientific pub-
lications, Web pages or messages in the social me-
dia. Natural language processing (NLP) is the field
of automatically processing textual documents and
includes a variety of linguistic and semantic-related
tasks. Processing and semantically annotating large
textual collection is a time-consuming and tiresome
task which requires integration of various tools. In-
memory database (IMDB) technology and the SAP
HANA database comes as an alternative given its abil-
ity to quickly process large document collections in
real-time and its built-in text analysis functionality. In
this report we describe our activities during the last six
months and that directly or indirectly profited from the
SAP HANA instance provided by the HPI Future SOC
Lab.

2 Activities

Our activities in the NLP Lab in the HPI/EPIC chair
covers a range of topics including implementation of
NLP applications, development of domain resources
and organization of events. An overview of it is shown
in Figure 1 and more information is provided in our
Web page 1.

1https://hpi.de/de/plattner/projects/
in-memory-natural-language-processing.html

Figure 1: Overview of the activities are of the
In-Memory Natural Language Processing Lab at
HPI/EPIC chair.

Olelo NLP Platform. During the Bachelor
project which took place in the 2015/2016 academic
year, five students developed an intelligent system
for browsing the scientific literature in biomedicine.
The system was built on top of the HANA database
and currently indexes more than 15 millions abstracts
from the PubMed database of biomedical publications
and more than 1.5 million full texts from PubMed
Central Open Access subset. Moreover, we integrated
two important resources in biomedicine: the MeSH
ontology and the UMLS database, which includes
various biomedical terminologies.

We used some of the built-in text analysis functionality
in HANA, such as tokenization, part-of-speech tag-
ging and dictionary-based named-entity recognition
based on both MeSH and UMLS. We implemented
further NLP algorithms in our platform, namely,
question processing through natural language under-
standing, answer processing, ranking of documents
according to the extracted concepts, and automatic
text summarization. Figure 2 shows a screenshot of
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the answers returned by Olelo for a particular question.

Figure 2: List of answers returned by Olelo for a
question.

In particular, our summarization system was further
evaluated on two uses cases: generation of ideal an-
swers for questions in the BioASQ challenge and au-
tomatic summaries for genes [5]. Further, we have
also published automatically generated summaries for
genes in response for the hashtag #GeneOfTheWeek 2

promoted by the Ensembl database in Twitter. Each
week, Ensembl names a gene and many research
groups publish further information about the gene.
One of such summaries is show in Figure 3.

Figure 3: Summary for the CFTR gene.

TextAI annotation tool. In the context of a
Master project, we developed an annotation tool

2https://twitter.com/hashtag/GeneOfTheWeek?
src=hash

which is powered with active learning [2]. TextAI
learns from the manual annotation performed by the
users and provides predictions (suggestions) for new
documents. Current implementation of the named-
entity recognition is based on the dictionary-based ap-
proached provided by HANA while the relation ex-
traction uses machine learning algorithms available in
the Predictive Analysis Library and the R library.

Resources. We also made use of the HANA
database to support development of domain resources.
Such resources are important to support development
and evaluation of the Olelo platform. These are also
valuable resources for te BioNLP community.

We created the first parallel collection of scientific
publications for biomedicine [4]. The documents were
retrieved from the Scielo database and we run several
NLP tasks, such as language detection, sentence split-
ting and sentence alignment in order to create paral-
lel corpora for three language pairs; English/Spanish,
English/Portuguese and English/French. We also an-
notated more than 600 questions from the BioASQ
dataset that will support training and evaluation of the
question and answer processing components [3].

Shared Tasks. We participated for the third time
in the BioASQ challenge with a question answering
system previously developed in our chair as well as
our new Olelo system [6]. We achieved very good
results for the snippet retrieval and for the ideal
answers as presented in the award (cf. Figure 4).

We organized a biomedical translation task in the
First Conference of Machine Translation (WMT’16)
based on the Scielo corpus [1]. We had participants
from four countries in Europe and they contributed to
solutions for all language pairs.

Figure 4: Award for our results in the BioASQ
challenge 4.
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3 Future Work

We have plans to improve the methods behind our
Olelo question answering system. In particular, we
aim to better understand the questions and better ex-
tract the answers through integration of semantic role
labeling. Further, we are currently collecting more
than 40 biomedical corpora to perform a comprehen-
sive evaluation of our NER approach. These corpora
will be later normalized regarding their semantic types
and this information will be made available to the
BioNLP community. Finally, we are also performing
an evaluation of the system with external partners and
implementing the functionality accordingly.

Regarding the TextAI tool, our future work focus on
the implementation of a machine learning algorithm
based on lazy learning approach. Such algorithms,
such as example-based reasoning (EBR), do not per-
form any model training on real time but rather make
prediction online based on previous training data.
Finally, we also plan to evaluate TextAI regarding its
application for corpus construction or data curation in
collaboration with external partners.

Finally, we plan to organize again the biomedical
translation task in WMT’2017. Therefore, we need to
increase the size of the Scielo corpus and process the
additional documents. We might also include biomed-
ical documents from other sources, besides the Scielo
database, and also additional language pairs.
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Abstract

The combination of business intelligence (BI) and
cloud computing (CC) is discussed increasingly in sci-
ence and industry since years. Since the absence of
standards and transparency encourages many organi-
zations skepticism and incomprehension [2], [5]. The
potential of standards in this area are already recog-
nized [1]. This situation is now changed inasmuch as
an integrated reference architecture for business intel-
ligence in the cloud (RABIC) is available [6]. This
reference architecure, we have tested and evaluated.

1 Introduction

Cloud-based Analytical Information Systems are a
disruptive technology development. There are roots
and precursor in both domains BI and CC. On the side
of the cloud technology (such as grid computing, clus-
ter computing, virtualization and outsourcing), and on
the side of BI technology (such as core BI systems,
mobile BI, adaptive BI). Nevertheless, BI in the cloud
is a new technology bundle for providing personalized
and configurable, scalable and flexible analytical IT
services [5].
In various literature reviews, we found that all assess-
ments and publications see great opportunities and po-
tential for BI in the cloud (see for example [2], [1], [3],
[4]). Some references formulats concerns, other focus
on further challenges, for example in the field of se-
curity. But the common thread is that there BI in the
Cloud is a future field which is still in its very early
stages regarding the usage and standardization.
One of the reasons is that there are only few reports
about experience. The absence of standards and trans-
parency promotes skepticism and incomprehension. A
lack of comparison and assessment models for cloud-
based BI systems also fueled the uncertainty. First
products of different manufacturers exist on the mar-
ket, a non-comprehensive utilization is imperceptible
as the tools are mostly heterogeneous, they cannot be
combined in any way or integrate with existing sys-
tems. The main reasons are unanswered issues regard-

ing the enterprise and software architecture. This em-
phasizes the potential of a standard.
This situation will now be completed: RABIC, the
integrated reference architecture for business intelli-
gence in the cloud, will improve this situation by sup-
porting the standardization, increase the transparency
and abolish the skepticism. The measures to re-
ceive these objectives are to make BI cloud services
uniformly describable and comparable and to make
BI cloud systems assessable, comparable, describable
and uniformly implementable. The vehicles as the in-
tegral constituents of the reference architecture pre-
sented here are a taxonomy for BI cloud services and
an architectural framework for BI cloud systems [6].
We have tested and evaluated this reference architec-
ture in cooperation with the Hasso Plattner Institute
HPI. In this report, we firstly (see section 2) explain
what RABIC is and secondly (see section 3) we report
from our experiments and evaluations. This reports
ends with a short summary (see section 4).

2 RABIC

RABIC [6] aims to promote the standardization and
to increase the transparency and understanding. To
achieve this the systems and services in the BI Cloud
environment are become uniformly and structured de-
scribable, comparable and assessable.
As a vehicle for this, the integrated reference architec-
ture consisting of two artefacts [6]:

1. A consolidated taxonomy for BI Cloud services
and

2. a standardized IT architecture for BI Cloud sys-
tems.

The taxonomy enables a uniform description and a
structured comparison of BI Cloud services. Thus,
providers can describe their BI Cloud product as well
as customers can describe their demand uniformly.
With the taxonomy as a comparison tool, the selection
of a suitable service becomes easier. Thus, BI con-
sultants and BI managers are supported by describing
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their requirements and by finding the best matching
service [4], [6].
The IT architecture serves as evaluation and compar-
ison model for existing as well as design patterns for
new BI Cloud systems. Thus, BI project managers,
BI architects and BI developers are supported in their
work, especially by comparison, selection, evaluation
and development of BI Cloud systems. Figure 1 illus-
trates the relationship between the artifacts and the use
of options.

Figure 1: RABIC target range - in conformity with

[6]

The classification of the integrated reference archi-
tecture is described following the approach from [?]
where after a model is to be classified based on a From
which – Why – For what – For whom- construct [6]:

• From which? The architecture is a model of BI
systems and BI services that are based on the
cloud technology.

• Why? The architecture serves to increase trans-
parency and to promote standardization in order
to favor acceptance and use of BI in the Cloud and
to avoid the uncertainty and lack of experience.

• For what? The integrated reference architecture
can be used for description, comparison and eval-
uation of existing BI cloud solutions. Besides
supporting the IT architecture as an implemen-
tation template supports the operational develop-
ment and use of BI in the Cloud. As a communi-
cation model it can be used to pass requests and
expectations and enables discussions.

• For whom? Target user group of the reference
architecture are BI architects and BI develop-
ers. These can use the model to compare exist-
ing product and to assess and set their own de-
signs. Here, the IT architecture model supports
especially to minimizing risks, to identify pitfalls
and increases the efficiency of development and
selection process.

The integrated nature of the reference architecture
consists in its composition and the interaction of the

Figure 2: Integrated Reference Architecture for BI

in the Cloud - in conformity with [6]

components. RABIC takes the service and the system
level into account.

The service layer contains the taxonomy for describ-
ing and comparing BI Cloud services. Thus, providers
can describe their service properties and buyers their
service requirements, both uniformly and completely.
This creates a better understanding of the services and
a better result in the selection process. This taxonomy
is a unique model (like a classicication schema) with
that BI Cloud services can be sorted and categorized
by certain criteria. The taxonomy has a hierarchical
structure and is a formal model which can be validated
[6].

The system layer embodies the system model with
modular structure, component and class architecture
patterns, data exchange formats and deployment dia-
grams. Therein varous scaling algorithms and billing
models are discussed. In addition, there is a concept
for a distributed data warehouse system. An abstrac-
tion mechanism allows any cloud and other storages
as data warehouses. A rule-based algorithm selects
the best storage service by optimizing the cost, perfor-
mance and safety. This reusable system architecture
makes recommendations in each area for implement-
ing a BI Cloud system [6].

The interaction between the taxonomy and the archi-
tecture is an important characteristic of the integrated
reference architecture: As Figure 2 illustrates, there is
a clear and unambiguous link between the components
and methods of the architecture and characteristics of
services from the taxonomy. If the taxonomy is filled
out for existing needs to a service, the corresponding
components of the architecture can be used in order to
satisfy the requirements. If there are existing services
or existing systems, they can be described with the tax-
onomy and the architecture can be evaluated and com-
pared with other approaches [6].
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3 Evaluation

For testing and evaluation of RABIC, we have pro-
ceeded with case study within the realization of a pro-
totype of RABIC. Furthermore we have performed ex-
pert interviews on RABIC in general and on the proto-
type in special.

By using ABIC, we implemented a BI cloud system.
Thereby we used the methods, models and principles
of RABIC. We have studied the individual compo-
nents of the reference architecture and compared with
our requirements. RABIC offers a modular structure,
so that you can use components or emit them as you
wish. The interactions and coordination between the
remaining components in RABIC are well elaborated
and worked.

Firstly we have analyzed our business needs and re-
quirements regarding the BI Cloud service provided by
the BI cloud system we want to implement. The tax-
onomy and the BI-Cloud Serivce Navigator (BI-CSN)
gave us a good framework for explaning our needs.
Secondly, directly derived from the needs, the features
of our BI cloud service came out. By having a fullfilled
BI-CSN, we could easily deduct - thirdly - the neces-
sary architectural components for our implementation.

The prototype was developed by using state-of-the-art
technologies provided by the Hasso-Plattner-Institute.
For the local client we used the SAP UI 5 as frontend
development tools. The virtual machines were running
on a HP Converged Cloud. OpenStack has been used
to implement the scalability guidelines of the reference
architecture. As a database a SAP HANA Cloud Plat-
form was used. The architectural design of the proto-
type is shown in Fig. 3.

Next to this implementation, we have used the RA-
BIC specification as communication framework dur-
ing our whole project. This gave us an uniform, un-
derstandable view in every project phase, especially
for communicating with respective between different
roles (e.g., project lead, product owner, developer, cus-
tomer) . The running version of our prototype was ap-
plied in a case study wherein scenario-based architec-
ture evaluations were performed. By this and by per-
forming expert interviews, we have tested the BI cloud
system.

The taxonomy as a description framework for BI cloud
services can also be used for comparison of different
BI cloud services, for example to help to deal with the
varieties of BI cloud services within a selection pro-
cess as a part of a launch. We also compared different
services with each other. The taxonomy discovered all
relevant aspects and differences and similarities were
accessibly easily. Figure shows left and right fullfilled
BI-CSN for BI cloud services and in the middle a vi-
sual comparison.

4 Summary

To help overcoming the prevalent skepticism of enter-
prise regarding BI in the Cloud, to promote the stan-
dardization and to increase the transparency, it is now
reference architecture for BI in the cloud. This inte-
grated reference architecture can be used to implement
new BI cloud systems, to describe and evaluate exist-
ing BI cloud systems as well as to describe, to check
and to compare BI cloud services [6].
By implementing a prototype based on the implemen-
tation template of RABIC, we have tested and evalu-
ated the components of RABIC. On the system layer,
the IT architecture is very well suited to be the base
of a implementation of a new BI cloud system. The
modular structure of the system architecture allows a
adequately system complexity exact depending on the
project requirements. During the comparison of our
reseach prototype with an other prototype and with BI
Cloud tools available at the market, we found that the
RABIC system layer models are very suitable for com-
parison and evaluation of existing instances. The mod-
ular structure of the system architecture allows a sys-
tem complexity exact depending on the requirements.
In overall, with RABIC now an integrated reference
architecture exists which can be used as a description
and comparison model, as an implementation template
as well as an evaluation.
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Figure 3: Architecture of the prototype - in conformity with [6]

Figure 4: Visual comparion with BI-CSN - in conformity with [6]
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Abstract

The number of log events produced in large IT infras-
tructures grows up to multiple billions per day. In this
report, we describe our research and development of a
high performance event streaming mechanism that is
able to deeply and rapidly normalize and persist logs
(in HANA) by using distributed, parallel processing,
and new inter-thread messaging technologies. This re-
search was performed under FutureSOC Lab project.
Utilising high-speed data processing and normalisa-
tion approach, we were able to process hundreds of
million of security related data records from our part-
ner (large enterprise company). Deep normalisation
of this records allowed us to successfully apply our ex-
isting outlier detection methods and to detect previ-
ously unknown issues in the enterprise infrastructure.

1 Introduction

Large enterprise networks produce vast amounts of se-
curity related log messages, and their volume is con-
stantly growing. Both SIEM and IDS should be able to
handle such volumes to provide efficient protection for
enterprise networks. According to Gartner [4], large
SIEM setups process about 25,000 events per second.
In practice, this number is often even higher [7, 1].
To deal with such amounts of messages, special tech-
niques need to be developed.
In this report we first describe our high-speed normal-
isation approach, which is able to process extremely
high volumes of log messages (up to 300,000 per sec-
ond). To prove our concepts we apply newly devel-
oped techniques on a dataset from large enterprise
company containing several hundreds million events.
Besides normalisation mechanism, under current Fu-
ture SOC Lab project we have also developed a high-
speed log analytics methods based on machine learn-
ing. After normalisation of log messages from selected

dataset, we apply these machine learning methods to
identify previously undetected security and configura-
tion issues.

1.1 HPI Future SOC Lab resources

Processing of high amounts of log messages requires
both hardware and software resources. To make this
project accomplished, HPI Future SOC Lab provided
us an access to several shared SAP HANA in-memory
database instances, as well as an exclusive access to
VMware ESXi hypervisor with 256 Gb RAM and
64 CPU cores. This resources were used during the
project to estimate performance of multinode normal-
isation and to apply our anomaly detection algorithms
on data to discover suspicious events, that cannot be
identified using other methods.

1.2 Dataset

The dataset provided us for analysis from a large en-
terprise company contains 620,280,945 log messages
that we produced within a period of 2 weeks. These
messages came from various systems from enterprise
infrastructure, including firewalls, IDSs, teleconfer-
ence systems, etc. All these messages were stored in
the same table, however, with only 2 fields filled in
(‘timestamp’ and ‘message’), where the last one con-
tained all relevant information about each event, in-
cluding IP addresses, hostnames, usernames and so on.
Within 620 million events, only Cisco Nexus logs (ap-
prox. 74 million) were normalised and various fields
such as hostname, ip proto, net dst ip4, net dst port,
net src ip4, net src port, tag action, tag subject were
available for instant analysis.

2 Normalization

To be able to process messages from our dataset, the
‘message’ field should be parsed to extract all informa-
tion necessary for the analytics. Our extraction mech-
anism is based on the hierarchical regular expressions
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[2], that match messages of specific type and extract
matched parts into pre-defined fields of our Object Log
Format [6].
Under this project we created hierarchical regular ex-
pressions for 35 different log message patterns like
Checkpoint, Tippingpoint, Cisco, F5, iptables, SSH,
etc. Our normalisation module updates the table with
original data and fills empty fields in. After this step,
we were able to parse extra fields (depending on the
pattern and log message), as presented in Figure 1
All these fields can be later used for the analysis, in-
cluding our outlier detection based on machine learn-
ing [5].
However, since it was required to process several hun-
dreds million events (that were collected just within
time period of 2 weeks), we needed to apply hierar-
chical regular expression to our dataset with a very
high speed. To achieve this goal, we have used 2 tech-
niques for normalisation mechanism: a Disruptor pat-
tern from LMAX [3] presented in Figure 2 and multi-
node architecture.
Disruptor pattern, originally developed for high-speed
transaction exchange on stock markets, allows high-
speed communication between normalisation threads
thanks to original lock-free exchange of messages be-
tween threads. The resulting performance is presented
in Figure 3.
Figure 3 shows, that the use of a Disruptor pattern al-
lows us to reach a normalisation performance of 145
thousand of messages per secon. After we have im-
plemented multi-node normalisation, we were able to
almost double this performance up to 264 thousand of
messages per second, please see Figure 4 for details.
Thus, we were able to normalise 498,865,953 log mes-
sages from total of 620,280,945 log messages within a
short time. More detailed description of event normal-
isation process can be found in our paper [3].
After we applied all available regular expressions (not
only checkpoint ones) on the data, we are able to parse
different types of log messages, that are presented in
Table 1.
All in all, with regular expressions we have created for
the selected dataset, we are able to correctly normalise
almost all Cisco, f5, Checkpoint and Tippingpoint log
messages.

3 Issues detected on normalised data

From the Table 1, we can conclude, that the dataset
mainly contains firewall log messages. This firewall
messages already contain some attack alerts and other
issues. So, before we apply anomaly detection on the
data, we first collect information about detected issues
using database queries. Please see subsections below
for details.

Type Number of
events

syslog 120781714
syslog-checkpoint base 884237
syslog-checkpoint base-
checkpoint message

184314360

syslog-cisco access list 21295229
syslog-cisco deny inbound UDP 3002772
syslog-cisco deny tcp 5897301
syslog-
cisco deny tcp reverse check

9467016

syslog-cisco os base 5306098
syslog-cisco os base-
cisco check copy to logflash

5768481

syslog-cisco os base-
cisco flapping ports

16618535

syslog-cisco os base-cisco ios 397912
syslog-cisco os base-cisco ios-
cisco nexus list

49504433

syslog-cisco os base-
cisco nexus access

53222476

syslog-cisco os base-
cisco nexus list

22339887

syslog-
cisco teardown dynamic translation

90732

syslog-cisco telepresence vcs 1-
cisco telepresence vcs 1 msg

12141701

syslog-cisco telepresence vcs 2 31898736
syslog-dns request 4408743
syslog-f5 ssl acc 5626886
syslog-f5 ssl req 5617328
syslog-iptables-88 263
syslog-iptables-90 290
syslog-pam authentication failure 149
syslog-pam session closed 283081
syslog-pam session opened 281800
syslog-service startup succeeded 28
syslog-ssh password accepted 146
syslog-ssh password rejected 131
syslog-syslog 594
syslog-syslog repeated2 5833019
syslog-tippingpoint sms 8072010
syslog-tis httpgw connect 3146549
syslog-tis httpgw deny 4390090
syslog-tis httpgw disconnect 3135632
syslog-tis httpgw exit 11999379
syslog-tis httpgw permit 23919929

Table 1: Number of normalised log messages by
type
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Figure 1: Extra fields extracted from data using hierarchical regular expressions
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Figure 2: Ring Buffer used in the Disruptor lock-free pattern for communication between threads
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Figure 3: Perfomance of normalisation mechanism using Disruptor approach

3.1 Authentication failures

From the Table 1 it is possible to see that there are 149
PAM authentication failures. Thanks to normalisation,
we are able to quickly filter out these messages by
normalisation pattern ID. 125 of these failures are re-
lated to a single remote host trying to login on 2 differ-
ent corporate servers over SSH and HTTP with differ-
ent usernames (guest, admin, root, suse-gm, vmware),
which looks like a part of brute-force attack. Other 14
messages are probably not harmful, since they present

a few standalone authentication issues and probably
relate to “normal” mistyped password events.

3.2 Attacks detected by Checkpoint and Tipping-
point

Besides password authentication failures, log mes-
sages also contain alerts from Checkpoint and Tip-
pingpoint devices. In the Checkpoint firewall data
(185,198,597 events normalised) we have identified
747825 alerts in total distributed between 10 types of
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Figure 4: Perfomance of multi-node normalisation mechanism

alerts. 8,072,010 events from HP Tippingpoint Se-
curity Management System contained 7425649 alerts
distributed within 394 alert types. Such high amount
of alert types probably indicates that the enterprise
network is regularly audited with vulnerability scan-
ners such as Nessus. The detected alerts are therefore
mainly not harmful and present audit traces.

3.3 Anomaly Detection results on Cisco Nexus ac-
cess logs

After we have checked authentication failures and at-
tacks detected by firewalls in the dataset, we have se-
lected several event types to prove our outlier detec-
tion approach. We started our analysis with data subset
containing 70 million of Cisco Nexus logs. To perform
anomaly detection, we have applied a hybrid anomaly
detection approach, based on spherical k-means and
one-class SVM. As a algorithm’s output, we have got
clusters with suspicious events. The raw data showed
that similar events were correctly clustered together.
Each cluster is prepended with a decision value from
SVM ensemble, which is a score for ranking. So the
top-placed clusters in the output are most suspicious
ones.

We have manually re-checked first 1000 most suspi-
cious events and found out 1 suspicious type of event,
namely blocked OSPF packets. The OSPF messages
are usually exchanged only between OSPF neigh-
bours, which should be pre-configured. Thus, blocked
OSPF messages indicate either a firewall or router mis-
configuration.

3.4 Anomaly detection on all cisco deny messages

Next, we decided to check anomalous events in Cisco
ASA logs (cisco asa deny). We have applied the same
hybrid anomaly detection on 18,367,089 of Cisco
ASA messages. The top-ranked anomaly cluster from
the algorithm’s output contains failed telnet connec-
tions. We have manually checked the full dataset and
discovered, that it contains only 58 denied telnet con-
nections and only to 2 unique IP addresses.
Since telnet protocol is almost never used nowadays,
such small amount of denied telnet messages could
indicate a personalised attack on the specific servers
within enterprise network.
Thus, we have demonstrated, that usage of our out-
lier anomaly detection allows to identify suspicious
log messages, which are hard to detect or filter within
huge amounts of firewall logs otherwise.

4 Conclusion

Under this project we have implemented and proved
on the real dataset several important concepts. First
of all, we have developed a high-speed deep nor-
malisation for security-related log messages, based
on Disruptor pattern and multi-node architecture. To
make application high-speed normalisation possible,
we have created regular expression rules and nor-
malised several log sources, such as checkpoint, cisco,
f5, tippingpoint. This normalisation allows to use ex-
tracted fields such as IP address, port number, host-
name, etc. as a features for anomaly detection algo-
rithm and also allows to filter data by log type. Our
outlier detection approach based on machine learning
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techniques such as spherical k-means and SVM en-
semble let us to detect several issues in the data that
were previously undetectable with other methods as
well as firewalls and IDSs.
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Abstract 

Ensemble methods (like random forests, quantile 
forests, gradient boosting machines and variants) 
have demonstrated their outstanding behavior in the 
domain of data mining techniques. 

This project focuses on literature research and de-
velopment of ensemble learning methods, in order to 
propose strong techniques to be considered for fur-
ther extensions of the SAP HANA PAL library.  

Furthermore, a benchmark system is developed, to 
compare such data mining methods from PAL with 
algorithms from the R environment. 

1 Project Idea 

In the first five Future SOC Lab periods, the Univer-
sity of Applied Sciences and Arts Dortmund success-
fully addressed the topic Data Mining on SAP HANA 
with their projects Raising the power of Ensemble 
Techniques and Performance Optimization of Data 
Mining Ensemble Algorithms on SAP HANA [1][2]. 
The initial project idea was to compare different 
opportunities, which enable the usage of predictive 
analytical techniques on SAP HANA.  
SAP is offering the Predictive Analysis Library 
(PAL), which contains more than 70 well-known 
algorithms in the fields of classification analysis, 
association analysis, data preparation, outlier detec-
tion, cluster analysis, time series analysis, link predic-
tion and others [3]. 

Starting with basic comparisons between SAP HANA 
PAL algorithms and R algorithms, they proceeded 
with implementing own data mining algorithms in 
different languages on SAP HANA. The final pro-
gramming result is a random forest implementation in 
C++, which was introduced in spring 2014. This kind 
of ensemble learning algorithm was not available in 
the PAL library in these days and thus it gave greater 
opportunities for analyzing data stored on SAP 
HANA. In comprehensive tests, the random forest 
implementation evinced itself as a strong and fast 
algorithm with convincing prediction results. [4] 
The project idea of the recent and upcoming Future 
SOC Lab periods is to support the SAP PAL devel-
opment team from Shanghai directly. In a first step, 
results of the preceding projects are utilized by deliv-
ering the random forest with additional documenta-
tions of the underlying concepts. In a second step, 
comprehensive research analysis of ensemble learn-
ing techniques is performed in order to support the 
PAL development team in the process of selecting 
and implementing ensemble methods for the PAL 
library. The third and last step comprises the concep-
tion and implementation of a benchmark system, to 
make PAL methods comparable with methods from 
the R environment and other libraries.  
 
Why Ensemble Methods? 
Predictive statistical data mining has evolved further 
over the recent years and remains a steady field of 
active research. The latest research results provide 
new data mining methods, which lead to better results 
in model identification and behave more robustly 
especially in the domain of predictive analytics. Most 
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analytic business applications lead to improved finan-
cial outcomes directly, for instance demand predic-
tion, fraud detection and churn prediction 
[5][6][7][8][9][10]. Even small improvements in 
prediction quality lead to enhanced financial effects. 
Therefore, the application of new sophisticated pre-
dictive data mining techniques enables business pro-
cesses to leverage hidden potentials and should be 
considered seriously. 
Especially for classification tasks ensemble methods 
(like random forests) show powerful behavior 
[11][12][13] which includes that 
x they exhibit an excellent accuracy, 
x they scale up and are parallel by design, 

x they are able to handle  
o thousands of variables, 
o many valued categories, 
o extensive missing values, 
o badly unbalanced datasets, 

x they give an internal unbiased estimate of test set 
error as primitives are added to ensemble, 

x they are robust to overfitting,  
x they provide a variable importance and 
x they enable an easy approach for outlier detec-

tion. 
 
What are Ensemble Methods? 
The main idea of ensemble methods is to combine a 
set of models, in order to obtain a better composite 
global model, which can reach more accurate and 
reliable estimates or decisions than one single model. 
This base learning algorithm can be a decision tree or 
any other learning algorithm. 
Generally, it can be distinguished between two kinds 
of ensemble methods. Independent ensembles on the 
one hand, consist of models which can be trained 
independently from each other. Thus, the construction 
can be easily parallelized in appropriate multi-core 
environments like SAP HANA. Examples for the 
independent ensemble methodology are bagging and 
random subspace ensembles. [14] On the other hand, 
the models of a dependent ensemble mutually influ-
ence each other and are therefore interdependent. 
Because each model uses the knowledge of the previ-
ous models to adjust its construction, the ensemble 
has to be trained sequentially. Famous representatives 
of dependent ensemble methods are for example 
adaBoost, stochastic gradient boosting and iterated 
bagging. [15] 

2 Used Future SOC Lab Resources 

For this project a SAP HANA instance with the latest 
PAL revision is provided on a virtual machine as well 
as an R server on a same sized virtual environment.  

3 Findings and Deliveries 

The main deliveries of this project are the handover 
of the random forest implementation and correspond-
ing documentation, the results of the literature review 
on ensemble learning techniques as well as the devel-
oped benchmark system.  
In the mentioned literature analysis, a selection of 
innovative and state-of-the-art ensemble algorithms 
are investigated and evaluated. Each ensemble meth-
od is considered with regard to its process, availabil-
ity, application and performance. 
The benchmark system on the other hand supports the 
PAL development team by giving the opportunity to 
compare new developed and integrated methods from 
the PAL library with methods from the R environ-
ment or other libraries. The benchmark system is able 
to execute any PAL or R method with different pa-
rameter settings and monitors the model performance 
as well as the system utilization during runtime. 

4 Next Steps 

The main objective of this project is to support the 
PAL team in perspective research and development 
tasks. The cooperation between the project team of 
the University of Applied Sciences and Arts Dort-
mund and the SAP HANA PAL team was terminated 
for one year and ended in September 2016. In the 
following, potential activities are listed, built on the 
results of this project. 
Activity “Implementation of selected ensemble 
methods”  
In the recent project period comprehensive research 
was carried out to determine strong ensemble predic-
tion models and to select certain methods for imple-
mentation. In the next step, these models must be 
developed and integrated into the PAL library.  
Activity “Extension of the SAP Benchmark Sys-
tem”  
The handover of the developed benchmark system 
was the third and last milestone of the cooperation 
project with SAP. There are different opportunities to 
extend the existing implementation: 
x Enrich the system with more datasets to be able 

to execute more complex test scenarios. 
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x Enrich the system with a wider range of methods 
by developing appropriate method interfaces. 

x Enrich the system with further connections to 
other environments. At the moment, PAL and R 
methods can be executed, but the benchmark sys-
tem can be extended to connect to any other data 
mining library as well. 

Activity “Open research tasks”  
There are still open research topics which were not 
considered in the preceding project periods. Thus, 
research on the following topics might be carried out: 
Anomaly detection  
Anomaly detection, also known as outlier detection, 
is a subarea of data mining. The goal is to identify 
untypical or conspicuous data in a dataset. In prac-
tice, users are facing different problems by applying 
those methods, as for example choosing the right 
method and adjusting its parameters or dealing with 
sparse and bad labeled datasets. This activity com-
prises the identification of advantages and disad-
vantages of those methods, the determination of 
strong algorithms and their implementation on SAP 
HANA. [16] 
Machine learning on sparse data 
Many data mining methods do not work well on 
sparse data [17]. The goal is to carry out research on 
state-of-the-art solutions and to implement a selection 
of those algorithms on SAP HANA. 
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The goal of our project is to extend the outcomes of 
our former project1 in which we identified perceived 
risks and emotions of autonomous driving from Twit-
ter data (“Tweets”). On this social media platform, 
the topic of autonomous driving is discussed brightly. 
Positive or negative emotions may be justified in some 
cases, in others we cannot recognize any rational rea-
son. In the first project, we extracted sentiments from 
tweets dealing with autonomous driving with native 
SAP HANA, PAL, and R text mining algorithms. Now 
we applied entity and facts extraction provided by SAP 
HANA Text Analysis, improved our data pre-pro-
cessing, and customized the configurations for gener-
ating the Text Analysis Fulltext Index. Moreover, we 
built a web interface for visualizing the results which 
offers near real-time access to new tweets. Lastly, we 
describe the limitations of our work. 
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GXVWU\��PD\�JHQHUDWH�EXVLQHVV�YDOXH�IURP�WKLV� IUHHO\�
DFFHVVLEOH�GDWD�E\�H[WUDFWLQJ� LQIRUPDWLRQ� UHOHYDQW� WR�
WKHLU�EXVLQHVV�RU�WKH\�PD\�XVH�VRFLDO�PHGLD�WR�WUDQVPLW�
QHZV�DQG�LQIRUPDWLRQ�WR��SRWHQWLDO��FXVWRPHUV��/LVWHQ�
LQJ� WR� WKLV�9RLFH�RI�&XVWRPHU� �9R&�� LV�PXFK� IDVWHU�
DQG�FDQ�EH�PRUH�HIILFLHQW�WKDQ�XVLQJ�RXWGDWHG�PHWKRGV�
OLNH� DVNLQJ� FXVWRPHUV� IRU� LW� IDFH� WR� IDFH� RU� YLD� WHOH�
SKRQH�VXUYH\V�>�@��+DUGZDUH��DSSOLFDWLRQV��DQG�DOJR�
ULWKPV�KDYH�LPSURYHG�RYHU�WLPH��,Q�PHPRU\�GDWDEDVHV�
DQG�QHZ� IURQWHQG� WRROV� DOORZ� WR� DQDO\]H� WKHVH� KXJH�
DPRXQWV� RI� GDWD� DQG� WR� H[WUDFW� YDOXDEOH� LQIRUPDWLRQ�
IURP�LW��
1HYHUWKHOHVV��IRU�DQ�HIIHFWLYH�DQDO\VLV�RI�ELJ�GDWD��LW�LV�
LPSRUWDQW�WR�XVH�QRW�RQO\�FRPSXWHU�SRZHU�EXW�WR�FRP�
ELQH� LW�ZLWK�KXPDQ�PLQGV��7KHUHIRUH�� LW� LV�FUXFLDO� WR�
SUHVHQW�GDWD�LQ�D�ZD\�ZKLFK�FDQ�EH�FDSWXUHG�DQG�XQ�
GHUVWRRG�HDVLO\�E\�KXPDQ�EHLQJV��$V�WKH�KXPDQ�YLVLRQ�
FDQ� JDWKHU� PRUH� LQIRUPDWLRQ� WKDQ� DOO� RWKHU� KXPDQ�
VHQVHV� FRPELQHG�� JUDSKLFDO� UHSUHVHQWDWLRQV� RI� GDWD�

139



SURYLGH� WKH� ODUJHVW� VWUHDP�RI� LQIRUPDWLRQ�EHWZHHQ� D�
KXPDQ�DQG�D�FRPSXWHU�>�@��0RUHRYHU��YLVXDOL]DWLRQV�
FDQ�EH�XQGHUVWRRG�DQG�LQWHUSUHWHG�YHU\�HIIHFWLYHO\�E\�
KXPDQV�>�@��
,Q�WKLV�SURMHFW��ZH�ZDQW�WR�LPSURYH�RXU�DQDO\VLV�RI�VR�
FLDO�PHGLD�GDWD�FRQFHUQLQJ� WKH�HPHUJLQJ� WHFKQRORJ\�
RI�DXWRQRPRXV�FDUV��

�� 3URMHFW�

,Q� WKH� ILUVW� SURMHFW��ZH� VWDUWHG� FRQGXFWLQJ� VHQWLPHQW�
DQDO\VHV�RQ�7ZLWWHU�GDWD�FRQFHUQLQJ�DXWRQRPRXV�GULY�
LQJ��:H�ZLOO�GHVFULEH�RXU�RXWFRPHV�LQ�WKH�QH[W�VHFWLRQ�
EHIRUH�ZH�HODERUDWH�WKH�JRDO�DQG�GHVLJQ�RI�WKLV�FXUUHQW�
SURMHFW��

���� 3UHYLRXV�3URMHFW�5HVXOWV�
,Q�RXU�IRUPHU�SURMHFW�ZH�H[HFXWHG�VHQWLPHQW�DQDO\VLV�
RQ�7ZLWWHU�GDWD�XVLQJ�7H[W�$QDO\VLV��7H[W�0LQLQJ��DQG�
GLIIHUHQW� 3UHGLFWLYH� $QDO\VLV� /LEUDU\� �3$/�� DOJR�
ULWKPV��:H�JRW�WKH�EHVW�UHVXOWV�XVLQJ�WKH�9RLFH�RI�&XV�
WRPHU�H[WUDFWLRQ�SURYLGHG�E\�7H[W�$QDO\VLV��DQG� WKH�
.�1HDUHVW�1HLJKERUV�DOJRULWKP��.11��RI�7H[W�0LQ�
LQJ��
8VLQJ�7H[W�$QDO\VLV��LW�ZDV�SRVVLEOH�WR�DQDO\]H�VLQJOH�
SDUWV�RI�WZHHWV�DQG�LGHQWLI\�VHQWLPHQWV�DQG�SUREOHPV��
$SSO\LQJ�WKH�DOJRULWKP�WR�D�WUDLQLQJ�GDWD�VHW�FRQWDLQ�
LQJ�DERXW�������URZV�DERXW�DXWRQRPRXV�FDUV�VKRZHG�
WKDW�SHRSOH�SHUFHLYH�WKHP�UDWKHU�QHXWUDO�ZLWK�D�VPDOO�
SRVLWLYH�WHQGHQF\�ZKLFK�FRUUHODWHV�ZLWK�D�PDQXDO�FODV�
VLILFDWLRQ�RI�WKH�WZHHWV��:H�WKHQ�XVHG�WKH�.11�DOJR�
ULWKP�RI�7H[W�0LQLQJ�WR�FODVVLI\�WKH�WZHHWV�DFFRUGLQJ�
WR�WKH�H[SUHVVHG�ULVN�SHUFHSWLRQ��$V�WKH�DOJRULWKP�H[�
SHFWV�RQO\�RQH�REMHFW��H��J��RQH�WZHHW��DV�LQSXW��D�VFULSW�
KDV� EHHQ� LPSOHPHQWHG� ZKLFK� LWHUDWHV� WKURXJK� DOO�
WZHHWV��$SSO\LQJ�WKLV�DOJRULWKP�WR�WKH�WUDLQLQJ�GDWD�VHW�
UHVXOWHG�LQ�PRUH�WKDQ�KDOI�RI�WKH�WZHHWV�EHLQJ�FODVVL�
ILHG� ³QHXWUDO´��:KLOH� �����RI� WKH� WZHHWV� KDYH�EHHQ�
FODVVLILHG� FRUUHFWO\�� DERXW� ���� WZHHWV� FRXOG� QRW� EH�
FODVVLILHG�DW�DOO��
1H[W��ZH�DSSOLHG�WKH�3$/�DOJRULWKP�1DLYH�%D\HV��,W�
ZDV�H[HFXWDEOH�EXW�FODVVLILHG�PRUH�WKDQ������RI�WKH�
WZHHWV� DV� QHXWUDO�� &RQVLGHUDEOH� LPSURYHPHQW� ZRXOG�
EH�QHHGHG�WR�JHW�EHWWHU�UHVXOWV��
6R�WKH�UHVXOW�ZDV�QRW�YHU\�PHDQLQJIXO��$SSO\LQJ�WKH�
3$/�DOJRULWKP�&����'HFLVLRQ�7UHH�LV�QRW�UHDOO\�DSSOL�
FDEOH� IRU� DQDO\]LQJ� WZHHWV� DV� LW� H[SHFWV� VHYHUDO� FRO�
XPQV�IRU�LQSXW�ZKLOH�WKH�WZHHWV�DUH�RQO\�VWRUHG�LQ�RQH�
FROXPQ��
:H�RQO\�KDG�VRPH�SUHOLPLQDU\�UHVXOWV�XVLQJ�5�DV�ZH�
ZHUH�IDFLQJ�LVVXHV�ZLWK�HPEHGGLQJ�DGGLWLRQDO�OLEUDULHV�
DQG�ZRUNLQJ�RQ�WKH�WZHHWV��IRU�H[DPSOH�EHFDXVH�RI�WKH�
OHQJWK�RI� WKH�WZHHWV��)RU� WKH�(QWLW\�DQG�)DFW�([WUDF�
WLRQ�� 5� LV� QRW� LQ� WKH� IRFXV�� ,Q� WKH� SUHYLRXV� SURMHFW�
�����������������������������������������������������������

��)RU�IXUWKHU�LQIRUPDWLRQ��SOHDVH�UHDG�WKH�SURMHFW�UHSRUW�RI�RXU�
IRUPHU�SURMHFW�DW�+3,�)XWXUH�62&�/DE��6SULQJ�������>�@��

SKDVH��ZH�QHHGHG�5�IRU�JHQHUDWLQJ�WKH�GRFXPHQW�WHUP�
PDWUL[��:LWK�WKH�QHZ�YHUVLRQ�RI�6$3�+$1$��636���
LQVWHDG�RI�636�����LW�ZDV�SRVVLEOH�WR�JHQHUDWH�LW�ZLWKLQ�
6$3�+$1$�7KHUHIRUH��ZH�GLG�QRW�SURFHHG�ZLWK�H[�
SORULQJ� WKH� SRVVLELOLWLHV� RI� 5� LQ� WKH� FXUUHQW� SURMHFW�
SKDVH��

�� 3URMHFW�*RDO�

7KH�JRDO�RI�WKLV�SURMHFW�ZDV�WR�EXLOG�D�SURWRW\SH�ZHE�
DSSOLFDWLRQ�ZLWK�D�YLVXDO�UHSUHVHQWDWLRQ�RI�WKH�SHUFHS�
WLRQ�DQG�GLVVHPLQDWLRQ�RI�ULVNV�DQG�EHQHILWV�RQ�7ZLW�
WHU��7KLV�DSSOLFDWLRQ�VKDOO�RIIHU�D�TXLFN�DQG�HDV\�DQDO�
\VLV�WR�ULVN�PDQDJHUV�LQ�QHDU�UHDO�WLPH��

�� 3URMHFW�'HVLJQ�

���� 6\VWHP�&RQILJXUDWLRQ�
:H�ZHUH�SURYLGHG�ZLWK�D�6$3�+$1$�636���ZLWK���
7%�5$0�DQG����&RUHV��&38���$GGLWLRQDOO\��ZH�XVHG�
WKH�6$3�+$1$�3$/�DQG�KDG�DFFHVV�WR�DQ�5�6HUYHU��
:H�XVHG�6$3�+$1$�6WXGLR��YHUVLRQ���������ZKLFK�LV�
(FOLSVH�EDVHG�� WKH�;6-6�(QJLQH�� WKH�6$38,��GHYHO�
RSPHQW�IUDPHZRUN��Y����������WKH�6$3�+$1$�7ZLW�
WHU$GDSWHU�IRU�GDWD�SURYLVLRQLQJ��DQG�2'DWD�6HUYLFHV�
IRU�DFFHVVLQJ�WKH�'DWD��
$GGLWLRQDOO\��ZH�LPSOHPHQWHG�DQ�H[WHUQDO�-DYD�DSSOL�
FDWLRQ��ZKLFK�LV�WKH�RQO\�QRQ�QDWLYH�6$3�+$1$�FRP�
SRQHQW��)LJ����JLYHV�DQ�RYHUYLHZ�RI�RXU�DSSOLFDWLRQ�DU�
FKLWHFWXUH��

�

)LJXUH����$SSOLFDWLRQ�$UFKLWHFWXUH��������������
�6RXUFH��RZQ�LOOXVWUDWLRQ��

���� 'DWDVHW�
:H�XVHG�WKUHH�GDWDVHWV�ZKLFK�ZH�FROOHFWHG�LQ�SUHYLRXV�
ZRUN��D�WUDLQLQJ�GDWD�VHW�IRU�HYDOXDWLRQ�DQG�FRQILJXU�
LQJ�WKH�DOJRULWKPV��D�PRUH�H[WHQVLYH�GDWDVHW�IRU�DSSO\�
LQJ�WKH�DOJRULWKPV��DQG�QHDU�UHDO�WLPH�WZHHWV�JDWKHUHG�
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IURP� WKH�7ZLWWHU� 6WUHDPLQJ�$3,��:KLOH� WKH� WUDLQLQJ�
GDWD�KDV�EHHQ�WKH�VDPH�DV�LQ�WKH�SUHYLRXV�SURMHFW��WKH�
H[WHQVLYH�GDWD�KDV�EHHQ�H[SDQGHG�LQ�WKH�PHDQWLPH��
7KH� WUDLQLQJ� GDWD� SURYLGHG� LQ� D� FVY�ILOH� FRPSULVHG�
������7ZHHWV�DERXW�DXWRQRPRXV�GULYLQJ��ZKLFK�KDYH�
EHHQ�FODVVLILHG�PDQXDOO\��VR�WKDW�WKH\�FRXOG�EH�XVHG�WR�
WUDLQ�WKH�DOJRULWKPV��7KH\�KDYH�EHHQ�DVVLJQHG�WR� WKH�
FODVVHV� ³EHQHILW´� ����� 7ZHHWV��� ³QHXWUDO´� ������
7ZHHWV���DQG�³ULVN´������7ZHHWV���:KHQ�DSSO\LQJ�WKH�
DOJRULWKP�RQ� WKHVH�� WKH� TXDOLW\� RI� WKH� UHVXOWV� FDQ�EH�
MXGJHG�E\� FRPSDULQJ� WKH� DFWXDO� FODVVLILFDWLRQ�RI� WKH�
7ZHHWV�ZLWK�WKH�UHVXOWV�RI�WKH�DOJRULWKPV�DSSOLHG��
7KH�H[WHQGHG�GDWDVHW�FRPSULVHG�PRUH�WKDQ�����PLOOLRQ�
RI�WZHHWV��QRW�FODVVLILHG���

���� 'DWD�3UH�SURFHVVLQJ�
'DWD�SUH�SURFHVVLQJ�ZDV�GRQH�E\�DSSO\LQJ�PHDQV�RI�
WKH�SUHYLRXV�SURMHFW�WR�WKH�7ZLWWHU�GDWDVHW�DV�ZHOO�DV�
QHZ�PHWKRGV��7KXV��85/V��HPSW\� WZHHWV�DQG�GXSOL�
FDWHV� ZHUH� GHOHWHG�� 7ZLWWHU�VSHFLILF� HOHPHQWV� OLNH�
KDVKWDJV�ZHUH�PDUNHG��2II�WRSLF�WZHHWV�ZHUH�ILOWHUHG�
RXW��

���� (QWLW\�DQG�)DFW�([WUDFWLRQ�
,Q�WKLV�SURMHFW��ZH�EXLOW�RQ�WKH�UHVXOWV�RI�RXU�SUHYLRXV�
SURMHFW�DQG�FRQFHQWUDWHG�RQ�WKH�XVH�RI�WKH�QDWLYH�6$3�
+$1$�DOJRULWKP�7H[W�$QDO\VLV��9R&���7KHUHIRUH��D�
FXVWRPL]HG�IXOOWH[W�LQGH[��ZKLFK�LV�QHHGHG�IRU�(QWLW\�
DQG�)DFW� H[WUDFWLRQ�� KDV� EHHQ� FUHDWHG��7KLV� LQFOXGHV�
WKH� VWHSV� FRQILJXUDWLRQ�� GLFWLRQDULHV� DQG� H[WUDFWLRQ�
UXOHV�� 7KH� FRQILJXUDWLRQ� LV� EDVHG� RQ� WKH�
³(;75$&7,21B&25(B92,&(2)&86720(5´�
SURYLGHG�E\�6$3�+$1$��7KLV�FRQWDLQV�GHIDXOW�FRQ�
ILJXUDWLRQV�DQG�WKH�OLQNDJH�WR�GLFWLRQDULHV�DQG�H[WUDF�
WLRQ�UXOHV��:H�XVHG�WZR�GLFWLRQDULHV��7KH�ILUVW�RQH�LV�
EDVHG�RQ� WKH�(QJOLVK� WKHVDXUXV�ZLWK�VRPH�PRGLILFD�
WLRQV�ZLWK�UHJDUGV�WR�WKH�WRSLF�RI�DXWRQRPRXV�GULYLQJ��
(QWLW\�W\SHV�VXFK�DV�³PLQRU�SUREOHP´�RU�³PDMRU�SURE�
OHP´�DOUHDG\�H[LVWHG��EXW�QRW�IRU�³ULVN´��³EHQHILW´��DQG�
³QHXWUDO´�� 7KHUHIRUH��ZH� LPSOHPHQWHG� WKHP� DQG� WKH�
VHFRQG�GLFWLRQDU\�QRZ�FRQWDLQV�QHZ�HQWLW\� W\SHV�IRU�
DXWRQRPRXV�GULYLQJ��³ULVN´��³QHXWUDO´��DQG�³EHQHILW´��
7KH�H[WUDFWLRQ�UXOHV�LQFOXGH�UXOHV�IRU�FRPSOH[�HQWLW\�
W\SHV� WR� VXSSRUW� ULVN� DQG� EHQHILW� LGHQWLILFDWLRQ�� $OO�
FXVWRPL]HG�GLFWLRQDULHV�DQG�H[WUDFWLRQ�UXOHV�KDYH�EHHQ�
FUHDWHG�EDVHG�RQ�WKH�WUDLQLQJ�GDWDVHW�XVLQJ�YDULDWLRQV�
RI� WKH� GRFXPHQW�WHUP�PDWUL[� JHQHUDWHG� E\� 6$3�
+$1$�7H[W�0LQLQJ��
7KH�DOJRULWKPV�XVHG�SUHYLRXVO\�FODVVLILHG�WZHHWV�DV�D�
ZKROH�� ,Q�FRQWUDVW� WR� WKLV��RXU�FXVWRPL]HG�HQWLW\�DQG�
IDFW�H[WUDFWLRQ�DOORZV�WR�DQDO\VH�WZHHWV�RQ�D�VXE�VHQ�
WHQFH� OHYHO��ZKLFK� LV� WKH� VDPH� DV�ZLWK� 6$3�+$1$�
9RLFH�RI�&XVWRPHU�DQDO\VLV��7KH�UHVXOWV�DUH�VDWLVI\LQJ�
FRQVLGHULQJ�WKH�XVH�RI�PDQXDO�PHWKRGV�IRU�GHYHORSLQJ�
GLFWLRQDULHV� DQG� H[WUDFWLRQ� UXOHV�� $SSO\LQJ� WKH� FXV�
WRPL]HG�HQWLW\�DQG�IDFW�H[WUDFWLRQ�WR�WKH�WUDLQLQJ�GDWD��
�����RI�WKH�ULVNV�DQG������RI�WKH�EHQHILWV�KDYH�EHHQ�

GHWHFWHG��$V�LQ�WKH�WUDLQLQJ�GDWDVHW��WZHHWV�DUH�FODVVL�
ILHG�DQG�QRW�WRNHQV��ZH�DUH�QRW�DEOH�WR�JLYH�PHDQLQJIXO�
LQIRUPDWLRQ�DERXW� WKH�IDOVH�SRVLWLYH�UDWH��)RU� WKH�H[�
WHQVLYH� GDWDVHW�� WKH� DOORFDWLRQ� IRU� ULVNV�� QHXWUDOV� DQG�
EHQHILWV�LV�������������DQG������7KLV�UHVXOW�PDWFKHV�
WKH�REVHUYHG�DOORFDWLRQ�RI�WKH�WUDLQLQJ�GDWDVHW�DQG�DV�
ZHOO� WKH�UHVXOWV�RI� WKH�SUHYLRXV�SURMHFW�������������
DQG�������FRQVLGHULQJ�WKH�FRPSOH[LW\�RI�EHQHILW�GH�
WHFWLRQ�DQG�WKH�LQFUHDVHG�QXPEHU�RI�ULVNV�GHWHFWHG�GXH�
WR�WKH�VXE�VHQWHQFH�DQDO\VLV��

���� :HE�$SSOLFDWLRQ�IRU�9LVXDOL]DWLRQ�
)RU�YLVXDOL]LQJ�WKH�UHVXOWV�RI�WKH�FODVVLILFDWLRQ�RI�ULVNV�
DQG�EHQHILWV��ZH�EXLOW�D�ZHE�DSSOLFDWLRQ�EDVHG�RQ�6$3�
+$1$�� 7KLV� ZHE� DSSOLFDWLRQ� SHUPDQHQWO\� H[HFXWHV�
XSGDWHV�IRU�EHLQJ�DEOH�WR�FRQVWDQWO\�GLVSOD\�FKDQJHV�RI�
WKH�XVHU�EHKDYLRXU��H�J���WR�VKRZ�D�VXGGHQ�LQFUHDVH�RI�
SHUFHLYHG� ULVNV�� 7KH� XVHU� LQWHUIDFH� FRQVLVWV� RI� WZR�
WDEV��7KH�ILUVW�WDE��FS��ILJ�����VKRZV�WKH�FODVVLILHG�ULVNV�
DQG�EHQHILWV�DV�SHUFHLYHG�E\�WKH�WZHHW�DXWKRUV��ZRUG�
FORXG���WKH�WHPSRUDO��DUHD�FKDUW���DQG�WKH�JHRJUDSKLFDO�
�ZRUOG�PDS��GLVVHPLQDWLRQ�DV�ZHOO�DV�ULVN�DPSOLI\LQJ�
DQG�ULVN�DWWHQXDWLQJ�7ZLWWHU�XVHUV��QHWZRUN�JUDSK���2Q�
WKH� VHFRQG� WDE� �FS�� ILJ������ WKH� UDZ� WZHHWV� DUH� OLVWHG�
ZLWKLQ�D�WDEOH��

�

)LJXUH����)LUVW�WDE�RI�WKH�ZHE�DSSOLFDWLRQ���
�6RXUFH��6FUHHQVKRW�IURP�SURWRW\SH��

�

)LJXUH����6HFRQG�WDE�RI�WKH�ZHE�DSSOLFDWLRQ�
�6RXUFH��6FUHHQVKRW�IURP�SURWRW\SH��

,Q�RUGHU�WR�LPSOHPHQW�WKH�ZHE�DSSOLFDWLRQ��ZH�XVHG�WKH�
QDWLYH�6$38,��GHYHORSPHQW�IUDPHZRUN�DQG�WKH�;6-6�
HQJLQH�� 2XU� 6$38,�� YHUVLRQ� GLG� QRW� LQFOXGH� WKH�
VDS�YL]� IUDPHZRUN� IRU� YLVXDOL]LQJ� GDWD� XVLQJ� FKDUWV��
6LQFH� WKH� ODWHVW� 6$38,�� YHUVLRQ� DYDLODEOH� �Y��������
KDV�WKLV�IUDPHZRUN�GHSUHFDWHG�>�@��ZH�GHFLGHG�WR�XVH�
H[WHUQDO� -DYD6FULSW� OLEUDULHV� �YLV�MV� >�@�� +LJKFKDUWV�
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>��@��+LJKPDSV�>��@��DQG�M4&ORXG�>��@��IRU�WKH�YLVX�
DOL]DWLRQ��
2XU� ZHE� DSSOLFDWLRQ� DOORZV� WKH� XVHU� WR� VHDUFK� IRU�
WZHHWV� LQ�QHDU�UHDO�WLPH�XVLQJ� WKH�7ZLWWHU�6WUHDPLQJ�
$3,��,W�WULJJHUV�WKH�DQDO\VLV�RI�WKH�WZHHWV�DQG�YLVXDO�
L]HV�WKH�UHVXOWV��
:LWK� WKH� ZHE� DSSOLFDWLRQ�� ZH� ILUVW� WULHG� WR� JDWKHU�
WZHHWV�XVLQJ�WKH�6$3�+$1$�GDWD�SURYLVLRQLQJ�DJHQW�
�GSDJHQW��XVLQJ�WKH�SUHGHILQHG�³7ZLWWHU$GDSWHU´��8Q�
IRUWXQDWHO\��WKH�GSDJHQW�WXUQHG�RXW�WR�EH�QRW�YHU\�UHOL�
DEOH��VLQFH�LW�IUHTXHQWO\�VWRSSHG�ZRUNLQJ�DIWHU�D�VKRUW�
SHULRG� RI� WLPH� HDFK� WLPH�ZDV� UHVWDUWHG��2XU�ZRUND�
URXQG�LV�D�VHOI�GHYHORSHG�-DYD�DSSOLFDWLRQ�LPSOHPHQW�
LQJ�7ZLWWHU�-� >��@��7KLV� LV� UXQQLQJ�RQ� D�YLUWXDO�PD�
FKLQH��90���DQG�LV�QRW�D�QDWLYH�6$3�+$1$�HOHPHQW��
7KH�-DYD�DSSOLFDWLRQ�SROOV�6$3�+$1$�IRU�WKH�WRSLFV�
WKH�XVHUV�VXEPLWWHG�RQ�WKH�ZHE�LQWHUIDFH�RI�WKH�DSSOL�
FDWLRQ�DQG�ZKLFK�ZHUH�VDYHG�ZLWKLQ�D�6$3�+$1$�WD�
EOH�DIWHU�VXEPLW��7KH�-DYD�DSSOLFDWLRQ�WKHQ�ILOWHUV�WKH�
7ZLWWHU� 6WUHDPLQJ�$3,� IRU� WKHVH� WRSLFV��1H[W�� XVLQJ�
;6-6��WKH�UHVXOWLQJ�WZHHWV�DUH�SHUVLVWHG�LQ�6$3�+$1$�
WDEOHV�DQG�WKH�DQDO\VLV�RI�WKHP�LV�WULJJHUHG��7KH�UHVXOWV�
RI�WKH�DQDO\VLV�DUH�IUHTXHQWO\�SXOOHG�E\�WKH�ZHE�DSSOL�
FDWLRQ�YLD�2'DWD�VHUYLFHV�DQG�WKHQ�YLVXDOL]HG��FS��)LJ��
����$�PLQRU�SUREOHP��ZKLFK�ZH�KDYH�QRW�EHHQ�DEOH�WR�
VROYH�\HW�ZDV�WKH�XQUHOLDELOLW\�RI�WKH�FRQQHFWLRQ�WR�WKH�
90�XVLQJ�66+�LQ�RUGHU�WR�GHSOR\�DQG�PDQDJH�WKH�-DYD�
DSSOLFDWLRQ��
�

�

)LJXUH����)ORZFKDUW�RI�WKH�ZHE�DSSOLFDWLRQ�

�� &RQFOXVLRQV�DQG�2XWORRN�

$V�ZLWK�(QWLW\�DQG�)DFW�([WUDFWLRQ��ZH�ZHUH�DEOH� WR�
JHW� DFFHSWDEOH� UHVXOWV�� +RZHYHU�� IXUWKHU� LPSURYH�
PHQWV�FDQ�EH�DSSOLHG�LQ�WKH�IXWXUH��3UREOHPV�UHVXOWHG�
IURP� UDUH�GRFXPHQWDWLRQ� IRU� FXVWRPL]LQJ�(QWLW\�DQG�
)DFW�([WUDFWLRQ��7KH�PRVW�LPSRUWDQW�VRXUFH�RI�LQIRU�
PDWLRQ�ZHUH� WKH�6$3� UHIHUHQFH� JXLGHV� >���� ���� ��@��
)RU� FXVWRPL]LQJ� WKH� H[WUDFWLRQ� UXOHV�� LW� LV� UHFRP�
PHQGHG�WR�VWXG\�WKH�H[LVWLQJ�ILOHV�DQG�WKHQ�PRGLI\�D�
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Abstract

This paper reports on an approach to advanced
evolutionary optimization leveraging SAP HANA
to expedite the search process subject to change
events arising at runtime. The implemented sys-
tem exploits optimization knowledge persisted on
HANA serving as associative memory to better
guide the optimizer through changing environ-
ments. For this, specific strategies for knowledge
processing, extraction and injection have been de-
veloped and evaluated. Moreover, prediction meth-
ods provided by PAL have been embedded, and em-
pirical results indicate that they can suitably an-
ticipate forthcoming dynamic change events based
on the evaluation of historical records of previous
change events and of optimization knowledge man-
aged by HANA.

1 Introduction

For decades Evolutionary Algorithms [8] have
been established heuristics to tackle NP-hard opti-
mization problems which are inherent to countless
industrial applications. Such problems include,
e.g., the Vehicle Routing Problem (VRP), the
Traveling Salesperson Problem (TSP), the Knap-
sack Problem or many other problems in produc-
tion, warehouse and transportation logistics. Typ-
ically, the search for good solutions to such prob-
lems can consume up to several hours or even days.
The hitherto best solution found, like a transport
plan or a production schedule, would then be used
for planning and executing logistics operations. In
practice, however, several aspects like the objec-
tive function, the size of the problem instance or
constraints may be subject to changes, either dur-
ing optimization, or maybe later during logistics
operations. In such cases, the optimization prob-

lem is called dynamic and previously good solu-
tions might have become inferior, or previously
bad solutions might turn superior. Therefore it is
essential that every relevant change of the opti-
mization problem is taken into account. However,
calculation time is commonly restricted and one
cannot a↵ord to restart optimization from scratch.
Instead it is advisable to exploit existing optimiza-
tion knowledge from the running optimization so
as to quickly react to and to recover from dynamic
changes arriving.

This paper reports on the implementation and on
the empirical evaluation of an Evolutionary Al-
gorithm which interfaces with SAP HANA and
exploits its strengths to expedite the search pro-
cess in dynamically changing environments. It is
shown, how SAP HANA can be used as a knowl-
edge store that embodies an associative memory
to the optimization algorithm. Such knowledge in-
cludes, e.g., historical logs of visited search areas,
environmental data, and recorded change events.
In contrast to previous work, it is examined in
how far in-memory database technology can help
increase and manage the amount of stored knowl-
edge in order to better guide the optimization pro-
cess. Furthermore, SAP HANA is employed as a
storage for predictive knowledge that is accessed
and analyzed through PAL [16] to make the opti-
mizer better prepared for prospected changes, to
quickly respond to such changes and to easier re-
cover from their impact.

The remainder of the paper is structured as fol-
lows: Section 2 briefly introduces to dynamic evo-
lutionary computing. Section 3 outlines the ar-
chitecture and the methods of the HANA-based
system implemented. Subsequently, a sample of
results from extensive experiments carried out in
the Future SOC Lab are presented in Section 4.
Concluding remarks are provided in Section 5.
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2 Dynamic Evolutionary Optimiza-
tion

Prior to introducing the Evolutionary Algorithm,
the static Knapsack Problem shall be defined and
henceforth be used to exemplify the strategies pro-
posed in this paper. In its static variant, the 0/1
Knapsack Problem [12] is described by a set of
n items of weight w

j

and value v
j

where j 2
{1, . . . , n}. A candidate solution X = (x1, . . . , xn

)
problem represents a subset of all items, with
x
j

2 {0, 1} indicating if item j is included in the
knapsack which has a capacity of C. The goal is
to maximize the total value of items included in
the knapsack such that the sum of their weights is
less or equal to the knapsack capacity: Maximize

f(X) =
nX

j=1

v
j

x
j

,

subject to

nX

j=1

w
j

x
j

 C, x
j

2 {0, 1}.

As the Knapsack Problem is known to be NP �
hard, evolutionary algorithms [8] are one common
heuristic to search for near optimal solutions. In-
spired by the principles of natural evolution, the
main idea behind evolutionary optimization is to
represent solutions of an optimization problem as
a set of individuals called population. The size
of the population shall be denoted as p. An in-
dividual i 2 {1, . . . , p} is encoded in a chromo-
some X

i

representing the individual’s genotype.
In the case of the Knapsack Problem, individual i
is encoded as n-bit chromosome X

i

= (x1i, . . . xni

)
with x

ji

2 {0, 1}, where x
ji

= 1 means that
item number j is contained in the knapsack, and
x
ji

= 0 otherwise. The Evolutionary Algorithm
aims to incrementally improve on the set of indi-
viduals by mimicking the principles of natural se-
lection, recombination, mutation and survival of
the fittest (cf. [8] for a detailed introduction).
Accordingly, the dynamic knapsack problem ex-
tends its static counterpart by introducing time-
dependent variance: capacity C(t), weights w

j

(t)
and values v

j

(t) are considered as dynamic over
time t. The goal is to maximize

f(X, t) =
nX

j=1

v
j

(t)x
j

at any time t, subject to

nX

j=1

w
j

(t)x
j

 C(t), x
j

2 {0, 1}.

For dynamic optimization, one is interested in re-
using existing optimization knowledge to quickly
react to and to recover from dynamic changes to
the environment. This implies that algorithms in
dynamic environments are no longer focused on lo-
cating a stationary optimal solution. Rather they
need to remain flexible to be able to track the
movement of peaks through space and time.
Related work started with early contributions by
Fogel at al. [7], evolutionary algorithms have ever
since been the most common approach to solv-
ing dynamic optimization problems [4]. Rohlfsha-
gen [15] defined a problem based on a class of
0/1 dynamic knapsack problem, which are gen-
erated by a small set of real-valued parameters.
Branke et al. [3] analyzed di↵erent representations
on dynamic multi-dimensional knapsack problem.
Simões [17] applied diversity-maintaining tech-
niques and memory strategies to evolutionary al-
gorithms for the dynamic knapsack problem.

3 Dynamic Evolutionary Optimiza-
tion Using SAP HANA

3.1 Overview

Figure 1 visualizes the architecture of the imple-
mented system. The core algorithm, based on the

Figure 1: Architectural overview.

standard EA approach introduced in the previ-
ous section, is started reading a set of parame-
ters and the problem definition. Since the prob-
lem is considered dynamic, the simulator con-
tinuously adapts this problem definition, where-
upon the changes are propagated to the core al-
gorithm. Moreover, in dynamic environments, it
is required to augment the algorithm with mecha-
nisms to preserve solution diversity thereby pre-
venting premature convergence. A set of indi-
viduals are perpetually extracted from the cur-
rent population and persisted into the associative
memory held in SAP HANA. This database is
queried for a number of suitable individuals which
are injected into the core algorithm whenever the
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problem definition changes. The choice of individ-
uals to be injected may be guided through predic-
tion knowledge stored on SAP HANA. This knowl-
edge is analyzed exploiting the routines provided
by PAL [16] to predict and to better prepare for
forthcoming dynamic changes.

3.2 Simulator

An environment e(t) is considered to represent
the definition of the optimization problem at time
t, where the time is supposed to be the genera-
tion number. The environment is constituted by
a tuple of problem parameters that are subject
to change. In the case of the knapsack problem,
the environment e(t) = (C(t), v(t), w(t)) shall be
signified by the knapsack capacity C(t), its item
weights w(t) = (w1(t), . . . , wn

(t)) and item values
v(t) = (v1(t), . . . , vn(t)). The simulator is imple-
mented to change the environment at a constant
frequency of T generations. Furthermore, it is as-
sumed that the environment changes in a cyclic
manner at a cycle length of L. Hence any en-
vironment will recur every L · T generations as
visualized in Figure 2.

Figure 2: Sample scenario simulating a dy-
namic knapsack problem with cycle length
L = 32.

3.3 Database Coupling

The application has been implemented in server-
side JavaScript using the FutureSOCLab infras-
tructure. Figure 3 outlines the coupling with the
SAP HANA database. Sequences of experiments
are scheduled through an XS Job. Each experi-
ment is identified by an ID which is also used to
query the database for the input parameters, in-
cluding, e.g., the problem definition and the algo-
rithms parameters. At runtime the algorithm con-
tinuously logs the calculation results in terms of
generation numbers, fitness value statistics, best
solutions, time stamps and further performance
indicators. Additionally optimization knowledge
is maintained in dedicated associative and predic-
tive knowledge stores, respectively, also residing
on HANA.

Figure 3: Interfacing the SAP HANA
database

3.4 Fitness Function

The fitness of an individual represents it solution
quality. This also includes a penalty cost term as-
signed to individuals representing overfilled knap-
sacks. Hence, the fitness of individual i is calcu-
lated as

fitness (i) =
nX

j=1

(v
j

· x
i,j

)

·

0

@1�max

 
0;

P
n

j=1 (wj

· x
i,j

)� C

C

!
�

1

A

with parameter � set to 0.5.

3.5 Diversity Management

Diversity management is an essential factor in dy-
namic evolutionary optimization, because a di-
verse population can better react to a change than
a converged population [5, 1]. Fitness Sharing [9]
is probably the most commonly used diversity
management techniques. The shared fitness⇤(i)
of individual i depends on its distance to other
individuals k:

fitness⇤ (i) =
fitness (i)P

p

k=1 sh (d (i, k))

with

sh (d (i, k)) = 1�
✓
d (i, k)

�
s

◆
↵

if d (i, k) < �
s

, 0 otherwise , where d (i, k) is the
hamming distance between individual i and k. Pa-
rameter p is the size of population (further choos-
ing p = 40 throughout this paper). Parameter
↵ is a constant which defines the shape of shar-
ing function, and is set to one according to [17].
Niche radius �

s

= 257.6 has been calculated ac-
cording to [6]. Further strategies in this paper are
Deterministic Crowding Selection (DCS) [13] and
Mating Restricted Tournament (MRT) [11].
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3.6 Associative Memory

An associative memory needs to address four main
issues [14]: (1) how to organize the memory, (2)
when to extract which individuals from the EA to
the memory (3) how to update the memory and (4)
when to inject individuals from the memory to the
EA, see Figure 4 and blue boxes in Figure 1.

Figure 4: Extraction, update of memory
and injection

The associative memory is organized in database
tables on SAP HANA. Table GENOTYPES stores
good old solutions, the other tables hold environ-
mental information. Figure 5 illustrates an exam-
ple. When an old environment reappears, the en-

Figure 5: Database schema of the associa-
tive memory

vironmental information from the memory is used
to identify good solutions which had previously
been successful in this environment. These indi-
viduals are then injected into the EA.
The extraction takes place at equally spaced inter-
vals. Grefenstette and Ramsey [10] recommend to
substitute 50% of the population with individu-
als from the memory after a change, in order to
have enough individuals in the memory, the num-
ber of extracted individuals is 50% of the popula-
tion size. To decide which individuals to extract
an importance value [2] is calcuated for each indi-
vidual i as

imp (i) = �
f

· imp
fit

(i)

+�
d

· imp
div

(i)

+�
a

· imp
age

(i)

with � 2 [0, 1] and �
f

+ �
d

+ �
a

= 1. The terms
imp

fit

(i), imp
div

(i) and imp
age

(i) express the in-
diviual’s relative contribution to the fitness, diver-
sity and age of the population. They are computed
as follows:

imp
fit

(i) =
fitness (i)P

p

k=1 fitness (k)
, (1)

imp
div

(i) =

P
p

s=1 d (i, s)P
p

z=1

P
p

s=1 d (z, s)
, (2)

imp
age

(i) =
age (i, g)P

p

k=1 age (k, g)
(3)

where d (z, s) is the Hamming distance between
individuals z and s. The age of an individual i is
set to age (i, g) = 0 if the individual was created
in generation g, and age (i, g � 1) + 1 otherwise.
The population is sorted descending by impor-
tance and the 50% with the highest importance
value are extracted to be stored in the memory.
When the extraction takes place and the current
environment does not exist in the HANA mem-
ory so far, the new environmental information is
stored in HANA and individuals are inserted to
the memory. If a similar environment exists in the
memory, the extracted individuals will be used to
update table GENOTY PES (see Figure 5).
When the injection takes place (e.g. after a
change), the environmental tables in the HANA
memory are searched for an environment similar
to the new environment. If the search is success-
ful, the stored individuals from the memory will
replace similar individuals in the population of the
EA. Otherwise only immigrants will be generated
to increase diversity.

3.7 Change Prediction

The associative memory component interacts with
the predictive analytics component. Prediction
is triggerd after each change and aims to an-
ticipate the generation and nature of the next
change. Therefor prediction knowledge on previ-
ous changes is stored in the HANA database (see
Figure 1). Based on the previous changes, a stored
procedure from SAP PAL for polynomial regres-
sion (POLY NOMIALREGRESSION) is used
to calculate

• the anticipated generation of the next change,

• which of the parameters c, w
j

and v
j

are going
to change and

• how they will change.
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Other PAL procedures like forecast smoothing,
neural networks or auto regressive integrated mov-
ing average (ARIMA) are potential candidates for
predictive analytics as well.
Based on the output of the prediction the expected
environment can be simulated and the associa-
tive memory is searched for individuals, which had
been successful in an environment similar to the
simulated one. If such individuals are found, they
remain in a temporary bu↵er in order to be in-
jected right before the anticipated change occurs.
If no suitable individuals are found in the mem-
ory, immigrants will be inserted to the population
when the next change occurs to increase diversity.
Figure 6 illustrates an example for the calculation
of the generation of the next change in a scenario
where change occurs every 7000 generations. The

Figure 6: Prediction of the generation of
the next change using regression

input table for the stored procedure is organized in
the way required by PAL [16, p. 273]. The dotted
line in the diagram illustrates the corresponding
regression function, which is used to calculate the
generation of the 7th change.
The prediction accuracy is calculated as acc =
1 � err, where err will be one if the acctual
change occurs too early or if no prediction was
made at all. Otherwise err is calculated as
err = max

�
1, (err

gen

+ err
out

) · 1
2

 
where err

gen

is the relative error of the predicted generation
and err

out

is the relative error of the predicted
new value of either c, w

j

or v
j

. They are calcu-
lated as

err
gen

=

����
gen

prd

� gen
chg

gen
chg

���� , (4)

err
out

=

����
cwv

prd

� cwv
chg

cwv
chg

���� . (5)

prd stands for the predicted value and chg for the
actual value when the change occurs. cwv is either

the capacity C or the weight w
j

or value v
j

of
one single item j in the knapsack. That means,
for each item which has a predicted change, the
accuracy is computed. It can then be averaged for
further evaluation.

4 Evaluation Results

Extensive tests on the FutureSOCLab infrastruc-
ture were conducted to evaluate the performance
of the implemented algorithm, the memory and
the predictive component. This paper can only
outline a fraction of the experiments and results
obtained, see figure 7 and 8.

Figure 7: Test results. Impact on solution
quality.

Figure 8: Test results. Prediction accuracy.

The diagrams show the decrease of the fitness after
a change in percent and the prediction accuracy.
The tests where conducted with and without asso-
ciative memory as well as with and without predic-
tion. Furthermore, the use of fitness sharing and
mating restriction to maintain diversity through-
out the run is evaluated, indicated as diversity in
Figure ??.
As shown in Figure 2 the simulator creates alter-
nating changes in c (sine function) as well as fluc-
tuating values v

j

. Whereas the prediction accu-
racy of the capacity lies between 70% and 90%,
the fluctuations modeled are nearly impossible to
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predict, as confirmed by the low prediction accu-
racy in Figure 8. The low prediction accuracy is
also the reason why the decrease of the best fitness
after a change can not be lowered by the predictive
component but is even increased. This can mainly
be attributed to the hardness of predictability and
not the predictive analysis itself. However, trying
di↵erent prediction techniques might increase the
performance of the predictive component. It is
also important to consider the computation time
for prediction, which consumes around 30 to 80 at
each call.
The associative memory on HANA exerted a con-
siderably positive impact on fitness. The drop of
the fitness after a change is reduced to only 3.70%
compared to 12.55% with no adaptation to dy-
namic environments at all (cf. Figure 7). The
memory component requires only about 0.5 sec-
onds for communication between algorithm and
database when the memory is called.

5 Conclusion

This paper reported on an implemented approach
to dynamic evolutionary optimization exploiting
the strengths of in-memory computing. Empiri-
cal studies suggest that SAP HANA can enable
the optimizer to learn from the decisions of the
past and to make better informed decisions in the
forthcoming iterations of the optimization algo-
rithm. This positive e↵ect of associative memory
seems becomes particularly apparent in recurring
environments. In such cases, the contribution of
associative memory is strong. Using HANA allows
storing and maintaining huge amounts of data on
previously visited solutions. The test results also
indicate, that there is a strong interdependence
between the frequency of change and the extrac-
tion strategy, meaning that the interval for extrac-
tion needs to adapt to the frequency of change in
order to ensure maximum e�ciency of the asso-
ciative memory.
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Abstract 
 
The detection of identity deception is important for a 
variety of reasons. The research at hand propose to 
focus on the protection of minors on big data 
platforms, like social media, as a use case for identity 
deception detection. The nature of social media has 
exacerbated the difficulty of detecting identity 
deception. Not only does the volume of data grow daily 
through the contribution of the public and IoT, but the 
velocity and variety of data increase as well. These 
characteristics of social media data necessitates an 
intelligent identity deception indicator to automate the 
detection of such deception.  
 
1 Project idea 

 
Identity deception historically has been focused on the 
psychological aspects around why people lie [1] [2] 
and what are some cues for deception [3]. Little has 
however been done so far on social media and identity 
deception detection. Social media is still new as it only 
started around 2006 with the evolution of the web as 
what was known as Web 2.0 [4].  
 
Current identity deception research, in social media, 
cover a variety of use cases. Below are some examples: 
x influencing outcomes, like political campaigns [5]  
x enhancing or damaging the image of a company’s 

brand [6] [7] 
x spam activity [8] 
x spreading fake news [9] [6] 
The above mentioned research mostly focus on fake 
accounts or bots which have been autogenerated for the 
indicated purpose [7]. The identity of these accounts is 
usually fabricated. Further research also proposed an 
algorithm for differentiating bot accounts from human 
accounts [10]. One of the indicators of bot accounts, 
for example, is that the timing of bot account tweets 
has very low entropy, i.e. is very predictable. 

 
Human accounts are however of particular interest for 
the research at hand. Minors requires protection from 
predators, like pedophiles [11]. Pedophiles will 
typically lie about who they are (their identity) to 
groom or approach a minor [12]. 
 
Current proposed methods and algorithms in identity 
deception have been found lacking for the following 
reasons: 
x not intelligently highlighting outliers for further 

manual intervention 
x not extendible to combine a variety of different 

types of variables to form a more successful 
indicator 

x not real time to be proactive towards detection and 
taking note of historical events to ensure a moving 
average result 

 
The closest research found to date to the research at 
hand had success in showing potential identity 
deception when combining the name of the user with 
the color of the background account image [13]. 
 
The research project has been divided into various 
processes discussed in more detail during previous 
research papers. The focus of this phase of the research  
was to understand the variables in the dataset at hand 
in more detail. Each variable was evaluated and some 
basic machine learning was applied to understand the 
variables’ relevance to one another. This specific 
process is highlighted in green in figure 1.   
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Figure 1: The project process diagram 
 
1.1 Main deliverables 
 
The main deliverables of the past six months were: 

x To clean, enrich and transform the data. 
x To understand the data through variable 

inspection. 
x To explore machine learning algorithms for 

enrichment and addition of more variables to 
the research at hand. 
 

2 Use of HPI Future SOC Lab resources 
 

To reiterate past feedback, the following resources 
were used for the research at the HPI Future SOC lab: 
 
x Twitter: The Twitter4j Java API was used to dump 

the data needed for the experiment in a big data 
repository.  

x Hortonworks Hadoop 2.4:  For the purposes of this 

experiment HDP Hadoop runs on an Ubuntu 
Linux virtual machine hosted in “The HPI Future 
SOC”- research lab in Potsdam, Germany. This 
machine contains 4TBs of storage, 8GB RAM, 4 x 
Intel Xeon CPU E5-2620 @2GHz and 2 cores per 
CPU. Hadoop is well known for handling 
heterogeneous data in a low-cost distributed 
environment, which is a requirement for the 
experiment at hand. 
 

Flume: Flume is used as one of the services 
offered in Hadoop to stream initial Twitter 
data into Hadoop and into SAP HANA.  

 
Ambari: For administration of the Hadoop 
instance and starting/stopping the services like 
Flume. 

  
Note that we have upgraded our Hadoop instance 
from version 2.3 to a stable version of 2.4. 

x Java: Java is used to enrich the Twitter stream 
with additional information required for the 
experiment at hand and automate the data 
gathering process. 

x SAP HANA: A SAP HANA instance is used 
which is hosted in “The HPI Future SOC”- 
research lab in Potsdam, Germany on a SUSE 
Linux operating system. The machine contains 
4TBs of storage, 2TB of RAM (1.4TB effective) 
and 32CPUs / 100 cores.  The in-memory high-
performance processing capabilities of SAP 
HANA enables almost instantaneous results for 
analytics.  
 

The XS Engine from SAP HANA is used to 
accept streamed Tweets and populate the 
appropriate database tables. 
 

x Machine learning APIs: Various tools are 
considered to perform classification, analysis and 
apply deep learning techniques on the data. These 
include the PAL library from SAP HANA, SciPy 
libraries in Python, Spark Mlib on Hadoop and the 
Hadoop Mahout service. For the research R and 
potentially Gephi to display graph data was the 
final choice. This decision was made due to 
support on these tools and libraries freely being 
available on the web community at a large scale. 

x Visualization of the results will be performed by 
the libraries in R. 

 
The following ancillary tools were used as part of the 
experiment: 
 

x For connection to the FSOC lab we used the 
OpenVPN GUI as suggested by the lab. 
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x For connecting and configuration of the Linux 
VM instance we used Putty and WinSCP 

x For connecting to the SAP HANA instance, 
we used SAP HANA Studio (Eclipse) 1.80.3 
 

3 Findings in the Spring 2016 semester 
 

The purpose of this phase of the research project was 
to clean and investigate the variables within the 
existing dataset. Basic cleanup was performed in R to 
remove any outliers. 
 
Figure 2 shows the analysis of data where outliers have 
not been removed. 
 

 
Figure 2: K-means clustering including outliers  
 
The scaling of variables was also important in certain 
scenarios. It was found that certain machine learning 
algorithms performed better when the numerical ranges 
were in the same scale. For specific machine learning 
algorithms, like self-organized maps (SOM), scaling is 
a requirement. 
 
Various machines learning algorithms where 
experimented with (all unsupervised): 
x K-means clustering 
x Hierarchical clustering 
x Model based clustering 
x Self-organized maps (SOM) 
x Principal component analysis  
 
These algorithms showed that the data could be 
categorized into the following main categories:  
x Textual data, like the content of the tweet 
x Numerical data, like the number of followers or 

retweets 
x Images, like the account profile image 
x GPS and time zone related data 
 
The results of the algorithms also showed that GPS and 

time zone data influenced the other categories. Figure 3 
shows example results highlighting that daily tweets 
patterns differ over time zones. 
 

 
 
Figure 3: Tweet time per time zone per day 
 
Based on these findings, GPS and time zone will not be 
regarded as a category of data going forward in our 
research but rather as an influencer or dimension of the 
others. Sentiment, for example, within the textual data 
category can differ per location and time zone. 
 
The SAP HANA instance, virtual machine and storage 
was provided by the HPI FSOC research lab and the 
following is worth mentioning: 
x There were no issues in connection. 
x The lab was always responsive and helpful in 

handling any queries . 
x The environment is very powerful and more than 

enough resources are available which makes the 
HPI FSOC research lab facilities ideal for the 
experiment at hand 
 

We did experience issues with the memory on the SAP 
HANA server. This was found to be due to a large 
dataset being loaded as a row stored table into 
memory. The believe is that when this is changed to a 
column stored table, the issue will be resolved as only 
requested partitions of the data will be loaded into 
memory. 
 
Overall we found that the environment and its power 
enabled the collection of a big dataset without issue. 
The support of the HPI FSOC research lab is 
appreciated. 
 
4 Next steps for 2016/2017 

 
The next steps in the project is to finalize the research 
project in the next semester. 
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The deliverables for this phase are: 
x to finalize the experiments or hypothesis for the 

use case at hand 
x to identify one indicator from each category of 

data as input to the identity deception indicator. 
x To produce an identity deception indicator based 

on the identified variables per location and time 
zone 

x To include tweet time and account open date as a 
factor for an average weight of the identity 
deception indicator 

x To weight the different indicators, locations and 
time zones for the purpose of producing a more 
focused identity deception indicator 

x To run the proposed model on real time data to 
identify outliers 
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Abstract

Elastic scaling allows cloud-based data management
systems to handle unpredictable load changes by dy-
namically adding or removing resources. Dynamic re-
source (de)allocation increases the system utilization
and reduces the operational cost. In this proposal we
perform a large-scale evaluation of costs and SLAs in
elastic data stream management systems. In our eval-
uation we focus on strategies, which decide where the
load is moved.

1 Introduction

Due to a constantly changing workload the utilization
of cloud-based systems constantly varies. The utiliza-
tion of a typical cloud-based system rarely exceeds
30% [11]. The major goal of all providers of cloud-
based systems is to maximize their utilization while
guaranteeing service level agreements (SLAs) for end
users. Maximizing the utilization can be achieved
by dynamically allocating and de-allocating resources
(hosts). However, the higher the utilization of a given
system the more difficult it is for such a system to ful-
fill user specified SLAs, such as latency and through-
put guarantees. This fundamental trade-off is the main
motivation driving the research behind the elastic scal-
ing of data management systems.
In our current research we focus on elastic scaling
of data stream management systems [7, 9] and pub-
lish/subscribe systems [4]. Our concepts have been
implemented within a prototype, which uses differ-
ent scaling as well as optimization techniques in order
to achieve the best trade-off between utilization and
user-specified SLAs. Our previous research focused
on identifying the right scaling policies and determine
which operators to move. We like to use the opportu-
nity offered by the HPI Future SOC Lab to study an
open problem in our system: the question on which
host to place the moved operators. We used simplistic
heuristics for this purpose so far [7, 9]. We started this
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Figure 1: Architecture of FUGU

activity in the HPI Future SOC Lab in Fall 2015, where
we worked on our setup and presented some early re-
sults.
In this report we describe the results, which we
achieved in context of the HPI Future SOC Lab Spring
2016. First, we describe the architecture of our proto-
type in more detail in Section 2. The operator place-
ment problem is introduced in Section 3 and some
evaluation results are presented in Section 4. Finally,
we describe some conclusions in Section 5.

2 Background

The concepts presented here are implemented as an
extension of the elastic data stream management pro-
totype FUGU [7, 8] (see Figure 1). The existing
system consists of a centralized management compo-
nent, which dynamically allocates a varying number
of hosts. The manager executes on top of a distributed
data stream management engine, which is based on the
Borealis semantic [1].
The data stream management system processes con-
tinuous queries, which can be modeled as directed
acyclic graphs of operators. Our system supports
primitive relational algebra operators (selection, pro-
jection, join, and aggregation) as well as additional
data stream processing specific operators (sequence,
source, and sink). Each operator can be executed on
an arbitrary host and a query can be partitioned over
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multiple hosts. The number of hosts is variable and
dynamically adapted by the management component
to changing resource requirements.
The centralized management component serves two
major purposes: (1) it derives scaling decisions, in-
cluding decisions on allocating new hosts or releasing
existing hosts, and assigns operators to hosts; and (2)
it coordinates the construction of the operator network
in the distributed data stream management engine.
The management component constantly receives
statistics from all running operators in the system.
Based on these measurements and a set of thresholds
and parameters, it decides when to scale and where
to move operators. Typically, these thresholds and
parameters are manually specified by the user. Our
system supports the movement of both stateful (join
and aggregation) and stateless operators (selection,
sink, and source). A state of the art movement proto-
col [7, 12] ensures an operator moves to the new host
without information loss.

2.1 Threshold-based Elastic Scaling

The scaling approach used by the FUGU server is il-
lustrated in Figure 2. A vector of node utilization mea-
surements (CPU, memory, and network consumption)
and a vector of operator utilizations are used as input
to the Scaling Algorithm. The Scaling Algorithm de-
rives decisions that mark a host as overloaded or the
system as underloaded. The Operator Selection algo-
rithm decides which operators to move and the Oper-
ator Placement algorithm determines where to move
these operators.
The default scaling strategy of FUGU is threshold-
based, namely, a set of threshold rules are used to de-
fine when the system needs to scale. These thresholds
mark either the entire system or an individual host as
over/underloaded. A threshold rule describes an ex-
ceptional condition for the consumption of one major
system resource (CPU, network, or memory), which
triggers a scaling decision in FUGU. Some examples
for these rules include:

1. A host is marked as overloaded if the CPU utiliza-
tion of the host is above 80% for three seconds.

2. A host is marked as underloaded if the CPU uti-
lization of the host is below 30% for five seconds.

The threshold-based rules need to be used care-
fully [6]. In particular, the frequent alternating al-
location and deallocation of virtual machines, called
thrashing, should be prevented. Several steps are taken
in FUGU to avoid thrashing. First of all, each thresh-
old needs to be exceeded for a certain number of con-
secutive measurements before a violation is reported.
This number is called the threshold duration. In ad-
dition, after a threshold violation is reported, no addi-
tional scaling actions are done for the corresponding
host for a certain time interval called a grace period
(or cool-down time).
The load in a data stream management system is par-
titioned among all operator instances running in the
system. Therefore, each scaling decision needs to be
translated into a set of moved operators. The first
problem is to identify which operators to move. This
identification is done by the Operator Selection algo-
rithm. If the system is marked as underloaded, it se-
lects all operators running on the least loaded hosts.
For an overloaded host, the Operator Selection algo-
rithm chooses a subset of operators to move in a way,
that the summed load remaining on the host is smaller
than the given threshold. FUGU models this decision
as a subset sum problem [10], where the operators on
the host are the possible items and the threshold rep-
resents the maximum sum. We use a heuristic, which
identifies the subset of all operator instances whose ac-
cumulated load is smaller than the threshold and no
other subset with a larger accumulated load fulfilling
this condition exists. All operators selected by this al-
gorithm are kept on the host; the remaining operators
are selected for movement.
The selected operators are the input of the Operator
Placement algorithm, which decides where the opera-
tors should be moved. An operator can only be moved
to a host, if the host has enough remaining CPU, net-
work and memory capacity. The used heuristics can
try to fulfill different objectives as discussed in the next
section.

3 Operator Placement

The primary task of the operator placement is to as-
sign operators to hosts in a way that the total number
of hosts is minimized. Bin packing algorithms [5] are
a well known solution to achieve this objective. A bin
packing algorithm searches for an assignment of a set
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of items to a set of bins. Each item has a weight and
each bin has a capacity. The goal of a bin packing al-
gorithm is to assign each item to exactly one bin in a
way that (1) the number of bins is minimized and (2)
the sum of the weights of all assigned items is smaller
than the capacity of the bin. In the context of FUGU,
an operator represents an item and its CPU usage its
weight. A host is modeled as a bin with its CPU re-
source as the capacity. In addition, we use network
and memory consumption as sub-constraints.
We implemented three well-known bin packing meth-
ods to study their performance for our problem:

FirstFit iterates over all available hosts based on the
host ID, starting with host 1. An operator is
placed on the first found host with enough capac-
ity.

BestFit always studies all available hosts before plac-
ing an operator. The operator is placed on the
host, which has enough capacity and the largest
utilization of all hosts with enough capacity. This
approach should minimize the unused capacity
on all used hosts.

WorstFit always studies all available hosts before
placing an operator. The operator is placed on the
host, which has enough capacity and the smallest
utilization of all hosts with enough capacity. This
approach tries to achieve a balanced load between
all used hosts.

These heuristics are well-studied and known for their
good performance in terms of minimizing the number
of used hosts. However, the problem for our elastic op-
erator placement is slightly different, because the op-
erator placement is executed not only once, but each
time an overload or underload is detected. Therefore,
the derived decision might be a good solution for the
current situation, but can result in some drawbacks for
later decisions. In our experiments, we observed, that
using the BestFit heuristic increases the probability of
overloaded hosts, because operators are always moved
to hosts with already high load. Similarly, the scale
in decision becomes very expensive for the WorstFit
heuristic as all hosts have comparable load. Therefore,
we introduced a novel heuristic, called Utilization-
based FirstFit, to overcome these problems.

3.1 Utilization-based FirstFit

The major idea behind our novel heuristic is to place
the load always on non-critical hosts. These hosts are
not closed to get overloaded and are also not likely to
be released with the next scale in decision. A charac-
teristic example of such a host is a host with a load
close to the medium between lower and upper uti-
lization thresholds. The heuristic sorts all hosts with
enough capacity based on how critical they are and

starts always with the non-critical hosts first. After-
wards, it places the moved operator on the first host of
the list.
We use two metrics to determine how critical a host
is: its current utilization and the utilization trend. The
utilization is categorized into five classes: very low
(below the lower utilization threshold), low, medium,
high, very high (above the upper utilization threshold).
The three classes low, medium, high are derived by
equally partitioning the interval between lower and up-
per threshold into three partitions. Based on the de-
scribed heuristic, the hosts are sorted using the fol-
lowing class ordering: Medium, Low, High, Very-
Low, VeryHigh. If two or more hosts belong to the
same class, we sort them based on the recent utiliza-
tion trend. The utilization trend describes the observed
slope of the utilization in the last ten measurements.
The slope is determined using linear regression. Hosts
with a negative slope (a decreasing utilization) are a
preferred target for moved operators.

4 Evaluation

We evaluated the different bin packing heuristics us-
ing the hardware provided by the HPI Future SOC lab.
Our tests were executed on 10 VM’s with 2 cores and 2
GB RAM each. In comparison to the previous Future
SOC period, we extended our evaluation from previ-
ously five to nine different workloads [7, 9] from the
financial, energy domain and Twitter data respectively.
All experiments where run with the same utilization
thresholds, an upper threshold of 0.8 and a lower
threshold of 0.3. Each experiment lasted for 60 min-
utes. We use two major metrics for our evaluation: the
monetary cost and the total number of moved opera-
tors. We use a pay per use model according to the
Amazon EC2 [2], which charges $0.135 per virtual
machine per hour. We scaled the reservation time and
the prices to a minimum usage time of one minute due
to the short experiment duration. The total number of
moved operators are used as an indicator for the ef-
fects described previously. A wrong placement deci-
sion may lead to many additional operator movements
in subsequent scaling decisions. For both metrics a
smaller value is preferred.
The achieved performance for different bin packing
heuristics is presented in Figure 3. The results show
for all workloads a varying difference in the number
of moved operators for different methods, e.g. for the
workload Twitter Week1 the method FirstFit moved up
to 120 operators, while WorstFit only moves 38 oper-
ators. Overall, our novel method UtilFirstFit moves in
average the smallest number of operators of all stud-
ied heuristics. Also the monetary cost varies based on
the used bin packing heuristic, however with a signif-
icantly smaller variation. Overall, the smallest mone-
tary cost is measured for the heuristic BestFit.
A major effort in this period was spent on fine-tuning
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Figure 3: Evaluation Results for Different BinPacking Methods

parameters and testing different configurations. The-
ses results can not present here in detail due to space
constraints. In addition, we started the evaluation of
alternative allocation strategies, especially the traffic-
aware algorithm of Aniello [3]. We finished the imple-
mentation and started the evaluation, but only achieved
some preliminary results.
We conclude, that the used allocation strategy influ-
ences both the achieved monetary cost and number of
moved operators. However, the influence of the bin
packing heuristic on both metrics is smaller than for
the used thresholds [8, 9] and operator selection strat-
egy [7]. The studied heuristics clearly show a trade-
off between these two metrics, where no single best
heuristic can be identified. We also saw certain poten-
tial to improve the results of well established heuristics
by a novel heuristic tailored to our problem.

5 Conclusion

Elastic scalability is an important property of modern
data management systems as it is the key to provide
a cost efficient execution. This requirement is espe-
cially important for data stream management systems,
where the workload varies significantly due to chang-
ing data stream rates. In context of the HPI Future SoC
Lab Spring 2016 we analyzed the elastic scaling data
stream management system, where we focused espe-
cially on operator placement algorithms. These algo-
rithms decide on which host to move an operator. We
studied different well-established heuristics and com-
pared them with a novel heuristic. We saw some po-
tential based on our evaluation results, but the studied
heuristics indicate a clear trade-off between the total
number of moved operators and the monetary cost.
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Abstract 

 
Automatically describing the content of an image is a 
fundamental problem in artificial intelligence that 
connects computer vision and natural language 
processing. In this experiment, I tried to implement a 
multimodal recurrent neural network for image 
caption generating and use it for image similarity 
measurements. In present, there are different 
approaches to generate descriptions for a given 
image. Some of them give great results but sometimes 
they are much complex and not flexible. The image 
capturing model that I have implemented is very 
flexible and simple. It uses a recurrent neural 
network to generate image captions and it has fully 
described in this document. I trained the model on 
Flickr8K dataset and it gave good performance. 
Then I tried to find semantic similarities of images 
using this image capturing model and got great 
results. Finally I present future works which can be 
done by this image capturing model. 

 
1   Introduction 
 
As humans we can summarize and describe most 
significant facts and their relationships of a complex 
scene in a few words without thinking twice. When 
we see an image or a scene first we can identify the 
objects and their properties in few milliseconds. Then 
we can identify relationship among these objects and 
develop descriptions about the full scene with a 
sentence. This amazing work is done by our brain 
and neuron system. However, how could we 
implement this complex model in a computer? In this 
experiment I have tried to implement this model 
using computer vision and natural language 
processing concepts. In this model we would be able 
to give an image as an input to the model and get 
well-structured sentence that describe the image 
content.  

Generating a description for an image is very 
challenging task, however it could be very useful for 
many fields in the future. It can give great impact on 
computer vision applications and tasks. As an 
example it would be give great help for visually 
impact people to better understanding the world 
around them. This task is significantly complex than 
the well-studied image classification or object 
recognition tasks. In this task the model has to 
generate description not only about objects in the 
image, but it also must describe their relationships for 
each other, their attributes and the activities they are 
involved in. Also to describe the image to the human 
it must involve with natural language processing 
concepts. Therefore there are many field are involved 
in this image caption generating model. 
Most of the computer vision and natural language 
processing experiments and new attempts have been 
done separately in the past. They were tried to give 
solutions for above sub problems. But concept of 
model with image to description came in last few 
years. Therefore, this image caption generation 
model has great value over other image classification 
and object detection models. In this model which I 
have done experiments take an image as an input to 
the system and give a sequence of words which 
describe the given image in given dictionary. In this 
experiment I tried to generate sentence with English 
words. 
The main model consists with two sub models which 
are Deep Convolutional Neural Network (CNN) and 
Multimodal Recurrent Neural Network (RNN) for 
sentence generation.  
In the last few years object detection and feature 
recognition was developed rapidly in machine 
learning field and as result of this CNNs are 
developed to produce a rich representation of the 
input image by embedding it to a fixed length vector. 
This vector represents many features of the image 
and it can use to so many computer vision tasks. In 
this model CNN is used to represent the image and 
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give the features of the image as the output. This 
feature vector can be used as an input to the 
multimodal recurrent neural network to generate 
image description. When we give the features of the 
image after encoding with CNN, to the RNN it 
decode the features to a well-organized sentence 
which describe the image. CNN part and RNN part 
are used to develop a join model for image caption 
generation. (See Figure 1) 
 
 
 
 
 
 

Figure 1: Image Caption Generating Model 
 
There are some models have been implemented for 
this tasks in past few years and I choose a flexible 
model that developed by Andrej Karpathy and Li 
Fei-Fei from University of Stanford [1]. In the paper 
Karpathy et al. [1] describe an image capturing 
model with a training data development model for 
increase performance of the image capturing model. 
For these experiments I tried only the image 
capturing model.   
After implementing the image capturing model it can 
use for many different applications in real world 
problems and tasks. As an example I have tried to 
measure semantic similarities of two images using 
this model and It gave great results rather than other 
methods used in nowadays for image comparing.  
 
2   Model 
 
As shown in Figure 1 the image caption generating 
model has two main parts. Using both of them we 
can generate the description for an image. First part 
is the CNN model which encodes the given image to 
a feature vector. Then the output of the CNN model 
is given to the RNN model as an input. Then the 
RNN model gives a sequence of word that describes 
the image. To get accurate results we have to 
optimize these two models.  
 
2.1  Convolutional neural network for feature 

detection of image 
 
I have done the experiment following Karpathy et al. 
[1] and in their paper they have not describe about 
the CNN model that they used for image feature 
detection in their sentence generating model. 

Therefore I tried to get the features of images using a 
VGG Net model that is one of improved versions of 
the models used by the VGG team in the ILSVRC-
2014 competition. These models are developed by 
following Karen Simonyan et al. [3] paper about very 
deep convolution networks.  
For the experiments I have done, I used 16 layer and 
19 layer CNN versions. However these two models 
gave very similar results for test tasks but the 16 
layer version of CNN is fast than 19 layer CNN 
version. Therefore I used 16 layer CNN version for 
further experiments.  
Let’s consider all configurations of convolution 
neural networks which are described in Karen 
Simonyan et al. [3] paper. (Table 1) 
In the training and testing, the input to this 
convolution neural network is a fixed size 224 x 224 
RGB image. The only preprocessing done in the 
model is subtracting the mean RGB value, computed 
on the training set, from each pixel. If we use random 
image as an input to the model we have to resize 
image to 224x224 size and subtract the mean RGB 
value from each pixel. After preprocessing the image 
it is passed through a stack of convolutional layers, 
which has filters with a very small receptive field: 
3x3 (which is the smallest size to capture the notion 
of left/right, up/down, center). In one of the 
configurations they also utilize 1 × 1 convolution 
filters, which can be seen as a linear transformation 
of the input channels (followed by non-linearity). 
The convolution stride is fixed to 1 pixel; the spatial 
padding of convolution layer input is such that the 
spatial resolution is preserved after convolution, i.e. 
the padding is 1 pixel for 3 × 3 conv. layers. Spatial 
pooling is carried out by five max-pooling layers, 
which follow some of the conv. layers (not all the 
conv. layers are followed by max-pooling). Max-
pooling is performed over a 2 × 2 pixel window, with 
stride 2. [3] 
A stack of convolutional layers (which has a different 
depth in different architectures) is followed by three 
Fully-Connected (FC) layers: the first two have 4096 
channels each, the third performs 1000-way ILSVRC 
classification and thus contains 1000 channels (one 
for each class). The final layer is the soft-max layer. 
The configuration of the fully connected layers is the 
same in all networks. However for this image 
capturing model we do not want image classification 
and we only want features of the image which we can 
give to the RNN model as an input. The multimodal 
recurrent neural network which developed by 
following Karpathy et al. [1] is implanted to get 
image feature input as a 4096 dimension vector 
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which gives layer before last Fully-connected layer in 
VGG Net. Therefore I have change the VGG Net 
implementation of Karen Simonyan et al. [3] to get 
output as 4096 dimension feature vector. In my 
implementation of VGG Net I have neglect last fully 
connected layer and soft-max layer and got the 
output from above layer of last fully connected layer. 
All hidden layers are equipped with the rectification 
(ReLU (Krizhevsky et al., 2012 [2])) non-linearity. 
After implementing this Convolution neural network 
we have to train it over a large amount of images. 
However I used a pre-trained model that trained on 
ILSVRC-2012 dataset.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Table 1: ConvNet configurations of CNNs [3] 
 
In these experiments, I used configuration D (in 
Table 1) pre-trained convolutional neural network for 
image feature detection with neglecting last two 
layers of the configuration. Therefore I got output as 
a 4096 dimension feature vector. This feature vector 
can give to the RNN model as an input to generate 
sentence that describe the image. 
 
2.2  Multimodal recurrent neural network for 

generating descriptions 
 
In this section describes the multimodal neural 
network developed by Karpathy et al. [1] for 
sentence generating for a given image input. The key 
challenge is the design of a model that can predict a 
variable-sized sequence of words for a given image. 
In previously developed language models based on 
Recurrent Neural Networks (RNNs) [9, 10, 11], this 
is achieved by defining a probability distribution of 
the next word in a sequence given the current word 

and context from previous time steps. In the paper 
they introduced  a simple but effective extension that 
additionally conditions the generative process on the 
content of an input image. More formally, during 
training the Multimodal RNN takes the image pixels 
I and a sequence of input vectors (x1,…, xT). It then 
computes a sequence of hidden states (h1,…, hT) and 
a sequence of outputs (y1,…, yT) by iterating the 
following recurrence relation for t = 1 to T. [1] 
 
    [ ( )]

Cv hib W CNN IT  

    1( ( 1) )t hx t hh t h vh f W x W h b t b� � � � ,   

    max( )t oh t oy soft W h b �  
In the equations above, Whi, Whx, Whh, Woh, xi and bh, 
bo are learnable parameters, and ( )

C
CNN IT

 is the last 

layer of a CNN model. xi is a representation of each 
word in vocabulary and it can be create using word 
embedding method. The output vector yt holds the 
(unnormalized) log probabilities of words in the 
dictionary and one additional dimension for a special 
END token. Note that we provide the image context 
vector bv to the RNN only at the first iteration, which 
Karpathy et al.[1] found to work better than at each 
time step. They also found that it can help to also 
pass both bv , (Whx xt ) through the activation function. 
A typical size of the hidden layer of the RNN is 512 
neurons. (Refer to Figure 2) 
 
 
 
 
 
 
 
 
 

Figure 2: Recurrent neural network 
 
After implementing the above model we can train the 
model using input data set with images and 
corresponding image describing sentences. All the 
training process is descried in Kaparthy et al. [1]. 
The RNN is trained to combine a word (xt), the 
previous context (ht-1) to predict the next word (yt). 
In training method, they condition the RNN’s 
predictions on the image information (bv) via bias 
interactions on the first step. The training proceeds as 

follows (refer to Figure 2): First, set ho = 0 , x1 to a 
special START vector, and the desired label y1 as the 
first word in the sequence. Analogously, set x2 to the 
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word vector of the first word and expect the network 
to predict the second word, etc. Finally, on the last 
step when xT represents the last word, the target label 
is set to a special END token. The cost function is to 
maximize the log probability assigned to the target 
labels (i.e. Softmax classifier). Using cost function 
and train the model with cost minimization we can 
reduce the error of the prediction over the time. 
When we train the model parameters get update and 
they train to give accurate result. To get more 
accurate results we have to train the model on larger 
datasets. 
In the test time we can input an image feature vector 
to the trained RNN model and generate sentence for 
corresponding image. To predict the sentence, first 
we have to create image representation bv, set ho=0, 
x1 to the START vector and compute the distribution 
over the first word y1. Then we can sample a word 
from the distribution (or pick the argmax), set its 
embedding vector as x2, and repeat this process until 
the END token is generated. After generating the 
END token we can get the well-structured sentence 
as a output from the RNN model.  
 
3  Experiments 
 
3.1  Datasets 
 
In this experiments I have used Flickr8K [7] and 
Flickr30K [8] datasets. These datasets contain 8,000 
and 31,000 images respectively and each is annotated 
with 5 sentences using Amazon Mechanical Turk [1]. 
For Flickr8K I used 5,000 images for training the 
model and rest are for testing the model after 
training.  
 
3.2  Implementation  
 
There are two main models in this image caption 
generator and I have implemented them separately. 
Firstly I got a pre-trained model of convolutional 
neural network. It was implemented on MatConvNet 
which is a toolbox in Matlab for implement neural 
networks. The VGG Net is a 16 layer very deep 
convolutional neural network and I change the initial 
implementation to get the 4096 dimensional vector as 
the output. I have change the code to neglect the last 
layer of the fully-connected layers and softmax layer 
of the CNN model. Then I modify code for 
preprocessing and now CNN model can get an image 
which has any resolution as an input.  

RNN model has implanted by Kaparthy et al. [1] and 
I got it for my experiments and make suitable 
changes to implement this image caption generator. 
In their model they have implement it using python 
language with help of scipy and numpy libraries. In 
this model they have present model training code and 
image caption prediction code. Firstly I have 
implement the training model and run it on the SOC 
lab’s tesla server. I have trained the RNN model 
using Flickr8K dataset and it has to run about two 
days for get more accurate results. Therefore I had to 
use much faster server and I have used the SOC lab’s 
tesla server for train the RNN model over two days. 
During the process of the training the model I 
collected some trained models over the time. Then I 
did tests with each of the trained model and 
compared their accuracy. All the results are discussed 
in next section.  
After training the model over datasets, I tried to test 
their accuracy using some test images from the 
datasets and they gave good results for trained model 
using Flickr8k dataset. To test the image we only 
have to input image’s feature vector that output from 
CNN model and get the generate sentence for the 
image. Example sentences generated by multimodal 
recurrent network for some test images are shown 
below in Figure 3. (Other example images with 
categorization for accuracy are in Appendix A). As 
shown in the Figure 3 some of the captions have 
described the image accurately and some of them are 
got wrong description for given image. However 
most of the generated descriptions are correct and we 
can improve the accuracy by training the model with 
large amount of training data.  
 
3.3  Results and Evaluation  
 
In this section consider about get result for large 
amount of test images and measuring the accuracy of 
the trained model for further optimizations.  
After training the model using Flickr8K dataset I did 
experiments with this trained model. During the 
training process I have saved checkpoint of the 
training model and then I tried to test each training 
model checkpoints for get the accuracy of the model.  
I test each trained model with Flickr8K test image set 
which has 1000 test images for testing. I gave all of 
1000 image to the model and then got image 
annotations for each image. Then each generated 
image description is compared with set of five 
reference sentence written by humans to calculate 
BLEU [6] score for each trained model. 
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Figure 3: Image caption for example images 

All the trained model checkpoints and their BLEU 
scores are shown in the Table 2. (B-n is BLEU score 
that uses up to n-grams. High is good in all columns). 
Each trained model checkpoints are saved in each 
time period cross validations are done. When the 
checkpoint number increase that says it has trained 
much more number of iterations or number of 
training images. That’s mean when we go down 
through the table the time and number of iterations 
the model has trained is increase. Therefore, as we 
can see the BLEU score of the each checkpoint is 
getting increase when we go down the table. That 
means if we can give more time and number of 
iterations to train the model we would get more 
accurate results from the RNN model. Therefore in 
future I would like to train this model using MS 
COCO dataset (with 123,000 images) to improve the 
model accuracy and performance. 
 

 
Table 2: BLEU score evaluation for image 

capturing 
 
3.4  Semantic similarity analysis of images 
 
After training and testing the model I have done 
some experiments using image caption generator. As 
an application of the model I tried to analyze the 
semantic similarities of two images using this model. 
In present there are so many methods are used for 
analyze the image semantic similarity of two images. 
However some of them are very restricted and has 
low accuracy. Because analyze the semantic 
similarities of two image is very difficult and 
accuracy of the results are very low. However, there 
are much promising methods to analyze the sentence 
semantic similarities. Therefore as an answer to the 
image semantic similarity analysis I tried to use this 
model. 
First, I tried to do some experiments with existing 
image similarity analyzing method. Most of them use 
error calculating for each pixel by pixel and give an 
error value for each two image. If the error value has 

165



zero value then the two images are same. When the 
error value gets increase that represents each image 
has not similarities for each other.   
I tried to analyze image similarities with pixel by 
pixel method with Manhattan norm and Zero norm 
and generate error vale for each two images [4][5]. If 
the error values are getting low it means two images 
are have similarities and vice versa. Results for some 
examples are shown in Appendix B.  
Then I tried to analyze image semantic similarities of 
two images using image capturing model that I 
implemented. As first step of the process I generated 
two descriptions for each image and then I compared 
each generated image captions and compute BLEU 
score for these two sentences. If the two sentences 
have semantic similarities the BLEU score gets high 
value.  
Compute a semantic similarity of image images using 
pixel values of images is very difficult and inflexible 
method. However to analyze semantic similarities of 
sentences is much easier than images. Therefore 
firstly generate image captions and then compare the 
generate sentences is much promising method for 
image similarity analysis. This can understand using 
results which I got in experiments. All the results are 
shown in Appendix B for comparison the methods.  
 
4  Future Work 
 
Although implemented and tested model’s results are 
encouraging, it’s accuracy measurement is much 
lower than the model that developed by the 
university of Stanford for image caption generating. 
Because, I trained my RNN model using only 
Flickr8K image dataset that has only 8,000 images. 
Therefore generated sentence are not more similar to 
the human description for images. To improve the 
accuracy and the performance of the image capturing 
model we have to train it on larger dataset like 
Flickr30K or MS COCO dataset. I would like to train 
the image capturing model using this larger datasets 
and get more accurate results for image descriptions. 
Also if the model can generate more accurate results 
it will significantly improve image semantic 
similarity analysis model’s performance.   
 
5  Conclusion 
 
After identifying, automatic image description 
generating is a modern world technology trend then I 
tried to implement one of good performed image 
caption generator following Karpathy et al. [1]. I was 

able to implement the main part of image capturing 
generator CNN model and RNN model using Matlab 
and python. Then I trained the model using Flickr8K 
dataset and measure accuracy after testing on 
Flickr8K testing dataset. After identifying a good 
performing trained model I tried to implement image 
semantic similarity analyzing model using image 
capturing model and got great results. In the future I 
would like to improve this model and use to for more 
real world applications.  
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7  Appendixes 
 
7.1 Appendix A 
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7.2 Appendix B 
 
In below results, pixel by pixel comparison is shown in first and then BLEU scores for generated two sentences 
are shown. Generated descriptions for images are shown below each image. As we can see sentence comparing 
using image capture generator method gives accurate results rather than pixel by pixel method.   
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Abstract

As a part of our efforts in the Scalable and Se-
cure Infrastructures for Cloud Operations (SSICLOPS)
project, our work during the Spring 2016 period was
focused on participating in the joined endeavors of
building an interconnected federation of OpenStack-
based private cloud installations. Providing the foun-
dation for further experiments in the upcoming Fall
2016 period, this report aims at providing a concep-
tual documentation of the status quo.

1 Introduction

The co-operation among project partners of the Scal-
able and Secure Infrastructures for Cloud Opera-
tions1 (SSICLOPS) project has enabled us to intercon-
nect six OpenStack-based private cloud testbeds lo-
cated in four different locations (see Figure 1), namely
Aalto University (Espoo, Finnland), Helsinki Insti-
tute of Physics / CERN (Geneva, Switzerland), NEC
Laboratories Europe (Heidelberg, Germany) and the
Hasso Plattner Institute for Software Systems Engi-
neering (Potsdam, Germany). With our contribution
to the testbed, we are following up on our preceding
OpenStack-based projects [3], that aimed at setting up
fully virtualized testbeds. The federated testbed was
rolled out in order to evaluate developments on inter-
cloud transport as well as for testing use-case-specific
applications in real-life distributed environments. Fur-
ther motivations for interconnecting multiple Open-
Stack installations include enabling resource sharing
and resilience, as well as reducing latency between
datacenter and clients.

2 Current status

At the beginning of the project, two methods were
available for interconnecting multiple OpenStack in-
stallations: Running independent systems using pub-
lic IPs, or using VPN tunnels via the VPNaaS facility

1
https://www.ssiclops.eu

Figure 1: Our federated OpenStack testbed is com-
prised of independent instances spread across four
different geographical locations: Espoo (Finnland),
Geneva (Switzerland), Heidelberg (Germany) and
Potsdam (Germany).

of OpenStack. The first method usually is not feasi-
ble from an administrative point of view, either due to
security concerns or the sheer lack of public IPs. Us-
ing VPNaaS however, the interconnection is limited to
layer 3 connectivity, which inhibits certain use cases,
such as using discovery or auto-config mechanisms,
which usually rely on multicasts or broadcasts. Fur-
thermore, layer 3 connectivity strongly restricts VM
migration between different OpenStack installations.
To address these shortcomings, Maël Kimmerlin from
the project partner Aalto University implemented an
interconnection agent that facilitates layer 2 connectiv-
ity. The interconnection agent also relies on VPN tun-
nels but allows each OpenStack installation to stretch
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Figure 2: All OpenStack installations are fully in-
terconnected using both the custom layer 2 inter-
connection agent and VPNaaS for facilitating layer
3 connectivity.

its layer 2 domains across multiple sites. In a stretched
network that has been extended to another OpenStack
installation, a single broadcast domain is available
and the same IP range can be used on all ends. At
least from a network-wise point-of-view, VM migra-
tion across OpenStack instances should be much easier
to implement, even though this has neither been tested
nor implemented, yet. Another advantage of the inter-
connection agent is, that it can take advantage of mul-
tiple links between installations to facilitate improved
resilience.
We currently operate a federated testbed that is
comprised of six OpenStack-based private cloud
testbeds operated at Aalto University (Espoo, Finn-
land), Helsinki Institute of Physics / CERN (Geneva,
Switzerland), NEC Laboratories Europe (Heidelberg,
Germany) and the Hasso Plattner Institute for Soft-
ware Systems Engineering (Potsdam, Germany). As
depicted in Figure 2, all installations are intercon-
nected via a fully interconnected mesh. In order to
quantify the advantages of using the custom layer 2
interconnection agent, we operate an equivalent layer
3 setup using VPNaaS.

3 Outlook

Our goal for the upcoming Fall 2016 period of the Fu-
ture SOC Lab is to evaluate an initial proof of con-
cept prototype that implements certain policy language
concepts discussed in [1] and [2]. For that purpose, we
employ the use case scenario illustrated in Figure 3.
The scenario includes numerous users, where each
user requests an instance of the Hyrise-R [5] in-
memory database in a Platform as a Service (PaaS)
like manner. However, users impose certain require-
ments regarding attributes ranging from the coarse-
grained properties such as data center location to fine-
grained requirements like database configuration pa-
rameters. The policy decision point (PDP) acts as the

Figure 3: Use case scenario: Users request in-
stances of the Hyrise-R in-memory database and
annotate their requests with certain policy de-
mands. The policy decision point (PDP) acts as the
initial entry point and routes requests through a se-
ries of policy enforcement points (PEP) to process
the requests accordingly.

main entry point for users requests. With the policy
language CPPL [4] developed by our project partners
from RWTH Aachen at hands, users can impose re-
quirements on service providers by annotating their re-
quests accordingly.
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Abstract 

Based on our integrated traceroute data from global-
scale mapping projects to generate comprehensive 
Internet maps at different abstraction levels, we (a) 
conducted the main graph analyses with respect to 
identifying important nodes.  

In an evolution of the project, we (b) started to assess 
several malware strategies that could affect border 
routers. Their impact will be studied by further simu-
lations on Internet graphs. 

1 Introduction 

This project [1] aims at developing methods for cre-
ating and analyzing a large integrated set of Internet 
graphs at the IP-interface level as the basis for subse-
quent examinations. Our analyses include the search 
for bottlenecks and weak points in the entire Internet 
topology as well as in the topological connectivity of 
individual firms and services. 
As our project evolved, a novel line of research stud-
ies the impact of malware that affects important bor-
der routers, and investigates their impact on Internet 
robustness via graph-based simulations. 

2 Research Approach 

This project aims at advancing the understanding 
of the Internet topology by integrating empirical data 
into a multi-leveled graph model. The main emphasis 
of our research project is placed on both generating 
and analyzing a combined global-scale Internet graph 
at different topological abstraction levels (i.e., IP-
interface, Point-of-Presence PoP, Autonomous Sys-
tems AS). In this project period, in project line (a) 
emphasis was placed on the analysis of the generated 
graphs.  

Furthermore, a second line of graph-based re-
search emerged: (b) We simulated the systematic 

destructive capability of Internet worms that would 
affect border routers, and began to study their effects.  

3 Related Publications 

The Institute of Information Systems at Humboldt 
University Berlin has been conducting research based 
on graph analysis for several years [1-10].  
In particular, robustness analyses and vulnerability 
assessments of the Internet at the AS-level have been 
conducted. Large-scale graph analysis has also been 
applied on the Bitcoin transaction network [3,4] and 
Twitter use in the political sphere [10].  
Further publications based on the current project are 
under development [11-14]. We list some of them as 
white papers but note that some of them are not final-
ized while others are currently under review. 
Aspects of our research have also been covered in a 
major German newspaper, “Der Tagesspiegel” [15]. 

4 Project Plan 

Our project requires powerful computation capa-
bilities based on the large-scale memory and multi-
core architecture of the HP Converged Cloud and the 
newly implemented SAP HANA Graph Engine. The 
project is structured in several phases.  

The first phase of the project consisted of data ac-
quisition and pre-processing. The second phase was 
concerned with extracting the graph at different 
granularities from the cleansed and combined raw 
data. The third phase deals with the actual graph 
analysis of the extracted datasets, which is computa-
tionally expensive on such a massive scale. A fourth 
phase, related to the new project line (b), will study 
the destructive capabilities of malware spreads via 
outage simulations. 

With the help of the computational power of HPI 
Future SOC Lab, we are better equipped be able to 
examine centrality measures, clustering coefficients, 
shortest paths, and connected components. The fourth 
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phase consisted (a) of attack and failure simulations 
of parts of the graphs constructed in phases 1-3. 

The novel project line (b) is also carried out on the 
resources provided by the HPI Future SOC Lab [16]. 

5 Project Status and Results 

5.1 Project Line (a): Quantitative Analyses 
of the Global Internet Graphs 

The advances in this project line are currently under 
review. Our project advances the understanding of 
the Internet’s structure by pursuing the novel ap-
proach of combining data from different large-scale 
measurement campaigns into a set of integrated In-
ternet graphs at different abstraction levels. Important 
statistics and graph measures are calculated based on 
this novel data set, which we will publish to support 
future research on the Internet topology. 

5.2 Project Line (b): Malware Simulations 

The project plan in this line of research is described 
as follows. A vulnerability assessment of the Inter-
net’s core components would help to identify critical 
areas and to build more resilient structures.  
The border routers, interconnecting the autonomous 
systems, constitute a possible bottleneck of the Inter-
net. This work attempts to quantify the impact of 
attacking these border routers on the autonomous 
system level connectivity. For this purpose, various 
worms are simulated. These worms are able to infil-
trate the router operating systems of leading suppli-
ers, such as Cisco and Juniper. In order to identify 
these router operating systems, a TTL-based finger-
printing method is conducted.  
The results for the different attack scenarios will be 
compared and investigated.  

5.3 Use of Hardware Resources 

The hardware provided by the HPI Future SOC 
Lab so far included three HP Converged Cloud 
Blades with 24 x 64-bit CPUs running at a frequency 
of 1.2 GHz on Ubuntu 14.04. Each of the three ma-
chines had 64 GiB memory and was equipped with 1 
TiB HDD. This configuration offers an extensive 
parallelization of tasks.  

The calculated results would not have been possi-
ble without the support of the HPI. For the intense 
calculations of the vulnerability analyses, the use of 
HPI Future SOC Lab resources [16] is crucial. We 
are very grateful for the continuing support. 

6 Conclusion 

The phases 1-4 of the project line (a), data integra-
tion graph extraction, initial and main graph analysis, 
have reached important milestones. In future work, 

we aim to conduct further vulnerability analyses in 
both research lines (a) and (b). 
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Abstract

We continue our ongoing project examining non-
uniform random distributions of propositional satisfi-
ability formulas. In this phase of the project, we com-
pare the results of different SAT solvers near the phase
transition of scale-free propositional satisfiability in-
stances.

1 Introduction

Propositional satisfiability (SAT) is one of the most
fundamental problems in computer science. Many
practical questions from different domains can be en-
coded as propositional formula and solved by deter-
mining the satisfiability of the resulting formula. A
propositional formula is constructed from a set V of n
Boolean variables by forming a conjunction

F = C1 ^ C2 ^ · · · ^ Cm

of m disjunctive clauses where

Ci = (`1 _ `2 _ · · · _ `ki).

where `j 2 {v,¬v} for some v 2 V . Here ¬v de-
notes the logical negation of v. The goal of the deci-
sion problem is to decide if there is an assignment to
all variables of V so that F evaluates to true. SAT is
a central problem in theoretical computer science, but
it is also an important practical problem since many
difficult combinatorial problems reduce to it.

SAT instances and distributions. A distribution of
SAT instances is typically parameterized by n and m
and is described by a categorical distribution over all
formulas over n variables and m clauses. The most
heavily studied distribution of SAT instances is the
uniform distribution. The uniform distribution is the
distribution Un,m of all well-formed CNF formulas on

n variables and m clauses where each formula has the
same probability of being selected.
Most theoretical work on SAT instances has focused
almost exclusively on this uniform distribution Un,m.
Uniform random formulas are easy to construct, and
have shown to be accessible to probabilistic analysis
due to their statistical uniformity. Indeed, a long line
of successful research has relied on the uniform distri-
bution, and from it, several sophisticated rigorous and
non-rigorous techniques have developed for analyzing
random structures in general.
Nevertheless, a focus on uniform random instances
comes with a risk of driving SAT research in the wrong
direction [10] because such instances do not possess
the same structural properties as ones encountered in
practice. It is well-known that solvers that have been
tuned to perform well on one class of instances do not
necessarily perform well on another [4], and studying
the algorithmics of solvers on uniform random formu-
las can lead research astray.
The empirical SAT community has expanded their
view to study industrial instances. Industrial in-
stances arise from problems in practice, such as hard-
ware and software verification, automated planning
and scheduling, and circuit design. Empirically, indus-
trial instances appear to have strongly different proper-
ties than formulas generated uniformly at random, and
as might be expected, SAT solvers behave very differ-
ently when applied to them [7, 11].
Furthermore, a number of non-uniform random distri-
butions have been recently proposed. These models
include regular random [5], geometric [6] and scale-
free [1, 2]. The scale-free model is especially promis-
ing because the degree distribution (distribution of
variable occurrence) of instances follows a power-law
and this phenomenon has been observed on real-world
industrial instances.

Project aim. The goal of this phase of the project
was to utilize the parallel computing power of the 1000
node cluster of the Future SOC Lab to (1) generate a
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Figure 1: Comparison of threshold bounds proposed
by four different solvers for formulas of clause length
k = 3. As a function of �: the upper bound on density
for the unsatisfiable phase is drawn in red; lower bound
on density for satisfiable phase drawn in green.

massive set of large random non-uniform (scale-free)
formulas and check their satisfiability & hardness and
(2) compare a number of SAT solvers in their ability
to determine bounds on the satisfiability threshold.

2 Comparing SAT solvers

We compared the performance of four state-of-the-art
SAT solvers.

1. MapleCOMSPS [12]: a CDCL solver based on
MiniSAT [8] that implements machine learning
in its branching heuristics. Both MapleCOMSPS
and MiniSAT have performed well on industrial
benchmarks.

2. march hi [9]: a DPLL-based solver employ-
ing look-ahead heuristics to select branching vari-
ables.

3. WalkSAT [13]: a simple stochastic local search
(SLS) solver that is based on a conflict-directed
random walk.

4. probSAT [3]: a simple probabilistic SLS solver
that computes a distribution over variables to flip
based on make and break counts.

We used GNU Parallel [14] to distribute a large num-
ber of jobs over the cluster. Each job was responsi-
ble for generating a set of random scale-free formu-
las, and then attempting to solve each with each of
the solvers listed above within a predetermined time
limit. In an interest to eliminate statistical fluctuations
that sometimes arise at small problem sizes, we set n
very large, specifically n = 106. For each power-law
exponent � = 1.5, 1.6, . . . , 3.5 and each m such that
m/n = 1/10, . . . , 10 we generated 50 scale-free for-
mulas in the above manner, and ran each solver with
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Figure 2: Comparison of threshold bounds proposed
by four different solvers for formulas of clause length
k = 4. As a function of �: the upper bound on density
for the unsatisfiable phase is drawn in red; lower bound
on density for satisfiable phase drawn in green.

a timeout of 15 minutes (900 seconds). If the satis-
fiability of the formula could not be determined by
the solver within this time, the formula is marked as
“hard”, and its satisfiability state is unknown.
We report the results for formulas of clause length
k = 3 and k = 4 in Figures 1 and 2 respectively.
The lines in these plots can be interpreted as follows.
At each � value, the highest (resp., lowest) density at
which the majority of formulas are successfully de-
termined to be unsatisfiable (resp., satisfiable) yields
a proposed upper bound (resp., lower bound) on the
threshold at that �. The upper bounds (at the un-
sat region) are drawn in red and the lower bounds
(at the sat region) are drawn in green. Note that the
SLS solvers are incomplete, and thus can only propose
lower bounds on the threshold.

3 Runtime scaling

We are also interested in how different solvers scale at
and below the critical point. To analyze this, we gener-
ated many formulas in parallel on the cluster at a fixed
density and power law exponent, adjusting n from 103

to 104 in steps of 100. Fixing k = 3, for each value
of n, we generate 50 formulas each and run the two
complete solvers (MapleCOMSPS and march hi).
Again we utilize the parallelism of the 1000 node clus-
ter to distribute these jobs.
In Figure 3 we observe in a semi-log plot the scaling of
mean solver time as a function of n at the critical point
� = 2.6, m/n = 2.28 in the k = 3 model (lower left
of the “hard” region in Figure 1). At this point (for
n  104), roughly half of the formulas are unsatisfi-
able. The figure shows the solver times scaling expo-
nentially with similar bases. Reducing the power-law
exponent only slightly to � = 2.4 results in signifi-
cantly more efficient scaling for both solvers.
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Figure 3: Scaling behavior of MapleCOMSPS and
march hi at fixed density m/n = 2.28 and k = 3 at
critical point (� = 2.6) and below critical point (� =
2.4). Both solvers scale exponentially at the critical
point. Slightly below the critical point, both solvers
scale more efficiently with problem size.

4 Conclusions

We were able to compare the behavior of a number of
different SAT solvers along the phase transition of the
power law distribution by executing a massive number
of solvers in parallel across the FSOC cluster. We were
able to see remarkably similar behavior across two
very different styles of backtracking solver in the un-
satisfiable phase. We were also surprised that a simple
SLS algorithm performs best in the satisfiable phase
for k = 3.
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Abstract

In this paper we report the experiments that we ran in
the area of cognate production and semantic related-
ness, continuing our previous work, and also in other
related NLP research problems, using the Future SOC
Lab resources. We provide an overview of our project
idea, we describe and analyze the results of our exper-
iments, and we discuss possible directions for future
work in this area.

1 Introduction

With the growth of linguistic textual data and require-
ments, natural language processing (NLP) has become
more and more resource intensive. In this project we
continued our previous work on cognate production
and semantic relatedness and we tackled new research
problems related to word and language similarity with
a focus on the computational resources from HPI Fu-
ture SOC Lab at our disposal. Our project is divided in
two main areas related to word form research, (1) the
first area is multilingual and investigates the possibility
to extrapolate word belonging to different languages
and (2) is focused on the semantic level, to measure the
relatedness between words using experimental distri-
butional representations extracted from large corpora.

2 Cognate Production

Cognates are words in different languages having the
same etymology and a common ancestor. Given a
source language L1, a target language L2 and a word
w in L1, cognate production represents the task of de-
termining the cognate pair of word w in L2. In our
work, we make use of word pairs and train models at
the character level to learn phonologic changes that oc-
cur across languages. When working with sequences

of characters, it is essential to have powerful computa-
tional resources that can handle large dimensional data
in order to compile the required models.

2.1 Data

We ran our experiments on two datasets on which
previous cognate production results have been re-
ported [2]. Therefore, we were able to evaluate our
method in comparison with recent results in this field.
We used an English - Spanish (EN - ES) dataset com-
prising 3,403 cognate pairs and an English - German
(EN - DE) dataset comprising 1,002 cognate pairs.

2.2 Our Previous Work

Our first approach to cognate production [6] was
based on sequence labeling. Starting from the hypoth-
esis that orthographic changes depend on the context
in which they occur, we developed a sequential
model system that determines the orthographic form
of given words’ cognate pairs. Sequence labeling
represents the task of assigning a sequence of labels
to a sequence of tokens. In our case, the characters of
the input word represented the tokens. Our purpose
was to obtain, for each input word in the source
language, a sequence of labels that concatenated form
the input word’s cognate pair in the target language.
To this end, we employed conditional random fields
– CRFs [17] and we ran our experiments using the
implementation provided by the Mallet toolkit for
machine learning [15].

Alignment. From the alignment of the cognate pairs
in the training set we learned orthographic cues and
patterns for the changes in spelling, and we inferred
the orthographic form of the cognate pairs of the input
words from the test set. To align pairs of words we
employed the Needleman-Wunsch global alignment
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algorithm [16], using a very simple substitution
matrix, giving equal scores to all substitutions and
disregarding diacritics.

Reranking. The sequential system produced an n-best
list of cognates for each input word. We investigated
whether the performance of the sequential model can
be improved without using additional resources (e.g.,
a lexicon or a corpus in the target language). We
employed a maximum entropy classifier to rerank
the n-best output lists provided by the sequential
model, using n-grams of characters and word length
as features.

Task Setup. We split the data in three subsets for
training, development and testing with a ratio of 3:1:1.
As features we used n-grams of characters from the
input word around the current token, in a window
of size w, where n 2 {1, ..., w}. For parameter
tuning, we performed a grid search for the number of
iterations in {1, 5, 10, 25, 50, 100}, for the size of the
window w in {1, 2, 3} and for the order of the CRF
in {1, 2}. We trained the classifier on the training set
and evaluated its performance on the development set.
For each dataset, we chose the model that obtained
the highest instance (word-level) accuracy on the
development set and used it to infer cognate pairs for
the words in the test set.

Evaluation Measures. To evaluate our system and to
compare our results with previous results published on
cognate production, we use two evaluation measures:

• Coverage (COV): the percentage of input words
for which the n-best output list contains the cor-
rect cognate pair. We use n = 5.

• Mean reciprocal rank: MRR(wi) = 1
m

mP
i=1

1
ranki

,

where m is the number of input instances, and
ranki is the position of wi’s cognate pair in the
output list.

Results. In Table 1 we report the performance of
our sequential system, compared with previous results.
For English - Spanish (the larger dataset), our results
are comparable to those previously reported, but with-
out using any external resources. The reranking steps
improved the results, but not significantly. In order to
capture more accurately the context in which ortho-
graphic changes between the source and the target lan-
guage occur, higher-order CRFs – which trigger an ex-
ponential increase in the state space – would probably
be needed.

2.3 A Deep Learning Approach

Recurrent neural networks have recently been used in
numerous NLP studies, offering solid results for dif-
ferent tasks and applications, from language modeling,

Lang. Dir.
Prev. (COP) Exp. #1 Exp. #2
COV MRR COV MRR COV MRR

EN-ES
! .65 .54 .59 .45 .62 .45
 .68 .48 .63 .51 .67 .52

EN-DE
! .55 .46 .38 .26 .40 .28
 – – .40 .31 .41 .32

Table 1: Cognate production results using the
sequential system (Exp. #1 – sequential model,
Exp. #2 – sequential model with reranking) com-
pared to previous results (COP – [2]).

machine translation, evaluation of machine translation,
and semantic measures of similarity [5, 13, 3].
Our deep learning approach uses sequence-to-
sequence models to learn the phonological changes
that occur between cognate pairs across languages.
These models, proved to be effective on machine trans-
lation, recently deep learning-based models have ob-
tained the best machine translation scores in the shared
tasks organized by the Workshops and Conferences of
Machine Translation [4]. While the results with these
models worked outstandingly well on other tasks, on
our particular dataset, deep learning approaches man-
aged to get results comparable or even lower than the
ones obtained using simpler CRF-based methods. We
believe there are two main reasons behind this, (1) the
dataset as described in the previous sections is not suf-
ficiently large to train models that are deep enough and
(2) additional research is needed in order to make the
models robust to small amounts of data. It is yet an
open problem how to define small when working with
different types of data and representations.

3 Semantic Relatedness

In a separate experiment, we studied the problem of
word-to-word semantic relatedness, by experiment-
ing with some alternative semantic representations of
words, in a distributional semantics framework. We
evaluated the performance of these representations for
measuring semantic distance between words, as well
as how well they can capture semantic similarity as
opposed to mere semantic relatedness.

3.1 Our Previous Work

We based our approach on some previous work [7]
where we proposed a ranking-based representation of
word meaning, using the contexts of words in a cor-
pus. In these experiments, we represented target words
as rankings of all co-occurring words in a text corpus,
and used distance metrics between rankings (such as
Jaro [12] or Rank distance [9]) to compute semantic
similarity scores between pairs of words, to be com-
pared to a gold standard (WS-353 Test).
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3.2 Data and Methodology

We used the publicly available Wacky [1] corpus to
compute the co-occurrence frequencies. As an addi-
tion to our previous work, we extended the approach
by also considering the synonyms of the target words,
and computed the similarity score between two words
as a function (the average or the maximum) of the dis-
tances between all possible pairs in the Cartesian prod-
uct of the two words’ synonym sets.
We tested the method on two different gold standards,
WS-353 Test [10] and Simlex-999 [11], by comparing
the relatedness score given by our algorithm with the
scores given by humans for the word pairs in the gold
standards. While WS-353 contains word pairs and a
score indicating their semantic relatedness, Simlex-999
focuses more on semantic similarity.

3.3 Results

The new approach obtained better correlation with the
gold standard on Simlex-999, but on WS-353 Test re-
sults were not improved compared to the old method.
Nevertheless, the better results on Simlex-999 suggest
our new approach may bring an improvement in re-
gards to capturing semantic similarity, and thus distin-
guishing between the word pairs that are very close in
meaning and those that are more loosely related.

4 Related Research Problems

Besides the main subjects of our project – cognate pro-
duction and semantic relatedness – there are several
other related NLP research problems, that we are in-
terested in.

4.1 Syntactic Similarity

The syntactic similarity measures the relatedness be-
tween the language-specific syntactic properties. We
are interested in developing a computational method
for determining the syntactic similarity between lan-
guages. We are investigating multiple approaches and
metrics, running a large-scale experiment on 17 lan-
guages belonging to various language families.

4.2 Discriminating between Similar Languages

Automatic language identification is the task of deter-
mining the language in which a piece of text is writ-
ten using computational methods. Although language
identification has been intensively studied in the re-
cent period, it is still a challenging research problem
for very similar languages and language varieties. We
participated in the DSL 2016 shared task [14], which
tackled two interesting aspects of language identifica-
tion: similar language and language varieties (with
in-domain and out-of-domain – social media data –

test sets) and Arabic dialects. We submitted our re-
sults [8] in the closed track of sub-task 1 (Similar lan-
guages and language varieties) and sub-task 2 (Arabic
dialects). For sub-task 1 we used a logistic regression
classifier with tf-idf feature weighting and for sub-task
2 a character-based string kernel with an SVM classi-
fier. Our approach worked surprisingly well for out-
of-domain, social media data, with 0.898 accuracy (3rd

place) for dataset B1 and 0.838 accuracy (4th place) for
dataset B2.

5 Future SOC Lab Resources

We have requested from the Lab several resources
which we have used in our experiments: a multi-
core RX600S5-2 server with 4 x Xeon (Nehalem EX)
X7550 CPUs, 1024 GB RAM, 4 x 146 GB HDDs.
This server has been used for the majority of exper-
iments that only require CPU power, such as CRF,
similarity measures and kernel computation. For the
deep learning methods employed, we used the Flui-
Dyna server with 2 Xeon (Nehalem) E5620 CPUs, 24
GB RAM and co-processors: 2 NVIDIA Tesla K20X
(6GB GDDR5) and 2 Intel Xeon Phi 5110p (8GB).
The power provided by GPUs is essential when work-
ing with deep learning since it can compute fast matrix
operations and computation of gradients. Having these
resources at our disposal was essential to research and
compare a range of models and parameters that we em-
ployed to accomplish our tasks.

6 Conclusions and Future Work

Our research was not necessarily focused and directed
in order to obtain the best possible results, rather to ex-
plore uncharted territories related to semantic similar-
ity and cognate production. While our results on cog-
nate production are comparable to previous research,
the deep learning sequence to sequence model we have
employed proves to require additional amounts of data
in order to be able to learn rules that generalize well.
For this, we plan to work on building extended mul-
tilingual dictionaries of cognates in a semi-automatic
way and explore the possibility to apply reinforcement
learning strategies to cover the missing cases to bet-
ter model language. For semantic similarity, our main
goal is to further investigate the reasons behind the dif-
ferences on Simlex-999 compared to WS-353, which
includes further feature analysis and tuning. Last but
not least, creating specialized deep learning for small
data is yet an open research problem which requires
not only powerful computational resources, but also
advanced research into neural networks and learning
strategies.
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